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Abstract: With the increasing prevalence of different mobile apps, many applications require users to enable the location service
on their devices. For example, the geofence service can be defined as establishing virtual geographical boundaries. Enabling
this service triggers entering and exiting the boundary area and notifies the users and trusted third parties. The foremost concern
of using geofence is the privacy of location coordinates shared among different applications. In this paper, a framework called
‘TIET-GEQ " is proposed that allows users to define the geofence boundary; in addition, it monitors Global Positioning System
(GPS) devices in real-time when they enter/exit a specific area. The proposed framework also proposes a dummy privacy
preservation algorithm to generate K-dummy locations around the real trajectories when the user requests the Point Of Interest
(POI) from the Location-Based Services (LBS). This article aims to enhance the location privacy preservation in geofence
service, by generating a k-dummy location around the user location based on the radius size of the geofence area. The proposed
framework uses token keys authentication to authorize the users in the Vehicular Cloud Network (VCN) service by generating
secret token keys authentication between the client and services. The results obtained show the effectiveness of the proposed
framework was on parameters like flexibility and reliability of responses from different sources, such as smart 10T devices and
datasets.
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1. Introduction Geo-fencing services have several applications, such
as marketing, security, smart roads, and smart cities. In
marketing, indoor mobile positioning applications are
popular and provide significant value, especially for
department stores, shopping malls, and airports. In
smart roads, geo-fencing reduces traffic congestion by
providing alternative routes to vehicles and by
displaying probable accident zones. In vehicular
network services, the GPS and Location-Based Services

(LBS) systems are used in most services provided to

Location-based services are supported by the Global
Positioning System (GPS) and benefit users by providing
the current location or Point Of Interest (POI) and the
destination route. In geofence, a virtual boundary is
created around a specific physical location or point on a
map. Geo-fencing uses GPS coordinates to define an
area; it captures the device’s latitude and longitude to
determine the coordinates and trigger specific actions
depending on whether the device is inside or outside that

virtual boundary area. A predefined action is triggered
by sending specific messages. A geofence is defined as
the user entering or exiting at a particular time, as shown
in Figure 1.
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Figure 1. Geofence triggering events.

vehicles on the road, such as destination, location,
navigation systems, and vehicle tracking. In this paper,
we propose a real-time geofence services framework
called TIET-GEO in vehicular networks. The
framework can define geofence boundaries in a specific
area and monitor the GPS devices when they enter or
exit the geofence area in real-time. The framework
provides email notifications to the users or trusted third
parties in case of any triggers. The proposed framework
enhances location privacy preservation by using the
dummy location generation technique. Generates the ‘k’
number of dummy locations around the real location
and sends them to LBS to request the location
coordinates.
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The rest of this paper is organized as follows. In
section 2, related and recent research from various
researchers is discussed. The proposed framework and
the different methodologies used are explained in
section 3. Security mechanisms such as dummy location
generation and authentication communication used in
the proposed framework are described in section 4 and
the results are discussed in section 5. Finally, the
conclusions are presented in section 6.

2. Related Works

Agarwal et al. [1] proposed a novel localization
application to prevent collisions on the roads, detect
accidents, and estimate the time of arrival. The
application was an intelligent traffic monitoring system
based on cloud mobile applications; it introduced
algorithms to implement real-time safety applications in
vehicular networks. Proposed a novel quorum-based
location service scheme in vehicular sensor networks
comprised of vehicles and sensor nodes on the roads
[32]. The scheme provides information about the
vehicles and nodes by using a combined quorum of
location queries and location updates to define a
quadrangular path on the route and at crossing points.
Proposed a novel cooperative localization technique for
vehicles equipped with high-position accuracy GPS,
and the technique utilizes the Round Trip Time (RTT)
for inter-vehicle distance calculation [8]. However, the
problem of the accuracy of space-time information in
positioning vehicles in-vehicle networks remains
unsolved [11] resolved this by proposing a high
precision-based vehicle network location service; this
service uses the wide-area precise positioning
technology. A concurrence service system is developed
to ensure the reliability of data exchanged between the
vehicles; in addition, background verification of the
positioning precision quality in an urban environment is
performed. Proposed a logistics management model
called ‘SafeTrack’ to manage vehicles by monitoring
them in real-time by using the geofence algorithm and
radiofrequency technology [20]. In this approach, the
researchers focused on ensuring delivery management
by monitoring detours on planned routes and addressing
notifications. Introduced a novel method to formalize
sophisticated geofencing scenarios as a state; it
considers temporal relations between geofence areas
when a user moves between geofence areas by
providing smart notifications of a user accessing
multiple geofence areas [21]. Introduced a prototype of
a service-oriented platform to track mobile devices in
real-time and integrate geofencing techniques. The
prototype can define adequate and safe itineraries for
any vehicle [16]. Cheng et al. [5] proposed a novel
collaborative geofence site selection technique that
provides an optimal method for city management. The
novel manages dockless shared bikes in the city and
optimizes the distribution locations and the occupied

area for each geofence. Proposed a fine-grained indoor
geo-notification system called “iGeoNoti” that uses the
pedestrian reachable distance. Using this method, the
geo-notifications are not limited, and the indoor
geofence can be implemented across multiple floors
[34]. However, location-dependent actions are not
triggered when users enter or exit a geofence area [9]
proposed a method to increase the reliability of a
proactive LBS and to provide valuable estimations by
ensuring quantifiable and predictable reliability for
people unfamiliar with technology. In addition, they
determined the process used by a proactive LBS to
execute a location-dependent action when a user crosses
a geofence area. By using point-to-multipoint device-to-
device communications to provide rapid and reliable
geofence broadcasts in LTE-advanced networks and to
support critical services of vehicular collision alerts,
Nardini et al. [17] proposed a novel approach to
broadcast device-to-device messages over multiple
cells; and the approach relies on centralized decisions
and uses the eNodeBs infrastructure to schedule
unsolicited device-to-device communication and to
ensure optimal implementation of user equipment by
forwarding messages at any time. To enhance the online
shopping experience of customers based on
geographical location, Durst et al. [7] presented an
innovative concept that combines location-based
crowdsourcing; it uses geofencing technology to
evaluate customers’ online shopping experience using
cell phones in specific areas. Many phone services
facilitate various mass-market GPS-based applications.
Greenwald et al. [10] presented an economically viable
geofencing solution that supports multiple geofence
areas that serve large populations. The technical
viability is based on actual traffic data obtained from
mobile proximity marketing and social network
services. Dummy privacy preservation aims to secure
the user’s real location by sending dummy locations to
a service provider along with the real location. Several
dummy techniques have been applied by different
researchers to enhance the location privacy of users.
Some of these techniques can secure the movement
trajectories and blur the users’ locations to ensure
privacy and safety. Liu and Wang [14] proposed a
dummy k-anonymous method for the anonymous region
area by selecting the k-1 anonymous dummy location
based on the location of the user. Requesting dummy
query sequences, Wu et al. [30] proposed a scheme for
user privacy protection in LBS to hide their true location
when they are requesting POI from the LBS services.
The Hara et al. [12] proposed a location privacy
preservation method to anonymize the location of a user
with an LBS-based mobile device by generating dummy
locations in real-time. By ensuring privacy and
anonymity of the location, Niu et al. [19] Proposed two
clocked dummy-based methods to achieve k-anonymity
for users with LBS-based devices. The method blurred
user coordinates based on a virtual circle or grid into
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dummy positions based on the entropy-based privacy
metric. To ensure the privacy of user trajectories, Wu et
al. [29] proposed a privacy model called ‘adaptive
uniformly distributed dummy trajectories’ to derive
uniformly distributed dummy trajectories. Dummy
trajectories are generated by ensuring robust privacy
preservation. Wu et al. [28] suggested a method to
reduce the complexity of dummy location selection and
to enhance the privacy of the similar query probability
of dummy locations. In this method, the clocking area is
selected by enlarging the dummy locations. Considering
the problem of privacy preservation mobile trajectories
on social networks, Ni et al. [18] proposed a privacy
preservation R-constraint dummy trajectory. This
method ensures that the generated R of the dummy
positions is within a specific range and similar to the real
location trajectories. By providing trajectory privacy
preservation based on fog cloud location services, Wang
et al. [27] proposed a fog server to store semi-essential
data that is physically accessible to the users. In
addition, they proposed a dummy rotation anonymity
method to enhance the privacy preservation of users’
trajectories. In obfuscation of the location trajectories,
Al-Balasmeh et al. [2] proposed a framework to
generate a k-dummy location to obfuscate the user
location trajectories in the vehicular cloud network.
Proposing a Multilevel Location Privacy Scheme
(MLPS) to anonymize the vehicle location when
exchanging the location with LBS services [26].
Proposing a scheme of anonymous and unlikable
participation of the loV location trajectories by
Concerted Silence-Based Location Privacy Preservation
for the internet of vehicles (CSLPPS) in the vehicular
networks [4]. Increase leakage of the location data of the
vehicle's trajectory’s location from the vehicular ad-hoc
network, the researcher proposed a Virtual Trajectory
Generation algorithm (VTG). The proposed VTG
provides privacy production of the users’ trajectories by
connecting true position with virtual points when
requesting from the LBS [3]. Based on using a key
agreement protocol to provide privacy preservation for
loT services, Cho and Kim [6] proposed an efficient
securing of services based on a symmetric key
cryptosystem for loT services. Table 1 shows the
summary of the related works.

Table 1. Summary of the related works.

Auth Proposed Method Description
To prevent collisions on the
novel .
o roads, detect accidents, and
[1] localization NA . - A
P estimate the time of arrival in
application .
vehicular networks.
The scheme provides
information about the
novel guorum- vehicles and nodes by using a
[34] | based location NA - :
. combined quorum of location
service L -
queries in vehicular sensor
networks.
novel
18] cooperative NA Equipped with high-position
localization accuracy GPS of the vehicles.
technique

high precision-
based vehicle

Provides the reliability of data
exchanged between the
vehicles; in addition,

(1] network NA background verification of the
location service positioning precision quality
in an urban environment.
a logistics management model
proposed to manage vehicles
[20] SafeTrack NA b_y monitor_ing them in real-
time by using the geofence
service and ensuring delivery
notifications.
a Poo}lgrlnrqr;el;?gd Providing smart notifications
[21] - NA of a user accessing multiple
sophisticated geofence areas
geofencing )
The prototype can define
[16] pﬁ;?%?; ?I)a NA adequate and safe itineraries
- by tracking the devices in
track mobile real-time
The novel manages dockless
novel shared bikes in the city and
[5] collaborative NA optimizes the distribution
geofence locations and the occupied
area for each geofence
Proposed a fine-grained
indoor geo-notification
system. Using this system, the
[5] iGeoNoti NA geo-notifications are not
limited, and the indoor
geofence can be implemented
across multiple floors.
They determined the process
i;’leréggg ttlge used by a proa_ctive LBS to
[34] reliability of a NA execute a location-dependent
1ty action when a user crosses a
proactive LBS geofence area.
ap‘;g;\éﬁl to Enhancg the online shopping
broadcast experience of customers
[9] device-to-device NA baseq on geographlg:al
messages over location by fo!'wardmg
multiple cells messages at any time to users.
p{s;gr\};?vin Tohevah_late custo_mers’ opline
shopping experience using
(17] Io(c:gtrilgff—)tt);sfe d NA cell phones in specific areas
- using geofence technology.
crowdsourcing
Provides a solution that
Presented supports multiple geofence
economically areas that serve Iarge_:
7] viable support NA p_opt_;lgﬂqns. The technical
for multiple V|ab|_I|ty is baseq on actual
geofences traffic data obtained from
' mobile proximity marketing
and social network services.
Proposed scheme to provide
Dummy query Dummy, K- the location privacy queries
[10] sequences anonym’i ty when the user requests the
scheme location from the LBS
service.
Proposed construct
All-dummy k- anonymous regions by
[14] anonymous 2:(;?1mr)rl{i tk- selecting a k-1 location and
scheme YMIY | real users based on location
offset.
proposed a To anonymize the location of
[12] location privacy|  dummy a user with an LBS-based
preservation locations | mobile device by generating
method dummy locations in real-time.
proposed two Thg method blurred user
clocked Dummy, _K- coo_rdmates b_asa_ed on a virtual
[19] dummy-based in Anonymity | circle or grid into dummy
i BS technique positions based on the

entropy-based privacy metric.
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Adaptive
uniformly to derive uniformly
distributed distributed dummy
[29] dummy Dummy trajectories of the user
trajectories movements.
model
method to Tq er_]hance the prlvac_y_of the
similar query probability of
reduce the -
. Dummy dummy locations, by
[28] | complexity of lecti lecting the clocki .
dummy location selection | selecting the clocking area in
- the mobile trajectories on
selection -
social networks.
a privacy Generated R of the dummy
preservation R- positions is within a specific
[18] constraint Dummy range and similar to the real
dummy location trajectories based on
trajectory fog cloud location services.
To enhance the privacy
a dummy preservation of users’
[27] rotation Aangnr:\):t trajectories in fog server and
anonymity ymity provides access to the semi-
essential data in the cloud.
A proposed framework to
Data and obfuscate the user trajectories
[2] |location privacy| obfuscation | in vehicular cloud networks,
(DLP) by obfuscation of the
locations.

Proposed MLPS obfuscation
scheme to provide location
privacy of vehicle location.

Proposed CSLPPs to
anonymize the user
trajectories and unlikable
participation of loV.
Proposed VTG to generate
virtual points and connected
they’re with true location
when requesting from the
LBS.
proposed an efficiently
Hash, ECC, | securing services based on a
cryptosystem | symmetric key cryptosystem

for loT service

[26] MLPS obfuscation

[4] CSLPPS Anonymity

[3] VTG Anonymity

6] NA

3. The Architecture of the TIET-GEO
Framework

This section outlines the architecture of the proposed
framework and the main problem of location privacy is
addressed in geofence services. There is a requirement
to provide the privacy of user location over the vehicular
cloud network, when the users enter boundaries, the
untrusted services can access the location of the mobile
devices which can be a serious security vulnerability.
Some of the earlier proposed systems like [31] work
only for outdoor GPS, and there is no location privacy
of users’ trajectories when the user enters or exit the
geofence areas. The proposed TIET-GEO is proposed to
address this issue. There is a need to propose an
approach to provide location privacy of users’
trajectories of user movement when requesting a POI
from the LBS. The proposed framework can be used to
monitor several types of 10T GPS devices in indoor or
outer geofence areas. The architecture of the proposed
TIET-GEO framework consists of six components. The
interaction demon-striation of these components is
shown in Figure 2.
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Figure 2. The architecture of the proposed framework.

The various parts of this framework are explained as
given below. The first component is the devices (loT,
infrared) used by users. Most smart devices, such as
smartphones, smart vehicles, and wearable devices, are
equipped with a GPS module to obtain the real-time
location or directions from LBS services. The second
component is GPS satellites which are widely used to
provide the location (Lat, Long), including the date and
time, for any GPS-enabled device. The third component
is communication networks and vehicular cloud
networks. It includes the wireless, global system for
mobile and local networks, which are essential for the
first hop of transmitting data to the vehicular cloud
network over the internet to store the data over the
vehicular cloud database. The fourth component is the
location privacy server where is provides the location
trajectories of the user movement while requesting the
POI from LBS services. The fifth component is the LBS
server which has the responsibility of providing the
location information of the requesting devices and the
nearest point of the POI. The last component is the
Graphical User Interface (GUI) of the TIET-Geo to
provide the geofence services and notifications module.
This service displays a user’s location on the map and
allows the users to monitor their movement in real-time;
in addition, it allows the users to define a geofence area
on the map and receive email/SMS notifications when a
device enters or exits a specific geofence zone. The
structure of the framework in Figure 3 shows the stages
of accessing TIET-GEO services through vehicular
networks.
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Figure 3. TIET-GEO structure.

The proposed TIET-GEO allows different types of

smart 10T devices, such as smart vehicles, smartphones,
wearable devices, or any GPS-equipped device, to be
identified in the system. The proposed framework is
tested using android smartphones, one IoT GPS device,
and two different datasets: Manhattan-taxi-trajectories
[25], Citi Bike [24] and Geolife GPS trajectories [33].
The proposed framework consists of various
functionalities like registration of 10T devices, real-time
monitoring, geofence area boundary control, displaying
geofence areas, and geo notifications. In the TIET-
GEO, used the geofence drawing tools like (marker,
circle, polygon, rectangle, and polyline) to define a
particular geofence area and monitor it. Let’s consider
the user defines a circular geofence area with an initial
location (lat, long) and expands the circle to obtain the
dynamic radius, which is measured in meters. After
drawing and defining the geofence area, the circle is
stored in the database and is assigned a unique id. The
proposed method to display the geofence area on the
Maps is based on the haversine formula; in this method,
the center of the circle (lat, long) is selected; the radius
r of the geofence circle (miles) is obtained from the
database. The radius of the earth can be calculated by 7/
3956, which can be used to calculate the distance
between two points. The latitude and longitude are
obtained using the mathematical equations:
lat , = asin (sin(lat,) * cos (radius) + cos (laty) *
sin(radius) * cos (tc)) and lon, = lon; — asin(sin (tc) *
sin (radius) / ((cos (laty) + Pi) % (2 * Pi) — Pi)).
Finally, a circle is plotted on the map using
ploy=vepolyline (989, location, vecolor (33, 255, 0,5),
4) and it is shaded. The procedure is defined in
Algorithm (1).

Algorithm 1: Define geofence area.

Result: Define geofence area.
Require: latitude, longitude, radius, Pi € 3.1415926535898
Start:
Select € loT device Then:
Function ( lat, long, r)
Body
location € Array [Coordinates]

lat; < lat* Pi/ 180
long; € long * Pi/ 180
radius € r /3956
for x €0tox<=2360do
tc € (x/90)*Pi
lat, € asin (sin(laty) * cos (radius) + cos (lat)) *
sin(radius) * cos (tc))
|at2 €180 * |at2 / Pi
If ( cos (lat;) == 0) Then
lon, € long
Else
lon, € lon;— asin(sin (tc) * sin (radius) /  ((cos
(laty) +Pi) % (2 * Pi) - Pi))
End if
lon, €180 * lon / Pi
newlocation € newloc ( latz, lony)
End for
location.push(newlocation)
ploy <€ vepolyline (989 , location, vecolor
(33,255,0,5) , 4)
return poly
End function

3.1. Geo-Targeting Notification

The proposed framework provides smart trigger
notification of the 10T devices when the device enters or
exits the virtual boundary geofence area. The trigger
calculates the difference between two points of the
coordinates of the virtual circle forming the geofence
and the coordinates of user location to determine
whether the device is inside the circle or outside. The
flow chart in Figure 4, shows the notifications when the
user’s location changes which indicates the user or
device is entering or exiting a specific geofence area.

Monotiring user
movment

Trigger action
Entering/Leavin

NO Yes

Send

SMS/Emaill

Figure 4. Trigger geofence flow-chart.

On successful implementation, any actions of
entering or exiting a particular geofence area are
triggered based on the GPS trajectory; notifications are
sent to the users or trusted third parties about such
actions within the geofence. The user receives the
coordinates (latitudes 2, longitudes 2) for every location
movement from the LBS. Let’s assume the central angle
between any two points on the sphere can be defined as



Framework of Geofence Service using Dummy Location Privacy Preservation in ... 71

0 =d/r, where “d” is the distance between the two
points along with a circle of the sphere, and “r” is the
radius of the sphere. By using the haversine formula,
0 = haversine(4®) + cos(P,) * cos(P,) +
haversine(AA), where the radius of the earth is r=6371
km, and the different distance between the two points of
the latitude is 4@ = &, — @, , and the difference
between the two points of longitude is 44 =
(A - 41). As shown in Figure 5, the central angle
between the two points P and Q is represented by Ao,
and @ and A are the latitudinal and longitudinal angles
of P, respectively.

Figure 5. An illustration of the central angle between two points.

If the distance between two points is less, there is a
large rounding error when the spherical law of cosines
formula is applied. By using the modern 64-bit floating-
point number, the rounding errors are insignificant for
distances larger than a few meters on the surface of the
earth. The have sine formula agrees well for the smallest
distances between two points as:

: ., NP . AL
Aog =2 % arcsm\/sm2 (T + cosP; * cosP * sm(;)

The step-wise explanation is given as algorithm 2.
Algorithm 2: Geo-Targeting of the geofence area.

Result: Trigger the geofence area

Require: GPS <@, ,1, > ,geofence< @, , 4, radius>,

Pi € 3.1415926535898
Start:
Function get_dictance (®;,4,, ®,,4;)

Body

Geo_lat € @, * Pi)/180.0

GPS_lat €« &, * Pi/180.0

diff € Geo_lat— GPS_lat
di €1, *Pi/180)- (A, *Pi/180)S & 2 *asin (sqrt ( pow
(sin (di/2),2) + cos ( Geo_lat) * cos ( GPS_lat) * pow ( sin(
di/2),2)
S €S *6378.137
S €round (S * 1000, 3)
Return S
End function

3.2. Authentication Service Approach

Security token service based on authentication is
popular on web services, where authentication provides
a system control to verify the user’s credentials and
determine whether access should be authorized by
authentication data from the users. Authentication is
essential to provide secure access and protect resources
when users access the service. Users are usually

identified with a user ID/email, and authentication is
accomplished when the user provides appropriate
credentials, such as provide a password that matches the
user ID. For almost every web service that uses an
Application Program Interface (API), a token is the best
method to manage authentication for multiple users.
The proposed secure communication authentication
user login framework is based on the open-source
‘laravel” PHP framework that is used to develop high-
end web applications and provide secure authentication
of user login. The TIET-GEO framework has been
developed using token-based authentication of multiple
users logging into a system. The framework secures the
communication between the client and the Vehicular
Cloud Network (VCN) when the user tries to log in. The
login credentials are validated by verifying the user ID
and password with the credentials stored in the database
on the server-side in an encrypted format. Relevant data
are transmitted to the client by using the token key
before access is provided to the user. A token
authentication is a powerful approach that can ensure a
lower load on the server to store multiple session IDs of
users on the server by generating tokens for each user
after they provide the appropriate credentials. The initial
token authentication can be performed using the
username and password credentials and the API key or
even tokens from another service. As shown in Figure
6, token-based authentication occurs after the user’s
credentials are exchanged for a token on the server-side;
the client can use the tokens to validate each subsequent

request.
‘g’,’ 4},%%
Internet

Post/Authentication username & password

Client GET/api/user Autherization Server

HTTP 200 Ok (Token)

HTTP 200 OK

Figure 6. Token-based authentications.

Token-based authentication is stateless and does not
store any information about the users on the server-side
or during the session. This method is implemented in
five steps: User requests access using user ID and
password, Service validates credentials, Service
provides a token to the user, User stores that token and
sends it to the server with every request, and the server
verifies the token and provided data in response. Figure
7 shows the workflow of token-based authentication
communications between the client and the server.
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Figure 7. Workflow of token-based authentication.

The Laravel framework [23] offers a rich
functionality method to provide token authentication
and encrypts plain text in messages and secures the
information during the exchange between the client and
the server. The proposed method is based on token
authentication user login into the system and encrypting
the process information using ‘cryptography plain text’;
the Laravel framework is developed to use AES-256
and AES-128 encryption, which uses open SSL
encryption to ensure secure communication between the
client and the server-side.

4. The Dummy Location Generation
Approach

Security threats based on location privacy have
increased in our daily life with an increased prevalence
of LBS and location providers. Dummy techniques are
used to provide fake locations and hide the real location
of the users. Different dummy techniques are used to
ensure location privacy, such as generating dummy
locations, dummy trajectories, and dummy locations in
a neighborhood. In this paper, we focused on dummy-
based approaches to anonymize the actual user locations
to generate dummy locations in addition to the actual
location of the user in a virtual circle, which are then
transmitted to the LBS provider. The proposed method
is a circle-based dummy generation method (nearby
location). Hayashida et al. [13] proposed an algorithm
that can ensure the anonymity of the user-defined area
and remove the unrealistic assumptions about the user’s
movements; the user is only required to enter a set of
visiting points of their trajectory. Skala and Majdisova
[22] proposed dummy selection based on the maximum
and minimum distance, and simplified the maximum
and minimum distance in both semantic diversity and

physical dispersion of locations. Lu et al. [15] proposed
generating privacy awarded dummy based on either a
virtual grid or a circle to protect the location privacy of
the mobile user in a mobile system. This approach
requires a lightweight server-side front-end to integrate
with the existing mobile service systems on the client
and server sides. In our method, the dummy locations
are based on virtual circular dummy generation; N
dummy locations are generated around the user location
based on the radius of the geofence in Algorithm (1).
The user location and dummy locations are constrained
by a virtual circle with radius r and are centered at the
position of the user location (loc). The center loc is
determined based on the user location in the database.
User locations can be used to generate N dummy
locations around the Pos based on the value of 7. Our
method was tested to generate a k number of dummy
locations automatically around the user’s location to
hide the real location. Random points were generated
uniformly and independently within a virtual circle of
radius r around the location (Xo, Yo); two independent
uniform random values u and v were generated in the
interval [0,1]. The degree of the geographic coordinates
of the location (lat, long), where ® is the longitude, and
is the latitude, with radius r can be measured in meters
or feet or another linear measurement unit. The r is
converted into a degree if it is located near the equator,
that is, approximately 111, 300 meters in degree. The
uniform distribution of the dummy random points is
obtained to compensate for the distance, = r+u , to
decrease the statistical bias in the number of points near
the center Pos. The angles between the points Pos’ can
provide radians in a full circle by usingt = 2 * Pi * v,
which can provide angles between 0° and 360°. The
trigonometry of dummy location points can be
calculated using the random distance and angle obtained
using @1 =w * cos(t) and la=w x* sin(t), where
the dummy points P os (®;, 4;) indicate the random
distance between the original coordinates and the
direction of t. The variation of the distance between the
longitude line in ¢ = &, / cos (1) is compensated
using the trigonometry of @, by converting it to radians
cos (). During the generation of dummy location points,

P0S (D new A new) becomes @ ,,,, = @, + o for the
latitude and Anew = Ay + A for the longitude. As
shown in Figure 8, for k=8 dummy locations and Pos
user location all locations, all the Iocatigns are
constrained by a circle centered at (Pos,Pos) < r.
The positions are distributed to ensure that all 6s are
equivalent, and every pair of clockwise consecutive and
Pos’.
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Figure 8. Dummy circle-based.

Figure 9 shows the trajectories of user movement by
generating nearby dummies.

Figure 9. Dummy trajectory of user location.

The proposed method (as given in Algorithm (3)) can
secure the real user location in every next movement of
the trajectory by providing a k dummy of locations
around the user location within a specific radius of the
geofence.

Algorithm 3: Dummy Generation locations Privacy.

Result: Generates K number of dummy locations around the user
location
Require: Pos (@, 1), r, Pi € 3.1415926535898,
Start:
for N €0, in Pos do
Select @, 1, r
K=r/2
Dummy (@, 4,r, k)
Function Dummy (@, A, r, k) Then
D €¢r/111300.0
forj €0ink do
Ao € 4
Do €D

u €random ()

v €random ()

w €r*sqrt(u)

t€E2*Pi*y

@1 € w™*cos(t)

A€ w*sin(t)

o € @Dy /cos (l

;L new é ;LO + )nl

Dpew €CPo+o

fori €0inkdo

Plot (¢ new,/l new)

End for

End for

End for
End function

5. Results and Discussion

The proposed framework is tested in the vehicular cloud
network environment and imports database servers from

servers in real-time. The results show the efficient and
flexible response to the location requests from smart 0T
devices or smartphones. This section discusses the
results obtained by testing different scenarios using the
proposed framework. Scenario 1: In this scenario,
different smart 10T and infrared devices are considered
for monitoring and triggering the action indoors and
outer of the particular geofence area. The proposed
framework allows the user ability to define and monitor
multiple geographical distant geofence areas, accessing
the dataset. The users can trigger any action of entering
or exit of a particular area and notifying the users over
email. Figure 10 shows the number of devices that have
been defined in the geofence area and the number of
trigger actions in the particular area. Figure 11 show the
trigger action of devices in different geofence area.

Trigger and Define Geo-Area

—— Trigger
25 —— Geo-Area

Number of Geo-Triggers
=
W

P 4 6 8 10 12 14
Device ID

Figure 10. Number of the trigger in the geofence area.

Total of Trigger in Different Geo-fence Scenario

40 4
Single Face-in Geo-fence

—— Single Face-out Geo-feance
—— Multiple Face-in Geo-Fence
—— Multiple Face-out Geo-Fence

Number of Trigger action
= [ [ N w w
(=] w (=) w o w
. ! ! | ! L

[E]
L

2 4 6 8 10 12 14
Noumber of Devices

Figure 11. Total of trigger in different geofence scenarios.

Scenario 2: A scenario of triggering the action of
entering or exiting the geofence area of Overlapping
Core Location Regions (CLR) is tested. The TIET-GEO
framework design provides the efficiency to handle
multiple geofences and overlapping CLR by notifying
the user over email. Let’s suppose we are defining a
geofence around the United State and a smaller
geofence around different states such as New York and
Virginia. When the users are entering the United States,
the user will trigger the action of entering the United
States geofence. When the user moves into New York
State the user will trigger into new entering New York
geofence, while not leaving the United States geofence.
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So, the user has been registering into both geofences,
when the user exits from the New York geofence and
enters the Washington geofence. In this case, the user
will trigger the action of exiting the New York geofence
and entering the Washington geofence while not exiting
the United States geofence, so by defining the smaller
geofence into multiple regions are not registering over a
bigger geofence or overlapping region as both
geofences are registering with a different unique id and
both regions have triggered the action separately. Figure
12 shows the overlapping geofence area.

Geo-fence 1

Trigger action of
Entring geofence
182

Geo-fence 3 Geo-fence 2

Trigger action of
Entring geofence
183

Trigger action of
Entring geofence 1
& Exit 2

Figure 12. Overlapping geofence areas demonstration.

Scenario 3: This scenario demonstrated the triggering
of the device’s action on the boundaries of the geofence
area, TIET-GEO also shows successful trigger
movement of the devices either inside or outside the
bounding area or on the line of the bounding of the
geofence area. The haversine formula discusses the
triggered action of the device movement by calculating
the distance between the points of latitude and longitude
in Algorithm (2) and shows the larger distance between
the point and trigger action will be outside the bounding
geofence area even if the device is moving on the line
of bounding area as showing in Figure 13.

Trigger action of
outside geofence \
18283
Geo-fence 1

A

Geo-fence 2

Geo-fence 3

Figure 13. Bounding movement of the geofence.

Scenario 4: This scenario demonstrates the location
privacy of device trajectories in real-time from the

attackers to extract the user real location user. The
dummy location privacy shows the ability to generate
numbers of dummy locations based on the size radius of
the geofence area in Algorithm (2), where each
geofence area will generate a different number of
dummy location-based on the size of the radius of the
geofence. The minimum number of dummy locations in
any geofence area will be based on r/2 of the radius of
the geofence area in Algorithm (1), in Figure 14 shows
the number of dummy locations in the geofence area.

—— Radius of Geo-Area
4000 No.Dummy Locations
i
% 3000 1
[=]
LT}
L]
S 2000 4
w
2
R =]
@
o '/\/u/\m
01 ' ' —
T T T T T T T T
0 5 10 15 20 5 30 35
No.Trigger Locations

Figure 14. Generate dummy locations based on radius Geo-area.

Scenario 5: In Figure 15 is showing the number of k-
dummy location-based on the radius range of the
particular geo-area. The k-dummy locations around the
user's location will be generated based on two factors:
firstly, define the radius of the geo-fence area. Secondly,
the number of dummy location-based on the different
distances between both locations (real and dummy). The
framework shows flexibility and reliability by
generating the dummy locations around the user
location.

—— Radius range = 500
Radius range = 1000
—— Radius range = 1500
—— Radius range = 2000
Radius range = 2500

20

10

Total Diffirence bw Dummy & Real locatin in M

2 4 B B 10 12 14 16 18 20
Mo K-Dummy locations

Figure 15. The total distance of the dummy location based on radius
Geo-area.

Table 2 discuss the comparison results of the
proposed framework with the previously existing
method.
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Table 2. The comparison results.

Method Discussion

[The proposed framework TIET-GEO shows the efficiency|
of responses to different trajectories from different sources|
of devices such as (mobile, vehicular, and 10T devices). The
majority of the proposed method is enhancing the triggers
action of user movements into multiples geofences area and
provides the location privacy when the user enters or exits|
the geofence area. The recently proposed novel and mothed|
only addressed the single trigger geofence area by ignoring
the overlapping geofence that occurs as discussed in [5, 9,
16, 17, 20, 34], where the researchers proposed only,
triggers of user’s action within a single geofence area. The
researcher in [11, 12] proposed smart notification of
accessing multiple geofences of one scenario by moving
from one geofence into another, our proposed framework|
was addressing four scenarios of trigger the users’
movements in the geofence area.

Our proposed framework is based on using the dummy
mothed to enhance the location privacy of users’
trajectories when they enter or exit the particular geofence|
area. The proposed method will generate a k-dummy|
location around the user location when they request a POI
ffrom the LBS based on the radius of the geofence area.
None of the researchers in [5, 11, 16, 20, 21, 34] provide|
any location privacy of their proposed novel or the methods|
to secure the user movements or when they request a POI
from the LBS services.

Overlapping
geofence areas
demonstration

method

Dummy location
privacy

6. Conclusions

In this paper, we proposed TIET-GEO which is a
geofence service framework for vehicles and users with
smartphones or any GPS-equipped devices. It allows the
users and trusted third parties to define a geo-area on a
map. Corresponding actions are triggered when any
device enters or exits a specific geofence area by
sending email notifications to users or trusted third
parties. Also, we enhanced the location privacy
preservation of the users’ trajectory movement by using
dummy generating methods. Our method provided k
numbers of dummy locations around the real user’s
location within the range of the radius of the circle to
ensure the anonymity of the user's location when
sending requests to LBS services. Insecurity web
services, we introduced token authentication
communication using the TIET-GEO framework with
the vehicular network when requesting information
from the database. The token authentication can verify
the users’ credentials to provide access to the users into
the TIET-GEO service. The proposed framework
demonstrated the flexibility of working with different
devices and datasets because we tested the framework
using different datasets and devices, including android
smartphones.
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