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Abstract: This paper introduces a new image encryption algorithm based on a Parallel Fuzzy Multi-Modular Chaotic Logistic
Map (PFMM-CLM). Firstly, a new hybrid chaotic system is introduced by using four parallel cascade chaotic logistic maps
with a dynamic parameter control to achieve a high Lyapunov exponent value and completely chaotic behavior of the
bifurcation diagram. Also, the fuzzy set theory is used as a fuzzy logic selector to improve chaotic performance. The proposed
algorithm has been tested as a Pseudo-Random Number Generator (PRNG). The randomness test results indicate that system
has better performance and satisfied all random tests. Finally, the Arnold Cat Map with controllable iterative parameters is
used to enhance the confusion concept. Due to excellent chaotic properties and good randomization test results, the proposed
chaotic system is used in image encryption applications. The simulation and security analysis indicate that this proposed
algorithm has a very high security performance and complexity.
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1. Introduction

Recently, secure image storage and transmission over
the public network have been increased for essential
uses and sharing purposes. There is a big challenge to
protect the image from unauthorized users, especially
in sensitive fields like the military, politics, economics,
medical, and education. The protection of multimedia
content must be provided through privacy, integrity,
and identity management. In order to achieve the
information security task in an efficient manner.
Cryptology based approach has been utilized wildly in
many applications. The traditional cryptographic
techniques such as Data Encryption Standard (DES)
and Advanced Encryption Standard (AES) [28] are not
suitable for an image due to their distinguishing
features including bulk data capacity, high redundancy
[33].

In the last ten years, many studies have proved that
the chaotic system has many essential features that can
be used efficiently for encrypting images. The chaotic
properties are, high sensitivity to the initial condition,
control  parameters, periodicity, and pseudo-
randomness that can be profitably applied to both
confusion and diffusion process [4, 17], many
researchers suggested many strategies in the chaotic
cryptographic ~ algorithms  such  as  chaotic
synchronization [32], bit-level permutation [23, 31],
combination permutation with diffusion method [22,
24] and extended diffusion substitution [25]. Other
chaos-based image encryption algorithms used
multiple chaotic maps [2, 11], two-dimensional Arnold

cat map [12, 13, 36], barker map [21], quantum chaotic
system [37], parametric switching [38], spatiotemporal
chaotic system [1], nonlinear dynamical system [16]
parallel computing system [30], and chaotic fuzzy
image encryption [5, 6] were suggested.

The chaotic maps can be classified into two types,
one dimensional and higher dimensional chaotic maps.
The 1-D chaotic maps such as a logistic map, Tent
map, Sine map have a single variable over discrete
steps in time [9, 18, 26]. Although the 1-D chaotic
maps have a simple structure, low complexity, and it is
easy to implement, these types of maps have many
weaknesses such as the small number of control
parameters, chaotic ranges are limited and it can easily
change to periodic map [14, 39]. On the other hand, the
higher dimension chaotic maps have at least two
variables and they have better performance and their
chaotic orbits are more difficult to predict [7, 10, 20],
but they have high-computing costs and difficult to
implement in hardware which means it is not real-time
processing [3, 29, 34]. To overcome the limitation of
the one dimension chaotic maps. The authors introduce
a new 1-D chaotic system for image encryption based
on the modular one concept [16, 39] to improve the
range of the control parameters. Zhou et al. [40] have
proposed a Cascade Chaotic System (CCS) as a
general 1-D chaotic framework to produce a new
nonlinear chaotic system using any two 1-D chaotic
maps as seed maps. Also, Hua and Zhou [8] have
proposed a Dynamic Parameter-Control Chaotic
System (DPCCS). The DPCCS has a simple structure
that used the output of a chaotic map (control map) to
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dynamically control the parameters of another chaotic
map (seed map). CCS and DPCCS have simple
structures, highly chaotic behavior, and easy hardware
implementation. However, there are some weaknesses
when cascading more seed maps, such as time
delaying, = complex analysis, and  difficult
implementation in hardware [40].

To address these above-mentioned problems, this
paper introduced a new chaotic system based on the
idea of hybrid CCS and DPCCS. Based on the simple
1-D chaotic logistic maps, a new hybrid CCS with
DPCCS will be present to achieve a very complex
bifurcation phase diagram and large Lyapunov
Exponent value. Also, the fuzzy set theory is used as a
fuzzy logic selector to improve key space and security
protection. Besides, the concept of parallel processing
is used in the proposed system. The introduced system
is called Parallel Fuzzy Multi Modular Chaotic
Logistic Maps (PFMM-CLM). In this paper, the
diffusion and confusion mechanism are used in the
proposed image encryption, many statistical and
sensitivity analysis are calculated for evaluation
performance of our algorithm. In summary, the most
important contributions in this paper are:

1. Design a new chaotic system based on hybrid CCS
and DPCCS techniques.

2. Design a new PFMM-CLM with a complex
bifurcation diagram and a large LE.

3. A Fuzzy chaotic Pseudo-Random Number
Generator (PRNG) based on the proposed PFMM-
CLM has been introduced.

4. Parallel processing computation concept to speed up
the processing time is used.

5. New controllable iterative parameters for Arnold cat
map are suggested.

The remnant of the paper is arranged as follows: in
section 2, the related work will be introduced. The
proposed PFMM-CLM-PRNG is designed in section 3.
The image encryption and decryption mechanism
based on the fuzzy technique is discussed in section 4.
Security and performance analysis of the proposed
encryption scheme is given in section 5. Finally, the
conclusions are given in section 6.

2. Related Works

In this section, a one-dimensional chaotic logistic map
is presented and its prior researches of developing
nonlinear chaotic systems.

2.1. Logistic Map

A Logistic map is the 1-D discrete chaotic map that
largely applied in many applications such as social,
science, and economics, the generated sequence using
a logistic map is (x) and it can be computed
mathematically using the following equation [9]:

Xn+1 =T Xn (1 - xn) (l)

Where: “r” is a control parameter € [0, 4], n is the
iteration number, xn+1 is interval [0, 1]. The bifurcation
diagram and LE values of the non-modular logistic
map are shown in Figure 1-a), it appears the limitation
of the control parameters which started from 0 to 4 and
large negative LE values [39]

2.2. Modulo Operation

The modular function performs an iterative folding
process, thus producing uncorrelated random data, it
used to increase non-linearity and rang of control
parameters [16]. The modular logistic map achieves a
large control parameter started from 0 to 20 as shown
in Figure 1-b), but also it has multi gaps and large
negative LE values.

2.3. Cascaded Operation

CCS connects two 1-D chaotic maps (seed maps) in
series, the output of the first seed map is linked to the
input of the second seed map. The output is fed back
into the input of the first one for recursive iterations,
the bifurcation diagram, and the LE values of the two
cascaded logistic maps are improved compared with
the single modular chaotic logistic maps [40]. Despite
the cascaded modular chaotic logistic maps have a
highly LE value of 6.3 but they have multi negative LE
values (multi gaps) of zero LE values as shown in
Figure 1-c).

expan:

anirol parameter

a) The bifurcation diagram and LE for non-modular CLM.

0 5 10 15 20 control parameter

b) The bifurcation diagram and LE for modular CLM.

Lyapunov exponent

¢) The bifurcation diagram an d LE for cascaded M-CLM

Figure 1. The bifurcation diagram and Lyapunov exponent for (a)
non-modular CLM (b) modular CLM (c) cascaded MCLM.
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2.4. Modulation Operation

The Modulation function is used to generate dynamic
control parameters by using the output of a chaotic
map for another chaotic map to display chaotic
behaviors [8].

The bifurcation diagram and LE values of non-
modular, modular, and cascaded chaotic logistic maps
have multi gaps and negative LE values as shown in
Figure 1, for this limitation, this paper introduced a
new chaotic system based on fuzzy multi-modular
chaotic Logistic maps to solve the multi gaps problem
and negative LE value show in the chaotic logistic
maps and their nonlinear operations.

3. Proposed PFMM-CLM-PRNG

In this section, the main idea of the proposed system
will be introduced to use the simple 1-D modular
chaotic logistic map to present a new hybrid CCS with
DPCCS to achieve a good bifurcation phase diagram
and large lyapunov exponent value. The bifurcation
diagram outlines the sequences of chaotic system
output with changing parameters, Lyapunov exponent
is used to testing the chaotic behavior of the proposed
PMM-CLM [8], a positive LE value for a dynamic
system points to the sequential output paths generated
from very close initial inputs diverge significantly in
each iteration. The larger positive LE values indicate
faster spacing in the output paths, thus better chaotic
performance [40]. The authors improved the control
parameter based on modulo operation to increases non-
linearity and rang of control parameter [16], the output
of the master modular logistic map is Fx) and it can be
computed as follow:

Foxy=xp41 = F(r,x,) mod 1 (2)

The control parameters of master map re [4, 20] at the
positive LE value. Now, let's explain how the proposed
PFMM-CLM-PRNG sequence will be generated by
using the output of master M-CLM.

o Step 1. used the output of Equation (2) to satisfy and
achieve the following characteristics:

1. Dynamic control parameters for PMM-CLM as
modulation process.

2. Cascaded chaotic system by using output value Xn+1
as input for PMM-CLM.

3. Fuzzy logic selector to control the output of the
proposed PMM-CLM.

e Step 2. in this step, the scaling process (S) used the
output from Equation (2) to generate dynamic
control parameter as modulation operation [11] by
multiplying the output value xn+1 by scaling factor of
10%° and use the modular of 16 as follow:

in =S (Fx)) = %4110 mod 16 (3)

To avoid zero or negative LE value, add 4 to the output
of Equation (3), to ensure that the dynamic control
parameters “r,” is greater than 4 as shown in Equation

4).
Th =Tipt 4 (4)

Where: “r,” are the dynamic control parameter values
which confused between the values 4 and 20.

e Step 3. use the output of the master map as input for
PMM-CLM to generate four cascaded system in
parallel form with dynamic control parameters. In
addition to, initial value for each logistic map as
follows:

Xp41= Fix) O Fy(r, Xy )) mod 1 (5)
Xi1= Fx) OF, (1, x4 ) mod 1 (6)
Xp41= Fry O Fs (1, x5 )) mod 1 (7)

Xp41= Fixy O Fy (r, Xy )) mod 1 8

Where, "O" is the cascaded operation and x} is the
iteration value, r, and Xs+1 are the output of scaling step
and master map respectively

e Step 4. in this step, fuzzy logic selector is used to
design fuzzy rules based on the output of master
PMM-CLM to control the output of the proposed
PFMM-CLM to generate chaotic fuzzy sequence
xf as follows:

If (0 <xy41 <0.2) then output is
er: = (¢ 1%+ g g) mod 1
If (0.2 < x,41 <0.4) then output is
xr{: (x1n+1+x2n+1+x4n+1) mod 1
If (0.4 < x,,41 <0.6) then output is
xr{ = (x1n+1+x3n+1+x4n+1) mod 1
If (0.6 < x,,41 <0.8) then output is
er: = (P npr it g) mod 1
If (0.8 <x,41 <1) then output is
xr]: :(x1n+1+x2n+1+x3n+1+x4n+1) mod 1

x
> F(X) ‘
‘xn+1
Scaling
1
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Figure 2. The proposed PFMM-CLM-PRNG.
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e Step 5. convert all the output sequencex! into
integer values by multiply the output by the scaling
factor of 10% and the output is modular by 256
through the following process.

xE = (x[*101°) mod 256 9)

xF refer to the PRNG for the proposed PFMM-CLM
as shown in Figure 2.

3.1. Dynamic Characteristic of Proposed
PFMM-CLM-PRNG

The proposed PMM-CLM-PRNG has appositive LE
values for all control parameters from 4 to 20 as shown
in Figure 3. From this result, four modular cascaded
logistic maps are select as the core of the proposed
parallel multi-modular chaotic logistic map.

In order to satisfy a fast hardware implementation,
the designs of the proposed four cascaded modular
chaotic logistic maps are designed in a parallel
processing concept. Each map from the four modular
chaotic logistic maps is injected with its security
parameters in parallel form. The bifurcation diagram
and Lyapunov exponent for proposed PFMM-CLM-
PRNG are given in Figure 3 can be compared with
Figure 1 a)-c). It can be concluded from this
comparison that the bifurcation diagram of the
proposed PFMM-CLM is more complex compared
with the bifurcation diagram shown in Figure 1. Also,
the Lyapunov exponent for the proposed PFMM-CLM
is completely continuous (no gaps in LE) which gives
a robust chaotic system.

1 30
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0 5 10 15 20 control parameter

a) Bifurcation diagram. b) Lyapunov exponent.

Figure 3. The Bifurcation diagram and lyapunov exponent for the
proposed PMM-CLM-PRNG.

3.2. Randomness Analysis

The 2010 version statistical test suite published by the
National Institute of Science and Technology (NIST
SP800-22) is used to check the randomization of a
generated binary sequence by PRNGs [27], a statistical
test is used to calculate p_value, If p_value equal 1, it
means that the sequence being tested is completely
random, while p_value equal 0 indicates a non-random
character. A significance level (a) is selected in the
range [0.001, 0.01]. In this paper, the NIST SP800-22
is used to test the bit a sequence of the proposed
PFMM-CLM- PRNG, and the value of a is set to 0.01.

The results of the proposed PFMM-CLM- PRNG are
shown in Table 1.

Table 1. Randomness test results of the proposed PFMM-CLM-
PRNG using NIST SP800-22.

Statistic Tests for ciphered image
Frequency (monobit) test
Frequency test within a block
Runs test.
longest run of ones in a block

p value Result
0.9243 Pass
0.2219 Pass
0.2219 Pass
0.6638 Pass

Binary matrix rank test 0.7214 Pass
Discrete Fourier transform (spectral) 0.9293 Pass
Non-overlapping template 0.5495 Pass
Overlapping template 0.6257 Pass

0.6127 Pass
0.8895 Pass
0.7215 Pass
0.7621 Pass
0.8164 Pass
0.6732 Pass
0.7765 Pass

Maurer's “universal statistical” test
Linear complexity test.
Serial test
Approximate entropy
Cumulative sums
Random excursions
Random excursions variant

4. Proposed PFMM-CLM Image
Encryption

In this section, the proposed image encryption and
decryption mechanism based on PFMM-CLM and CI-
ACM will be discussed. The modular 1D chaotic
logistic map will be used as a master map to generate
both secure parameters for PMM-CLM and the fuzzy
logic selector which is used to generate controllable
iterative parameters for Arnold cat map.

The Arnold cat map is a 2-D chaotic map and it can
be represented in the matrix as follow [36]:

)1(’1::11 HZ ab 1] [)1(/’:] mod (256) (10)

Where, Xm, Y is the position in (m, n) of the pixel in
the original image, Xm+1, Yn+1 iS the new position of the
pixel, (a, b) are two parameters of the Arnold cat map.
In this paper, controllable iterative parameter Arnold
cat map is introduced and it can be given as follow:

Xmea|_[1 o ][Xh
[Y,;'H]_[bi aibi+1”y,§]m°d (256) (11)

The values of “i” represented the iteration number, “a',
b" are the iterative dynamic control parameters used as
secret parameters for the proposed CI-ACM and it can
be generated as follow.

e Step 1. Use the proposed PFMM-CLM-PRNG
outputh(n) from Equation (9) to generate the
secure iteration number for ACM:

i=YxFmodZ+1 (12)
Where, “Z” is the maximum number of iteration.

e Step 2. Generate the controllable iterative

parameters a', b' for the proposed CI-ACM:
a' = %(i * 100)mod 80 + 1 (13)
bl = (a')?mod 80 + 1 (14)
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The controllable iterative values of “i, a', b™ also will
be a secret parameter for the proposed system which is
used in the confusion process to produce the
permutated image.

e Step 3. The permutated image generated from the
proposed CI-ACM will be XORed with the chaotic
random numbers x5 with size L*K as given in
Equation (9) in a diffusion process. The proposed
image encryption and decryption mechanism based
on PF-MMCLM and CI-ACM is shown in Figure 4.

The decryption process is exactly like the previous
encryption procedure but in invert order.

Confusion process

CI-ACM

T

Controllable iterative

Parameter Generator

Figure 4. The proposed PFMM-CLM image encryption.

5. Security and Performance Analysis

In this section, the simulation results will be presented
to measure the performance of the proposed algorithm
including key space analysis, statistical analysis,
sensitivity analysis, and differential attack analysis.
Matlab 2016a is used to evaluate the encryption and
decryption programs. All experiments are performed
on a computer with Intel (R) Core(TM) i5-3210,
2.50GHz, RAM 8.00GB. The grey images size is
256*256 for all simulations, the secrete key, and
parameters used in all simulations are given in Table 2.

Table 2. Secret keys and simulation parameters.

X, = 0.35715925874180
x5 = 0.48729605028420
x¢ = 0.78259558126530
x§ = 0.2589467158453370
x¢ = 0.25894671584570

Initial Values

Master M-CLM Control
parameter

Dynamic control parameter for
PMM-CLM

1o = 12.95135785245652

1,=10.7630004881250

Arnold Cat Map parameter i=1,a'=9b' =82

Figure 5 shows the encryption and decryption
results of the grey images Baboon, Lena, and
Cameraman using Secret keys and simulation
parameters given in Table 2.

5.1. Key Space Analysis

The key space indicates a total number of different
keys that can be used in an algorithm [10]. In the
proposed algorithm, the secret keys include five initial
values (xo, xa, x2, x5, x¢) in the range of [0, 1] and
two control parameters (ro,rn) are valid within 4 to 20,
if the length of every initial value or control parameter

is set to 14 decimals [14].

c¢) Encryption and decryption of the grey image cameraman.

Figure 5. Encryption and decryption images using secret keys and
simulation parameters in Table 2.

The key space of the proposed algorithm is greater
than 10%, the results proved that the key space of our
algorithm is very large to prevent all types of brute
force attacks.

Table 3. Proposed key space analysis compared with other method
results.

Methods | Chen et al. [4] | Huang et al. [10] |Lan et al. [14]|Proposed
Key space 10% 10% 10% 10%

5.2. Statistical Analysis

The effective encryption system is measured by its
ability to repel statistical attacks. The statistical
analysis of plane images and encrypted images are
used to determine the difference between them [15].

5.2.1. Histogram Analysis

The image graph shows the distribution of pixel
density values in the image [35]. The pixel distribution
of the ciphered images is shown in Figure 6. The
encrypted histogram can reduce the correlation
between pixel values. Thus, image information can be
protected from statistical attack.
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Figure 6. Histogram analysis of original and encrypted images.

5.2.2. Correlation Analysis

The correlation analysis is used to measure similarities
between two adjacent pixels in an image. For the
original image, each pixel is strongly correlated with
its neighbouring pixels, whether horizontally,
vertically, or diagonally, good encryption algorithm
can produce an encrypted image with a very small
correlation value to resist statistical attacks [16]. The
correlation coefficient p,, can calculate by the
following formula.

o= (15)
Eyoy 2H % (16)
Dy= B (x; — Ey)? (17)

Cov(x,y) =3 ZsCi ~ EQ — Ey) (18)

Where x and y are the grey scale values of two
adjacent pixels in the image, and N is the total number
of pixels selected from the image, first randomly select
1000 or more pairs of adjacent pixels from both
images. The correlation distribution of two adjacent
pixels is shown in Figure 7.

e) Original diagonal.

) Encrypted diagonal.

Figure 7. Correlation distribution in the three directions
(Horizontal, Vertical, and Diagonal) before and after encryption of
Lena image.

According to Equation (15), the results appear the
correlation coefficients of the encoded image are near
to 0 in all iteration. Table 4 shows that the pixels
adjacent to the encoded image have very minimal
correlation and that the proposed image encoding
scheme has perfect confusion and diffusion
characteristics.

Table 4. Correlation coefficients of two adjacent pixels in the
original image and encrypted image compared with other method
results.

Direction Horizontal | Vertical Diagonal
Original Image (Lena) 0.97470 0.95133 0.92766
1-iteration encryption -0.00501 -0.0012 0.00195
2-iteration encryption -0.00259 0.00432 0.00186
3-iteration encryption -0.00273 -0.0029 -0.0001

Kar et al. [11] -0.07600 -0.0034 -0.0074
Lin and Ng [16] -0.00260 -0.0054 0.00820
Liu and Miao [18] 0.002100 0.00460 -0.0033

5.2.3. Peak Signal-to-Noise Ratio (PSNR)

The similarity between original and encrypted image
can be measured by PSNR. High PSNR means a high
correlation between original and received image [11],
and can be defined as:

M*N*(2"—1)?2

PSNR=10l0g1o zﬁilzﬂilu((i.n—é(i,mz (19)
Where I(i, j) is the pixel value in the plane image at
pixel point (i, j) and C(i, j) is the pixel value in cipher
image at pixel point (i, j), good encryption represent
the low value of PSNR. The result values of encrypted
images baboon, Lena, cameraman are shown in Table
5 which clarifies that the proposed algorithm is better
than other algorithms.

Table 5. Proposed Peak signal-to-noise ratio compared with
other method results.

Image 1-iteration 2-iteration 3-iteration
Baboon 7.744520 7.743574 7.745826
Lena 7.736859 7.750716 7.748231
Cameraman 7.756323 7.745371 7.735761
El-Khamy et al.[5] 8.4124 - -
Kar et al. [11] 7.9872 - -

5.2.4. Entropy Analysis

The randomness of the received image is calculated by
using entropy, it represents uncertainty in the cipher
image. If the entropy of the encoded image is high, that
means high randomness and high confidentiality [15].
The entropy of the information system is defined as

H(m) = — Y25 p(my)log,p(m;) (20)

Where m is the source of information, N total number
of bits represents the symbol mi,pmiy probability of
symbol m;, the best value of the information entropy
close to the value 8. The information entropy of the
cipher-image produced by our algorithm is shown in
Table 6, which is near to 8. That means the minimal
probability for the attacker to decode a cipher image.
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Table 6. Information entropy of cipher-image by the proposed
algorithm and references.

Image l-iteration 2-iteration 3-iteration
Baboon 7.997067 7.997074 7.997471
Lena 7.997268 7.997265 7.996797
Cameraman 7.997414 7.997292 7.996637
Li et al.[15] 7.9972 - -
Tong et al. [29] 7.9891 - -
Xu et al. [35] 7.9974 - -

5.2.5. Key Sensitivity Analysis

A robust encryption system should have a high
sensitivity for any minor change in the secret keys [4].
To test the key sensitivity, assume the control
parameters and initial values that are used to encrypt
plain  images (7o, o, x3,x§,x3,x3).  After  the
encryption step, change the key by adding 10"* to any
initial condition or control parameter and use it to
decode the image. Thus, the key sensitivity test is
shown in Figure 8, which proved that the proposed
encryption system has highly sensitive to the security
key. That means the least modification of the secret
keys during the decoding process. The results will be a
completely unencrypted image.

b) Decrypted image by the correct key.

Figure 8. Key sensitivity analysis, Decrypted image by the
incorrect decryption key are shown in (a), decrypted image by the
correct decryption key is shown in (b).

Also, any minor changes in the initial condition
cause a total change for controllable iterative
parameter value and number of iteration as shown in
Table 7.

Table 7. Effect of slightly different keys in controllable iterative
values.

i=1 i=2 i=3
Test keys al b @l b a b
Xo, To» X&, X8, x8, x¢ 9 | 82
ToXg, X8, X8, x¢, %0 + 10714 63 | 130
Xo.xd, x2, x8, x&, 1o + 1074 70 | 37
Xo, To» X2, x5, x&, x3 +10714 93 | 202
Xo, Tos Xa,Xa, X, X8 + 107 | 34 | 133
Xo, To» X8, x2, x&, x3 + 10714 46 | 69
Xo,To, X8, X3, x8, x¢ + 1074 74 | 101

5.3. Deferential Attack Analysis

Effective image cryptosystem should have a sensibility
to plane image and secret key, which means any teeny

modification in the plain image, should make a large
disturbance in the cipher-image to increase resistance
to the differential attack,

Two common tests that were used to examine the
sensitivity of the plane image, Number of Pixels
Change Rate (NPCR) and Unified Average Changing
Intensity (UACI), the ideal values of NPCR and UACI
are 99.61% and 33.46% [19].

Consider C; and C» two cipher images for two plane
images p: and p2 which have only one pixel difference,
Consider Ci(i,j) and Cy(i,j) is the gray scale pixel
values at position (i, j) of two images C; and C,. The
NPCR and UACI are defined as:

N oSM DG 21
NPCR=21221200) 4999y 21)
N
UACI:LZME’:I'C;(”) Cz(lJ)I*loo (22)
MxN 2n-1

Where D(i,j)a bipolar array of the same size as the
cipher image and is defined as

o (LifC () # C(6,))

D("’)‘{o i£C, (i ) = o0, )) (23)
The value of the first pixel in the plain images is pi. It
is altered to pi = (pi+100) mod256 with no changing on
the other value to get other image and encrypt the two
images to evaluate the value of NPCR and UACI of the
two encoded images. The results of NPCR and UACI
are shown in Table 8. From this table, and the
comparison with other systems for Lena image, it can
be concluded that the proposed algorithm is more
efficient than other algorithms.

Table 8. Result of NPCR and UACI of proposed algorithm and
references.

Proposed scheme Lena.256 Cam. 256  |Babbon.256
1-iteration NPCR | 99.627686 | 99.627686 99.627686
UACI 33.521154 33.424252 33.507140
2-iteration NPCR | 99.578857 99.578857 99.578857
UACI 33.454416 33.446554 33.480500
3-iteration NPCR | 99.650574 | 99.650574 99.650574
UACI | 33.482816 | 33.516870 33.466378
. . NPCR 99.5500 - -
Liu and Miao [19] UACI 33.6000 - -
NPCR 99.6095 - -
Lanetal [14]  FGAGT T 334623 - -
NPCR 99.6098 - -
Zhouetal. [40] 1A T 334384 - -

6. Conclusions

This paper has proposed a new Parallel Fuzzy Multi-
Modular Chaotic Logistic Map (PFMM-CLM). The
proposed chaotic system used one modular chaotic
logistic map as a master map to inject the main
parameters for the parallel multi-modular chaotic
logistic maps. Also, the fuzzy set theory is used as a
fuzzy logic selector to improve chaotic performance.
The simulation and performance analysis for the
proposed PFMM-CLM show the excellent chaotic
properties, such as the robust bifurcation diagram and
high Lyapunov exponent value (LE = 30 at control
parameter of 20) that can satisfy the wide range of
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chaotic parameters. The proposed PFMM-CLM has
been evaluated as a Pseudo-Random Number
Generator (PRNG) and satisfies all randomness tests.
We introduce the image encryption algorithm to
investigate the PFMM-CLM’s application in image
encryption. It is shown to have excellent diffusion and
confusion properties. The Simulation results, security
analysis, and comparisons for the proposed PFMM-
CLM image encryption have been introduced and
compared with different algorithms. The results show
that our algorithm has an excellent security
performance.
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