The International Arab Journal of Information Technology, Vol. 18, No. 3, May 2021 347

Encryption Based on Cellular Automata for
Wireless Devices in 10T Environment

Harinee Shanmuganathan and Anand Mahendran*
School of Computer Science and Engineering, Vellore Institute of Technology, Vellore, Tamil Nadu, India
anandmahendran82@gmail.com

Abstract: A large number of physical objects are interconnected and accessed through the internet along with the existing
technology like cloud computing, mobile computing, wireless sensor networks and big data forms a big paradigm called the
Internet of Things (IoT). Data from remote and neglected areas are collected via wireless sensors and stored in the cloud.
Growth in the number of the sensing device and the server to which these are connected leads to many security issues and
malicious attacks. With mirai botnet and jeep hack about 150 million user’s information from MyFitnessPal nutrition app was
stolen. This paper mainly focuses on security challenges for transmitting the data in the wireless sensor network in the loT
environment. To avoid the malicious attack, eavesdropping, algebraic attacks and other attacks a new security algorithm is
proposed based on Cellular Automata (CA) which has a key length of 80 bits and the text size is 64 bits. Reversible rules of CA
are used in this algorithm to achieve reversibility, parallelism, stability, randomness, and uniformity. The process of
encryption and decryption is performed for 15 rounds to avoid dependency between the ciphertext and the plain text. Finally,
we compare the execution time, throughput and the avalanche effect of the proposed algorithm with the existing algorithm like
Advanced Encryption Standard (AES), Height, Present algorithm. The proposed algorithm is verified to be a better choice for
lost cost and resource-restricted devices.
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1. Introduction 2025 worldwide according to Statista Statist [30]. With
the increase in the number of devices, securely sharing
the data becomes a problem. When a patient's implant
medical devices [6] or smart house [13] security can be
compromised, it not only leads to an economic loss to
an individual but is also as a threat to that person.
Recently, l1oT devices are widely used in military,
medical fields [22, 26], industries [32, 34], etc.

Apart, from the growth and usage of Internet of
Things (loT), there are also many security threats. The
connected devices in the 10T environment are prone to
attack because of the following reasons

The main factor of computing is the sharing of
information which is done by ubiquitously connecting
the smart device (like Philips hue smart light bulbs,
Amazon echo dot, etc.,) through a network. With
increase and development in wearable devices (like
smart-bands), smart homes (Google Home, SmartMat),
factories (like SiteWatch, DAQRI Smart Glasses),
cities (like Noise Urban Maps, Smart Grid), hospitals
(like HoloLens) and vehicles (like Fleet Management
by Bransys, Parking management by ParqEx)
connected through wireless sensor networks, which
makes everything connected and smart, is said to be o It is easy for the attacker to gain physical access to

the Internet of things. Based on the choice of loT devices, as most of them are operated without
communication (wireless or wired) the requirement human intervention.

and the cost for the devices change. When IoT is e As wireless networks are means of communication
considered, the sensors and actuators deployed and for 10T devices attackers can eavesdrop the network
scattered over a wide area like in buildings, clothing, to obtain confidential data.

campuses, factories, houses, and even in the body, etc e 0T devices tend to have low power and low
and are connected via a wireless network [6]. A computation capabilities which in turn does not
network of distributed sensor which monitors and support complex security schemes.

collects information of the environment or physical
condition like humidity, sound, etc and send the

information through a network is said as a wireless bab . iod h h
sensor hetwork. cameras, baby monitors, etc was carried out throug

The number of devices connected will drastically ~ Domain Name System provider Dyn. They were

increase from 20.35 billion in 2017 to 75.44 billion in~ attacked by multiple Distributed Denial [35] Of
Service (DDoS) which lead to the inaccessibility of

In October 2016, an attack based on botnet which
contained a large number of loT devices like IP
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many websites like Twitter. Yet another incident, that
targeted industrial computers based on a malicious
worm called Stuxnet [19] lead the way to substantial
damage to Iran's nuclear program. Efforts have been
taken for addressing the security issues in loT.
Authentication and Authorization for Constrained
Environments (ACE) and Internet Engineering Task
Force (IETF) are working to provide world standards
for privacy and security in 10T devices. For sharing the
data securely among the loT devices, an encryption
algorithm is required. This algorithm must overcome
the limitation of I0T devices like limited battery life
and limited computing capabilities [17]. Most of the
loT devices have only a few megahertz of CPU, a few
kilobytes of RAM, and several dozen kilobytes of
ROM. In this environment, the device needs to operate
robustly and must have a high level of security. To
satisfy all the limitations of 10T devices it is required to
design a lightweight algorithm like Present, Height,
Lblock, etc., for low resource devices based on their
resource, a new cellular automata-based encryption
algorithm has been designed. The concept of cellular
automata is used for this purpose as it has properties
like parallelism, adaptive in nature, produces aperiodic
and chaotic patten and it is discretely dynamic with
simple construction but complex and varied behaviour.

The outline of the paper is as follows. Section 2
discusses the drawbacks of wireless network devices in
the 1oT environment and various security algorithms
that can be used for wireless devices. Section 3 deals
with research motivation and the drawbacks of other
algorithms. Section 4 describes cellular automata and
its rules. Section 5 proposes cellular automata-based
encryption algorithm. It further discusses the Cellular
Automata (CA) rule layer, key scheduling and
selection processes. Section 6 deals with the decryption
part of the proposed algorithm. The results are
graphically represented and the proposed algorithm is
compared with the existing algorithms in section 7.
The paper concludes with scope for future work.

2. Literature Survey

To accept any technology the most important aspects
are security and a sense of confidence. In an loT
environment the data privacy, security, and data
compromise are the most important concern. To attain
this, 10T needs to go through many challenges like
compatibility, complexity, privacy, etc., Authentication
problem, the capability of the device, vulnerability
mismanagement, capability of the device, insecure
communication, and others are the major factor that
affects the growth of IoT and are shown in Figure 1
[14, 21].

The wireless network is the main source of
communication for sensors in IoT architecture. With
less effort, the attacker can indulge in interruption-
based attacks (like overloading a server host so that it

cannot respond), interception-based attacks (like
eavesdropping) and modification attack (like
reconfiguring system hardware or network topologies)
in wireless networks. Thus, it leads to a compromise in
the 10T environment and leads to privacy and security
issues. To overcome this compromise, cryptographic
algorithms like Data Encryption Standard (DES),
Advanced Encryption Standard (AES), SPONGENT
and so on are used [8].

Insecure Authentication

communication problem
10T
- Application's
Capacity of the threat Capability of
device the device

Vulnerability
mismanagement

Figure 1. Threats in the l0T environment [1].

But according to Trappe et al. [31], there are
reasons like the battery life of sensors, etc that makes it
impossible to use features of traditional internet for
securing the 10T device communication.

The conventional encryption algorithm AES needs a
lot of memory space for computation of ciphertext
from plain text. But this memory capacity cannot be
provided by IoT devices. MIKEY [3] key management
protocol was designed to facilitate multimedia
distributions in Wireless Sensor Network (WSN) but it
lacks the characters for comparability in the loT
environment. For authenticated broadcast, TESLA was
proposed [25]. To lower the cost of communication by
rekeying the messages in WSN Topological Key
Hierarchy (TKH) [28] was used. But its cost increases
linearly with an increase in the number of devices in
IoT. Harn and Lin [15] and Lee et al. [20] proposed a
protocol for secret sharing in WSN based on pairing-
based computing. But both protocols are not a
prevalent cipher for 10T devices.

The main challenge in the 10T environment is
providing security, protection of data, the
trustworthiness of data and confidentiality. Not only
that there few other problems like logical and physical
attack due to very less human intervention, IoT WSN
also has vulnerabilities like eavesdropping, DoS attack
and reply attack etc and the 10T devices has resources
constraints like low memory space, limited power
supply and heterogenous platform etc. To address all
these issues a conventional algorithm is not suitable.
Table 1 shows that the traditional protocols that are
used in WSN lack security when it comes to the loT
environment. Not only that the complexity at a
different layer of 10T, for setting up of cryptographic
processes is different. To avoid theses weakness
lightweight cipher is used. But to deliver a high level
of security live traditional algorithm, lightweight
algorithms have to increase the number of rounds for
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confusion and diffusion during encryption and
decryption processes. With an increase in the number
of rounds the performance decreases. So, the research
work mainly focuses on this. For this cellular
automaton gave the solution with its property like
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randomness, aperiodic patterns, uniformity,
unpredictability and parallelism etc., This led to the
proposal of a lightweight encryption algorithm based
on cellular automata.

Table 1. Describes about different algorithm along with its block size, key size, structure, number of rounds, merits, where they are applied

and the attacks they suffer.

Algorithm |Block size| Key size NL;(TJ?]eJSOf Structure| Dependency Application Merits Attacks
Supports larger key sizes,|  Related key attack,
AES [23] 128 128 10 SPN Slw Not given faster in both hardware Boomerang,
and software. Biclique cryptanalysis
Pervasive Increased speed, less
ECC [11] 256 163/571 Hiw computing memory requirement, Side channel attacks.
optimum security level.
Ultra-lightweight, Biclique cryptanalysis,
HIGHT [16] 64 128 32 FN Hiw RFID using FPGA | provides high security, | Impossible differential
good for RFID tagging. | attack on 26th round.
Side-channel
attacks, truncated
PRESENT[7] 64 80/128 32 SPN Hiw RFID Ul:i”a'“ght""?'ght' differential
nergy efficient. cryptanalysis,
Integral, Bottleneck
attacks,
Supports several key Differential fault
SIMON [4] 128 128 64 SPN Hiw ASIC application | sizes, performs well in attacks,dAttagks on
hardware. reduce
versions
SPECK[10]| 128 128 32 SPN Sl Not given Performs better in Key Recovery,
software Boomerang attack
Good for small hardware, Middle attacks
TWINE [29] 64 80/128 36 FN Hiw Not given efficient software Saturation Attack
performance
* In this table SPN refers to substitution—permutation network:
* FN is Feistel Network is given. 4. Cellular Automata (CA)
* FPGA is Field-Programmable Gate Array is given.
*  RFID is Radio-Frequency Identification is given. A cellular automata is a collection of infinite cell in
*  ASIC is application-Specific Integrated Circuit is referred.

3. Research Motivation

The vulnerability of loT devices to attack is nearly
70% according to the study made by Hewlett-Packard
Company (HP) [18]. The main problem in the loT
environment is secure communication. The man-in-
middle attack can be accomplished by sensing the
communication link between two nodes. No reliable
solution has been proposed to capture such attacks.
The use of encryption may lead in minimizing the
damage done to the data. When it comes to sensors the
capacity for computation is less and a large amount of
data needs to be gathered and sent in less time. And yet
the data transmitted must be in a secure manner. To
assure data integrity while transmission and during
storage in middleware leads to security mechanisms.
Various encryption algorithm has been proposed but
when it comes to loT usage most of the algorithm
tends to fail because of its computation capabilities.
Hence, we tend to use cellular automata. CA has the
property of homogeneity, reversibility,
unpredictability, parallelism, and implementation of
CA is easy in hardware and software. This makes it
more appropriate for designing a cryptographic
algorithm.

grid structure [5] that can change from one state to
another, based on transition function and it neighbours.
A cellular automata is defined as a 4-tuples (i.e., given
in Equation (1): number of cells (dimension),
neighbourhood, set of finite states and set of rules.

A=(52%f,V) (1)

Where

S- finite set of states.

Z- set of integers.

Z% - cell space of the automata.

V- set of neighbourhoods V= (vi, vz, V3, ..
f- transisiton function.

. Vn)

In one-dimensional CA, when three cells are
considered with the finite state such as 0 and 1 there
are 23= 8 possible binary states. For such conditions,
there are 28=256 possible elementary CA rules (or the
Boolean functions). Let us consider A be the present
state of the cell i (where i can be 0 or 1) at time t, the
value of A cell at t+1 is a functional value of its
neighbourhood cells at t [37]. It is mathematically
represented as

A= (A, Al Alig) @

CA mechanism was first used by Wolfram for
encryption technique using Rule 30 (used as random
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number generator) [36]. Some of the CA rules are
listed in Table 2. In Table 2 the three bits in PS
represents the present state of the cell with its
neighbourhood cells. The first bit represents the left
neighbourhood state of the cell at t, the second bit
represents the current cell state at t and the third bit
represents the right neighbourhood state of the current
cell at t. The NS represents the state of the current cell
in t+1 time. There are many kinds of cellular automata
like fuzzy CA, programmable CA, periodic boundary
CA, etc., One among them is reversible CA. When a
CA can return to its initials state is termed as reversible
CA [27]. This property of CA is used in the proposed
algorithm.

Table 2. Cellular rules.

(XPySZ) 111 | 110 | 101 | 100 | 011 | 010 | 001 | 000 | Rule No

NS |0 |0 0|11 1|10 =
oo 10|11 0] 1] 4
ol 1 o011 0 1]0] 9
1] 10 1] 1]o0] 1| 0 | 218

Here in Table 2, PS and NS represent present state
and next state respectively x, y and z represent the left
neighbourhood cell state, current cell state and right
neighbourhood cell state respectively.

Uniform CA also known as Linear CA is where the
rule is applied uniformly on a data matrix of cells. All
the cells in the matrix get operated with the same rule
as CA rule 60, rule 90, rule 102, etc., Non-Uniform CA
also is known as hybrid CA is one in which all the cells
of the matrix have their own local rule that may be
different from the rule applied to other cells of that
matrix. Some examples of non-Uniform CA are rule
15, rule 85, rule 204, etc.

5. The Encryption Algorithm

Encryption is the process of converting the plain text
into ciphertext. The principle objective of the proposed
system is to provide authenticated cryptographic
security based on CA. The proposed system is a block
cipher-based encryption. We aim to provide a high
level of security against tampering by the attackers, for
which linear as well as nonlinear CA rule. The
proposed encryption algorithm makes use of an 80-bit
key length, 64-bit plain text and 15 rounds, it is shown
in Figure 2. The algorithm consists of two main parts
expansion of key and iteration with CA rules.

5.1. Working of the Proposed System

The algorithm consists of two main parts expansion of
key and iteration with CA rules. Each round in this
algorithm has two steps, they are key updating layer
and nonlinear CA rule. The proposed algorithm general
view is given in Figure 2.
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Plain Text Rule 153 and
(64bit) rule 51 are
alternatively
applied on
: Key
The 64-bit fgek?_menthof s[ujz_e (80bit) <
data from D 518 it each and it
comes to C E E has 4 rounds.
for 15 rounds K 3
C
xggﬁ;gewnim SPAS i
the key.
Y \ 4
Consider 64 bit
15 CARule 170 according to the —
Rounds round number
Y g

Ay, Az, As, As- Rule
60and rule 102 are

CA Rule 204 alternatively applied on
4segments of size 20 bit
each.
Y
CARule 15
D
Y
Encrypted

text

Figure 2. Encryption process of the proposed algorithm.

5.1.1. Key Scheduling and Selection

For key scheduling it is assumed that automata array
consists of Ry, Ra, Rs, ....... , Rn cells for each segment,
the extreme cells are adjacent to each other forming a
cyclic condition, which is simply periodic boundary
condition. In key scheduling the 80-bit key is updated
for each round. The key is split into 4 segments of size
20 bits each. CA rule 60 and 102 are applied in
alternative segments. If the key is split into Al, A2, A3
and A4 segments, then CA rule 60 is applied to the Al
and A3 and for A2 and A4 CA rule 102 is applied. In
this 80-bit key, only the first 64-bit, i.e., keyrs, keyrs,
keyzs, ..., keyis are considered for odd round of
encryption and the last 64 bit i.e., keyss, Keysz, keyei,
..., keyo are considered for even rounds. The selected
keys from each round is considered for xor operation.
The key scheduling algorithm is given in Algorithm 1.

Algorithm 1: Key Scheduling and Selection Algorithm

INPUT: key:[] > keyzo, keys, keyzz, ....keyo (80-bit key)
OUTPUT: keys[] (64-bit key)

: Procedure

: for each round i: /—15 do

: Split the key into 4 segments of size 20 bits each.

: Apply CA rule 60 and 102 in alternative segment

sif i is odd then

: foreachj: 1— 64 do

. keys []— keyr[j]. Selecting leftmost 64 bit for encryption.
> end for

: Else

10: for each j:16 —80 do

11: Keys[]—keyr[j]. Selecting rightmost 64 bit for encryption.
12: end for

OO NN WN B

15

rounds
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13: end if
14: end for
15: end procedure

5.1.2. CA Rule Layer

The most important property of encryption is
confusion and diffusion. These two properties can be
achieved using CA non-linear (CA rule 15, rule 85,
rule 204, etc.,) and linear rules (CA rule 60, rule 90,
rule 102, etc).

To obtain a better cryptographic algorithm
minimum number of liner rules and many numbers of
non-linear rules [27] are used in the proposed
algorithm. The rules used in the proposed algorithm
are described in Table 3.

Table 3. Cellular rules.

Rule No BooleanFunction
15 Ai 1= Ali_1
51 Fi'ﬂ: Ait
60 Ai 1l A‘i-1 @ Ai‘
85 Ai 1l A‘i+1
102 Ai tl= Ai l@ Ati+1
153 A=A i
170 A = A‘i+1
204 A = A‘i
240 Ai Bl Ali_l

5.2. Proposed Algorithm

In the proposed algorithm, the plain text is diffused
based on the additive rule of CA. The plain text is split
into 4 (B1, Bz, Bs, Bs) segments each of size 16 bits. It
is assumed that for these four segments the extreme
cells are connected to logical 0, which in turn is the
null boundary condition. CA Rule 153 is applied to
odd segments (B: and Bs) with null boundary
condition. CA rule 51 is applied to even segments (B2
and B4).

CA rule 153 and 51 are linear rules that make the
plain text diffused at the beginning. And this process of
diffusion is carried out for 4 rounds. Then the key from
the key scheduling part is XORed with the text. When
the text is received after XORing with the key, a
reversible CA rule is applied and it is assumed to have
periodic boundary condition. Reversible CA rule 170 is
first applied followed by CA rule 204 and at the end
stage rule 15 is applied, this is given in Algorithm 2.
The application of reversible rule gives the ciphertext
the property of nonlinearity (or confusion). The plain
text is xor-ed with the key and the application of
reversible CA rule are done for 15 rounds. The
algorithm is iterated for 15 times to avoid the
dependency of ciphertext with the plain text.

Algorithm 2: Encryption Algorithm

INPUT:P 64-bit plain text.
keys[] 64-bit key, from key scheduling algorithm.
OUTPUT: ¢ 64-bit cipher text.
1: Procedure
2: Split P into 4 segments of each size 16-bits.
3: for each round i: /—4 do

3: for each odd segment do
4: Apply CA rule 153

5: end for

6: for each even segment do
7: Apply CA rule 51

8: end for

9: end for

10: Combine the segments to get a new plaint text P of size 64-
bits.

11: for each round i: /—15 do

12: Ps = Ps&keys[]

13: apply CA rule 170 followed by 204 and then 15 to P

14: end for

15: end procedure

6. Decryption Algorithm

The processes of encoding the ciphertext to plain text
are called as decryption. The same processes of
encryption are done for decryption, but in the reverse
order and the inverse of the CA rule 170, 204 and 15
are applied and this algorithm is given in Figure 3. The
decryption algorithm is given in Algorithm 3. The
inverse rule for 170, 204 and 15 are 85, 204, and 240
respectively.

Encrypted text The 64-bit data from D
comes to C for 15
rounds and then XOR-
ed with the kev.

Key (80bit)

A

Y Consider 64 bit

CA Rule 240 according to the
15 rounds| round number

! I —

CA Rule 204

Al Ag, Az, As- Rule 60and rule
102 are alternatively applied on
l 4segments of size 20 bit each.

CA Rule 83

D

Y

Rule 153 and rule 51 are B

alternatively applied on y

4segment of size 16 bit each K K
and it has 4 rounds Plain Text (64bit)

Figure 3. Decryption processes of the proposed algorithm.

Algorithm 3: Decryption Algorithm

INPUT: c \\ 64-bit cipher text.
keys [] \\ 64-bit key, from key scheduling algorithm.
OUTPUT: ¢ \\ 64-bit plain text.
1: Procedure
2: for each round i: 1—15 do
3: Cs = Cs@keys[]
4: apply CA rule 240 followed by 204 and then 85 to C
5: end for
6: plit C into 16 segment of each size 4 bit
7: for each round i: 1—4 do
7: for each odd segment do
8: Apply CA rule 153
9: end for
10: for each even segments do
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11: Apply CA rule 51

12: end for

13: end for

13: Combine the segments to form p of size 64-bits.
14: end procedure

7. Implementation and Result

The problem of encryption and decryption for devices
in the 10T environment is reviewed in the background
work. The limitation of those algorithms is presented
in Table 1. The code is implemented in C language and
the sample code is provided [12]. The proposed
algorithm is compared with Klein, LBlock, Present,
Height, and AES algorithms. The time complexity of
the algorithm is O(n?), i.e., it can be executed in
polynomial time. Throughput, execution time for
encryption of the algorithm and avalanche effect are
considered as the metrics for evaluation of the
algorithm.

7.1. Execution Time

The execution time of an algorithm is defined as the
time taken for converting the plain text to ciphertext
and vice versa. For an IoT device, this parameter is
considered important, as they have less power supply
and the execution of the algorithm must be quick and
secure. The comparison of the proposed algorithm with
other algorithm is given in Figure 4. The proposed
algorithm consumes less time for execution and thus
satisfies the power and time constrain in 10T device.

Performance Analysis based on time of execution for

encryption.

£ Proposed Algorithm ==
= Klein [24] ==
_8: Lblock [24] mem
?_:, Present [24]

3 Height [24] =
£ AES [24]
[a)

0 200 400 600 800

Execution Time in ps
Figure 4. Time for execution of encryption algorithm.

7.2. Throughput

The throughput of an algorithm is defined as the ratio
between the total plain text in bytes to the encryption
time in milliseconds. The throughput of the encryption
is represented as below,

Throughput of an algorithm

n =i (3)
Where

n -Throughput of an algorithm

D,,- data in kilobytes

T - Encryption time in milliseconds

When compared to Klein and Present algorithm the
proposed algorithm has better performance and it can
be seen in Figure 5. AES gives highest performance
when compared to other algorithms.

Performance Analysis based Throughput in ms

1200

» 1000
£ goo
£
= 600
£ 400
= 200
0 - '
(N (NN (NN (NN (NN d
< Y Y A/ &
> & & o \@\“ ~
TS ¥ N € N

Data block in kb

Figure 5. Throughput for encryption algorithm.

7.3. Key Sensitivity Analysis

The key plays a vital role in encryption and decryption
processes. Even a trivial change in the bits of the key,
must not lead to the recovery of the original plain text.
For this to be verified avalanche effect is used as a
metric for this. Avalanche effect is defined as the
change in a single bit of the plain text or the key will
change many bits in the corresponding ciphertext.

The avalanche effect must be greater than 50% for a
better cryptographic algorithm [9]. If the avalanche
effect is high then many attacks can be resisted. The
avalanche effect for the proposed algorithm and other
algorithm is shown in Figure 6. It is comparatively
more when compared to the other algorithms like
Present and LBock.

Performance analysis based avalanche

effect
0.6
w 05 =
Qe ¥ N\ * + ®
< M
T 03
(&)
s 0.2
m 0.1
0 .
> > > > > :
\,\,m N N o> Q'b‘ O%(QQ
& & <& & N
had & < Q < e
< ‘o% Y R N
> & v
—4— Avalanche effect Ideal Value

Figure 6. Avalanche effect for different algorithm.

7.4. Security Analysis

This section of the paper deals with the evaluation of
the proposed algorithm based on security attacks. In
differential cryptanalysis, the attacker makes use of
selected plain text and for each set of encryptions, a
slight modification in the platin text is made to obtain
the equivalent ciphertext which makes a pair. After
analysing several such pairs of similar key can be
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obtained. To avoid this, the algorithm must respond
drastically for a slight modification in the plain text or
in the key. The proposed algorithm has an avalanche
effect higher than forty-two percentage, which means
the algorithm has a high response to a slight change in
key or plain text.

7.4.1. Confusions

Confusion technique makes the relation between the
key and ciphertext more complex and non-linear in
nature. In the proposed algorithm, the output of each
round depends on the previous output and the selected
key from the key scheduling algorithm. The key
scheduling and the algorithm are mainly based on
linear and non-linear rules of CA. This results in a
highly non-linear generation on ciphertext. Henceforth
the algorithm is prevented from linear cryptanalysis
attacks.

7.4.2. Diffusion

Diffusion method helps in making the ciphertext
dissimilar from the plain text by scattering the
redundant bit of the plain text. This property is
achieved by automata by XOR/XNOR-ing the
neighbour cells and the cell itself. The algorithm uses a
null boundary for CA rule 153 and 51 for encryption
and decryption processes. It is observed that from the
initial processes the ciphertext depends only on key
and plain text. At each round of the algorithm, each
output bit involves 64 key bits and 64 input bits. So,
the degree of a polynomial would be 128 for each bit at
each round. Higher the order of diffusion and the more
the number of rounds, the algorithm is resistant to
attacks.

7.4.3. Boomerang Cryptanalysis

In this attack, the attacker tries to generate a quartet
structure in the midway through the cipher. The cipher
is divided into two half p and g where p is the first half
p and g is the second half. A valid discriminator should
satisfy (pg)?>2™N [33] where N is the number of plain
text pairs. A ten round boomerang discriminator is
constructed by using five round differential trails. The
probability of each trial is p=0=(2?)1=2% Therefore
the total probability for eight rounds is (2-20%220)2=280,
This is very low when compared to 2. Thus, the
proposed algorithm is resistant to boomerang attacks.

7.4.4. Interpolation and Algebraic Attack

The key weakness of the algorithm is the algebraic
property. This is exploited by interpolation attacks.
Fortunately, the combination of cellular automata
reversible rules and cellular automata additive rules
makes the result of the proposed algorithm to resist
algebraic and interpolation attack.

7.4.5. Weak Key

The algorithm in which the non-linear operation
depends on the original key to generate the cipher text
is spotted to have a weakness. However, in the
proposed algorithm for each round the key is right-
shifted and only selective bits are selected for the
encryption processes. So, the algorithm doesn’t
produce a weak key.

7.4.6. Timing Analysis Attack

Analysing the power or the time for execution an
algorithm may lead in the compromise of the
encryption algorithm [2]. This attack is possible only if
the algorithm is data dependant. The proposed
algorithm makes use of the three-neighbour periodic
boundary. This results in no change in the time
requirement of each round based on the number of
input or output bits.

The main advantage of the proposed system is it can
generate the cipher text in polynomial time. The
logical circuit that represents the CA rules can be
easily combined to produce the hardware
implementation of the proposed algorithm. The
strength of the algorithm is based on the fact that for
each round of encryption the key changes. In addition
to this algorithm has better avalanche effect and less
execution time. This led to a better fit of the proposed
algorithm for loT environment.

8. Conclusions

This paper presents an efficient lightweight encryption
algorithm that makes use of cellular automation. The
algorithm was developed mainly focusing on the 10T
architecture at the perception layer where sensor to
wireless network communication takes place. The
performance of the algorithm is also compared with
some algorithms like AES, Present, etc., As this
algorithm has a better avalanche effect it can withstand
various attacks like ciphertext attack, chosen plain text
attack, etc. In the future, the algorithm can be extended
by making use of two-dimensional cellular automata.
And the concept of cellular automata can be used for a
key exchange algorithm also.
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