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Abstract: As Vehicular Networks based technologies are in the close proximity of deployment for various wireless 

applications under proposal worldwide, this research paper proposes secrecy capacity analysis for Reconfigurable Intelligent 

Surface (RIS) based Vehicular Network. The proposed network model has a fixed infrastructure comprising of source node, 

destination node incorporated with single antenna and passive eavesdropper forming the scenario. RIS based Vehicular 

communication links are modelled by Rayleigh fading for source-to RIS link and RIS to destination Vehicle, whereas 

Eavesdropper channel links are Double-Rayleigh amplitude distribution, induced by double scattering in the channel. For this 

scenario, we derive the closed-form expressions for the average Secrecy Capacity and Secrecy Outage Probability (SOP) of 

the considered system. Though, Secrecy Capacity analysis is an excellent performance metric for assessing eavesdropper 

based system, it has been reported by various research works, this research paper differentiates from other research papers by 

considering different secrecy rates and different distances of eavesdropper as presented in simulation. Further, to validate the 

obtained simulation results, theoretical results are also derived for assessing performance of SOP for various secrecy rates 

which is the highlight of this research paper and it can be used as benchmark for various research works to proceed further. 
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1. Introduction 

Vehicular communication concatenated with relay 

based techniques [1] are considered to be the 

frontrunners to meet requirements of 5G wireless 

network standards where it contributes to an 

improvement in capacity, coverage and reliability 

aspects in comparison to existing standards where they 

are deemed to be vital for evolving wireless products. 

Key achievement and challenges of relay 

communication techniques are deployment of multiple 

relay based cells, which contribute an improvement in 

capacity, coverage, and bandwidth and data rate. Such 

performance metrics of various types of vehicular relay 

oriented communication systems are studied and 

analysed under various channel fading conditions as in 

the research work [15]. Though a number of 

performance metrics are prevalent for vehicular 

networks, whenever in the context of presence of a 

passive eavesdropper in relay based vehicular systems 

an important such metric which attains prime 

importance is secrecy capacity [20]. 

Secrecy capacity is information related metric 

which accounts for the amount of information rate 

when information is transmitted from an intended 

source node to the intended destination node with the 

constraint that the passive eavesdropper in the 

communication scenario is not able to access the  

 
information which is the universally recognized 

concept. Analysis of secrecy capacity and Physical 

layer security for Amplify and Forward (AF) relay 

network are analysed and studied in the research 

literatures from [9, 19, 20]. Moreover, in the presence 

of Eavesdroppers, secrecy capacity is obtained with the 

assumption that Channel State Information (CSI) is 

known at the transmitting end [9]. In addition optimal 

relay selection also needs to be considered if there is a 

possibility of multihop relay based scenario where it 

can be addressed based on channel quality or by 

jamming procedure which is used in decode-and-

forward relay networks [11, 19] where intelligent 

transmission is done.  

However, there are challenges and drawback of 5G 

wireless network discussed which are portrayed in [18] 

and also the key contribution of [18] is 6G systems 

which provides a vision that identifies, the applications, 

trends, performance metrics, and enabling technologies 

to impel the 6G revolution. Also irrespective of the fact 

generations in wireless networks for vehicular based 

networks utilization of relays can adequately turn a 

Non-Line Of Sight (NLOS) interface into numerous 

Line Of Sight (LOS) links. This methodology requires 

each relay to be employed in vehicular networks with a 

committed power source and a fundamental front-end 

hardware for gathering, processing, and retransmission 

of information in reconfigurable intelligent surface 
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networks. Reconfigurable Intelligent Surface (RIS) are 

an upcoming new technology and information analysis 

of such networks are presented in the research papers 

from [3, 6, 17, 21, 22]. 

 Reconfigurable Intelligent Surface based 6G 

wireless communication systems developed are 

proficient of considerably reducing the power 

consumption in comparison to Cooperative 

communication systems [21]. In the security 

enhancements of Mobile Ad hoc Network (MANET) 

improved by position and energy based monitoring 

under various attack in [5]. Challenges and 

opportunities of a new brand technology 

Reconfigurable Intelligent Surface [6, 22] and 

reflecting intelligent surface of 6G wireless 

communications are dealt in the literature of [17]. The 

performance of Reconfigurable Intelligent Surface for 

wireless communications is analysed for various Signal 

to Noise Ratio (SNR) values in [3]. The RIS use 

Electro Magnetic (EM) material based artificial 

manmade surfaces that electronically are controlled 

with integrated electronics and RIS have unique 

wireless communication capabilities.  

Further another aspect of RIS are that it refrains 

wireless location to increase spectrum and energy 

efficiencies. In research literature of [22] the following 

concepts and challenges are discussed with that of RIS 

aided communications and comparison of RIS with 

massive Multiple Input Multiple Output (MIMO) and 

other related terminologies such as reliability, capacity 

analysis, implementation of RIS for secure 

communications is done. The performance analysis of 

RIS aided Vehicle to Vehicle (V2V) network is 

discussed under various criteria and distance between 

source vehicle and destination vehicle is considered in 

[10].  

The objective of RIS concepts in 6G wireless 

networks is to secure communications over a wiretap 

channel and further increase the data rate by using RIS 

at a legitimate receiver and decreasing the data rate at 

an eavesdropper [4]. The RIS assisted mobile and 

vehicular network are analysed and studied under 

various channel model as in [8] using fox H 

distribution and fisher snedecor fading [14]. 

Optimization and analysis of channel capacity is 

studied in [16] where RIS aided millimetre wave 

indoor communication without Line Of Sight (LOS). 

To assess capacity oriented metric for physical layer 

security, [2] derives an expression for secrecy capacity 

and secrecy outage probability for a Single Input 

Single Output (SISO) system under various fading 

channel scenarios. Also, Secrecy Capacity and SOP 

analysis of SISO system is analysed in [7] the presence 

of eavesdropper under Nagakami-m fading channel to 

send the confidential message between two legitimate 

vehicles. The performance of RIS assisted wireless 

powered interference link network is discussed in [13] 

under channel model ask fading distribution and 

Nagakami m fading and channel link between the 

access point and destination point are not in direct link.  

Intuitively, in literature in existing system, none of 

the works studied the concept of Physical layer 

security of RIS enabled vehicular relay networks. In 

the proposed system it is a novel research paper, we 

describe the importance of security for realization of 

future autonomous RIS assisted vehicular relay 

networks for better connectivity under passive 

eavesdropping which is the justification. We consider 

that infrastructure node sends confidential information 

to a destination vehicle through RIS in an intelligent 

transport infrastructure. The RIS is engaged as relay or 

reflector. Eavesdropper is considered in the proposed 

system model. The closed form expression for secrecy 

capacity is derived and analysed for the proposed 

model. But in literature, the authors provided 

approximate secrecy capacity results. 

Though all the research dealt above gives a good 

analysis of secrecy capacity analysis, this research 

paper considers different secrecy rates and different 

distances of eavesdropper which makes it a different 

research paper contribution for RIS based Vehicular 

Networks in comparison to other different model as 

given in the literature [2, 4, 7, 8, 10, 14, 16]. From a 

physical layer security perspective we consider a RIS 

based vehicular network system to transmit a 

confidential message from infrastructure node to 

destination vehicle through RIS in the presence of an 

eavesdropper. In addition we assume that the 

infrastructure node (T)-RIS channel link and RIS- 

destination vehicle channel link are Rayleigh fading 

channel and the infrastructure node (T)-eavesdropper 

channel link and RIS- eavesdropper channel link are 

double rayleigh fading channel. We derive the secrecy 

capacity and SOP for RIS based vehicular network 

under various secrecy rates and distances. 

The rest of this paper is structured as track. Section 

1 is introduction. In section 2 we have three sub 

sections, which illustrate our system model, secrecy 

capacity analysis for the proposed RIS based vehicular 

network and we derive a tight closed form expression 

of SOP for considered system in presence of a passive 

eavesdropper. The performance of SOP and Secrecy 

Capacity are discussed and validated with analytical 

results compared with simulation in section 3. Finally 

conclusion is presented in section 4. 

Notations: We denote vectors, scalar, and matrices 

by boldface small, small letter and boldface capital 

letter. The transpose, complex conjugate, Hermitian, 

Norm of matrix and inverse of the matrix A are 

denoted by AT, A*, AH, ║hrk║ and A-1
, respectively. 

Wa,b(z) is Whittaker function. Kv(x) is modified Bessel 

function. 
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2. RIS Based Vehicular Network System 

2.1. System Model 

The infrastructure node (T) sends confidential 

information to a destination Vehicle Equipment (VE) 

through RIS. The RIS is engaged as relay or reflector 

for this system in Figure 1. There is no direct link 

between The Infrastructure node (T) and destination 

VE. The channel link between T to RIS and RIS to 

destination VE are Rayleigh fading channel gtr and hrd 

respectively. In this RIS based system model, we 

assume a passive Eavesdropper where channel link is 

modelled as double rayleigh fading channel. 

Reconfigurable Intelligent Surface is defined as a 

structure a reflect exhibit integrate N reconfigurable 

reflector components, capable of being constrained by 

a correspondence situated programming for insightful 

transmission. yVE and yVE
 

are received signals at 

destination VE and Eavesdropper EV respectively.  

 

Figure 1. RIS based vehicular network. 
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Where x represents transmitted signal by T with 

transmitting power Ps, ωEV, ωEV are Additive White 

Gaussian Noise (AWGN) at EV and VE, CN (0, N0)  
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In matrix form Equations (1) and (2) can be written as 
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2.2. Secrecy Capacity Analysis 

The Capacity of destination VE is derived as  
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From Equation (5), SNR of eavesdropper link between 

from T to EV is expressed as  
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For the Eavesdropper, the transmission rate 
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Therefore, the secrecy rate of VE is 
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2.3. Secrecy Outage Probability (SOP) Analysis 

 For the considered system model SOP can be written 

as 
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Where, γEV is total SNR of eavesdropper and η =22R
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denoted as Secrecy SNR threshold. 

SOP can be expressed as  
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Where Ωtr, Ωre, and Ωrd
 
are average channel gain of 

infrastructure node T to RIS channel link, RIS-EV 

channel link , and RIS-VE Channel link . 

Substitute Equations (19) and (20) in Equation (18), 

we can written expression of SOP as
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Further simplification above equation can be written as 
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Equation (22) required integral by using the 

transformation of variable and taking differential with 

respect to γEV. Let y2= γEV 
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Where Wa,b(z) is Whittaker function.  

The closed form expression of Secrecy Outage 

Probability for RIS based Vehicular network is 
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Where, ΩEV is average Eavesdropper link channel gain. 

3. Results and Discussions  

In this section, we validate and discuss the simulation 

result of secrecy capacity and secrecy outage 

probability for the proposed system model which is 

novel for RIS based vehicular network. We assume 

that the channel link between Infrastructure node (T) to 

RIS and RIS to Destination Vehicle Equipment (EV) 

are Rayleigh fading and Eavesdropper link is Double 

Rayleigh fading and path loss exponent parameter 

βL=2.9 and the average channel gain is
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In Figure 2 We plot the average secrecy capacity Vs 

source transmitted power. We assume that distance 

between RIS to Destination VE rVE=5m, 

Infrastructure node (T) to RIS distance rtr=10m, path 

loss exponent parameter β=2.9 and Infrastructure node 

(T) to eavesdropper distance rte=12m and number of 

RIS element is 32 the 12m and 16m distance of RIS to 

EV link. It is observed that the secrecy capacity 

increases by increasing the values of transmit powers.   

 

Figure 2. Average secrecy capacity VS transmitted power. 

0 5 10 15 20 25
2.3

2.4

2.5

2.6

2.7

2.8

2.9

3

3.1

3.2

Transmitted Power Ps

A
v
er

ag
e 

S
ec

re
cy

 C
ap

ac
it

y
 C

s

 

 

-- rRIS to EV=16m - Simulation

Analytical

 rRIS to EV=12m - Simulation

 Analytical

(17) 

(18) 

(19) 

(20) 

(21) 

(22) 

(23) 

(24) 

(25) 

(26) 

(27) 



340                                                             The International Arab Journal of Information Technology, Vol. 19, No. 3, May 2022 

Figure 3 shows SOP versus transmitted power with 

various Secrecy Rate (Rs). 

The performance of SOP is analysed with various 

Secrecy rate Rs. Secrecy rate Rs=0.2 bps/Hz and 

Rs=0.5 bps/Hz and various RIS to EV link distance by 

set yEV =0.5 and yEV =1.   

We set xRIS =0.5,
 
xEV =0.5, xRIS =0.5. λT,RIS=λRIS, VE=1. 

For better performance of SOP likely for the higher 

value of Rs, more power is needed to support higher 

secrecy rate. 

In Figure 4 the performance of SOP in different 

location of eavesdropper from RIS for various λ1 and λ2. 

The performance of Secrecy Outage Probability is 

analysed with Secrecy rate Rs=0.5 bps/Hz and 

transmitted power Ps=5dB 

2.0
EV

y  to 2
EV

y . We set 5.0
RIS

x ,
 

5.0
EV

x . 

Moreover in Figure 4 shows SOP performance 

increases when EV moves away from RIS because of 

links wiretap linkdegrade. From Figure 4 also it can be 

observed that SOP performance increases when λ1 or λ2 

increases. For instance, when yEV=0.6 the SOP 

performance is portrayed in Table 1. Various λ1 and λ2. 

Further, the SOP performance can be significantly 

improved if λ1 and λ2 increased jointly. 

 

Figure 3. SOP Vs transmitted power Ps. 

 

Figure 4. Secrecy outage probability Vs different position of 

eavesdropper from RIS. 

Table 1. SOP performance various λ1 and λ2 from Figure 4. 

S.No λ1 λ2 SOP when yEV =0.6    

1 2 dB 2 dB 0.194 

2 4 dB 8 dB 0.121 

3 5 dB 5 dB 0.05267 

4. Conclusions 

This research paper derives closed form expressions of 

secrecy capacity and secrecy outage probability for 

RIS based vehicular communication networks over 

Rayleigh fading in the presence of a passive 

eavesdropper. It is observed that the theoretical and 

simulation results aid each other and are thus validated 

to show the outcome of the results presented for RIS 

vehicular networks. The results obtained can provide 

significant outcome for developing applications for 5G 

wireless and further for the road to 6G systems for 

developing new wireless applications as the future 

scope. Further as future work simultaneous information 

and power transfer enabled Physical Layer security in 

RIS based Vehicular relay networks can also be 

proposed for energy harvesting where vehicles charge 

their battery power by means of RF Signals through 

energy harvesting applications.  
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