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1. Introduction

The term “electronic health systems”, shortly as “e-
health systems”, is a “buzzword” that has been widely
discussed in the last two decade [21, 25], but the
agreed definition is still not clear. Many researchers
defined them differently according to their views in
different contexts. Consequently, it leads to the unclear
meaning of the term “electronic health record” in the
real world. In addition, this unclear concept raises the
issues on the security and accountability alongside it.
This is one of main obstacles in adopting the systems
into a real use in the industry. In order to resolve the
problem, in this paper, we firstly clarify the meanings
of electronic health, Electronic Health Records
(EHRs), and accountability in e-health systems and,
then, introduce a new protocol for handling e-health
transactions with security and accountability. Two
well-known and widely acceptable tools, Automated
Validation of Internet Security Protocols and
Applications (AVISPA) and Scyther, are employed to
prove the security soundness of the protocol. We also
analyze its efficiency in comparison with others. The
main contribution of our works is as follows.

e We proposed a model and protocol that having solid
security and having mutual authentication. Mutual
authentication can ensure the accountability of the
engaging party. That there can deny their action.

e We provide security analysis and two formal
verification tools; Scyther, and AVISPA of the
proposed protocol. To indicate that our proposed
protocol has necessary security properties as

Defines, e.g., confidentiality, integrity, authentication,
authorization.

e We provide performance analysis of our proposed
protocol in communication cost to establish that our
proposed protocol can implement in the real-world
application.

This paper is organized as follows. Section 2 provides
the background concepts of electronic health, EHRs
and accountability. Related works are presented in
section 3. The proposed protocol is presented and
discussed in section 4. Security and protocol analysis is
provided in section 5. Finally, Section 6 concludes this
work.

2. Background

In this section, the meanings of accountability and e-
health are explained as follows.

2.1. Electronic Health

Up until now, there have been various definitions of
electronic health (or e-health). Eysenbach [14] defined
e-health as an emerging field of medical, public health
and business informatics to improve health care at the
local, regional and global levels by using Information
and Communication Technology (ICT). They argued
that the letter “e” in e-health means not only electronic
but also efficiency, enhancing quality, evidence based,
empowerment, encouragement, education, enabling,
extending, ethics and enquiry, which are called 10 e’s.
They also suggested that e-health should be easy-to-
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use, entertaining, exciting and existing. Della-Mea [13]
pointed out that the term e-health is integrated-
healthcare-systems  properties, possibilities, and
consequences that more than the sum of the single-
component outcomes. And so, there is nothing new,
except for the specific interest in healthcare. In
conclusion, the author argued that e-health was just a
changed name of telemedicine. Oh et al. [26] used
three keywords, eHealth, E-health and electronic
health, to search databases and dictionaries on the
Internet for the definitions of eHealth that were
proposed during 1999 to 2002. They concluded that the
term of “eHealth” is a tacit understanding of its
meaning and generally use. This compendium of
proposed definitions may improve communication
among the many individuals and organizations that
may improve communication between individuals and
organizations that use the “eHealth” term. They found
that eHealth has many various meanings defined by
different authors. However, most of those definitions
are involved with information technology, Internet and
healthcare field.

2.2. Electronic Health Record (EHR)

The term “electronic health record” has been widely
used in many research articles with a variety of
definitions as mention above. In 2005, Amatayakul and
Lazarus [4] have given the definition of an electronic
health record as a patient’s health information record
that provides health profile and behavior to help
healthcare professionals or doctors in making the right
decision to cure the patient illness. Seymour et al. [28]
defined an electronic health record as a patient's health
record that is collected, created and stored
electronically. While, Roman [27] defined that EHR is
created from a patient's health record paper system that
can be accessed and used only by the healthcare
professionals involved in the patient's health records.

2.3. Accountability

In the area of information systems, there are various
meanings of the term “accountability” defined by
researchers. For example, Feigenbaum et al. [15]
defined accountability as referring to an entity that is
accountable with respect to a certain policy. If this
entity violates accountability, a punishment will be
raised. The researchers then gave a definition of the
terms traces, principal, outcomes and the utility of
accountability to create a formal model. According to
Gajanayake et al. [16, 19] information accountability
concerns the use of information where the user is held
liable to explain, justify or answer for its use when so
requested by the party to whom the information
belongs. Boyd [10] defines responsibility as referring
to the duties of individuals and what they are required
to do to affect a particular decision, while
accountability concerns the consequences that ensue

once the decision has been made. Accountability in
computer security systems involves confidentiality,
integrity, authentication, authorization and
nonrepudiation of the transaction by all relevant
parties. Many researchers have proposed methods,
methodology, protocols and processes to comply with
accountability procedures. The details of our proposed
approach to accountability are described in section 4.

3. Related Works

Accountability in healthcare has become increasingly
important and valuable for Health Care Professionals
(HCPs), consumers and patients. For instance, HCPs
require the patient’s entire health record in order to
analyze symptoms and make the correct decisions to
cure the patient’s illness. In contrast, patients need only
disclose some of their information (sufficient to
diagnose the illness) to the HCPs. However, this may
become an obstacle to the implementation of
accountability in healthcare systems. Many researchers
have proposed different processes and technical
applications for healthcare systems. In this section, we
will discuss accountability in e-health records in
relation to which processes are accountable, which
technical applications are used, and other related work.
Based on our Techapanupreeda et al. [31, 32] we
categorized accountability into three classes:
accountability in internet transactions; accountability
in public management; and accountability in healthcare
systems. In the current research, we will focus only on
accountability in healthcare systems. Works related to
accountability in healthcare systems are described
below.

Mashima and Ahamad [23, 24] proposed a protocol
to enhance the accountability of EHRs in a way that
can be monitored by the patient. This protocol was
designed to meet the goals of accountability updating,
accountability usage and the protection of honest
entities. The researchers designed the protocol based
on the CONECT project and direct projects conducted
by the federal health architecture program management
office and ONC Office of Interoperability and
Standards respectively. The protocol uses hybrid
cryptographic ~ operations, namely  asymmetric
encryption and symmetric encryption, to ensure
accountability in the use of patient health records. The
authors assumed that the patient authorizes access by
medical providers such as hospitals, labs, pharmacies
and insurance companies. Furthermore, the patient
needs to know that his/her healthcare records will be
stored by a trusted third party or repository provided
by a healthcare facility. This repository is not assumed
to be trustworthy, since it simply provides storage
space for encrypted health records, and needs to
enforce reasonable control regarding access. However,
a Monitoring Agent (MoA) is assumed to be
trustworthy, as it does not need to know about or store



A Transaction Security Accountability Protocol for Electronic Health Systems 291

the contents of health records; the MoA only needs to
know when and how data is used or when a repository
is updated.

During the years 2013 and 2014, Gajanayake et al.
[17] proposed several approaches to information
accountability for electronic healthcare systems. The
authors stated that “information accountability is an
idea concerning the appropriate use and after the fact
accountability for intentional misuse of information.”
They also proposed an Information Accountability
Framework (IAF) for e-health systems to overcome the
impediments that hinder the sharing of sensitive
information in e-health systems. An IAF therefore has
three main aspects: social, technological and legal. In
terms of the social aspects, the authors focus on how
consumers perceive their capabilities, policies and
procedures. They investigated the impact of
information ~ accountability ~ characteristics by
measuring the attitudes of future HCPs and e-health
consumers in Australia. To do this, the authors
conducted two online surveys: the first gauged the
attitudes of future HCPs towards Accountable E-Health
(AeH) systems, while the second measured the
attitudes of potential e-health consumers towards AeH
systems. To investigate the technical aspects, the
authors used Digital Rights Management (DRM) by
employing Open Digital Rights Management (ODRL)
to represent policy-based information. ODRL is used
to assign usage policies to HCPs. In this way,
consumers can provide default usage policies to their
preferred HCPs. The authors believe that the main
barrier to AeH systems is the representation and
manipulation of usage policies. These authors also
found that AeH systems require appropriate legislation
to underpin governance and regulatory mechanisms,
meaning that penalties would be imposed on those who
intentionally misuse consumers’ data or violate their
privacy. The authors claim that their proposed
framework for e-health records, the IAF, is adequate.
To prevent unauthorized persons from accessing the
patient’s health records, we use asymmetric and
symmetric encryption in the proposed protocol.
However, reader can find more encryption time,
throughput and memory usage experimented by
Aggarwal et al. [1].

4. Proposed Protocol for Electronic
Healthcare Systems

In the context of information security, many
researchers define accountability as involving
confidentiality, authorization, authentication, integrity
and nonrepudiation. However, based on our literature
reviews, we contend that accountability in any
electronic transaction processing needs to allow the
traceability of activities of all engaging parties with the
measures of information privacy and security in order
to create trust. This is a very important issue in

information systems where data are sensitive,
especially in e-healthcare systems. In this section, we
will introduce a protocol for data access with the
accountability for e-healthcare systems.

4.1. Accountability Protocol

Our methodology for the proposed protocol is based on
a hybrid of cryptographic operation. As discussed in
section 3, the patient-centric accountability proposed
by Mashima and Ahamad [24] is based on
cryptographic operations, while in the work of
Gajanayake et al. [17] it is based on an information
accountability framework that ensures accountability
for all involved parties. Figure 1 illustrates how each
engaging party interacts with another in a transaction.
All activities of a transaction can be described as
follows. Whenever C (a hospital, a patient, an
insurance company or a technical lab) needs to use P’s
health record, a request is sent to HCP for pre-
authentication and authorization. When HCP receives
the request from C, the identity of C is verified first. If
it is valid, HCP will forward the request to P for
authorization. Otherwise, HCP will send a notification
back to C and the transaction ends. After receiving the
authorization request, P has to decide whether to
authorize it or not and, then, notifies HCP of this
decision. If it is authorized, HCP will send a message
transaction to HA, where the transaction record is kept
in a repository. Otherwise, HCP will send a denial of
the request to C and the transaction will end. After
receiving the patient’s health record from HCP, HA
will store it in the repository and send an
acknowledgement back to HCP. Then, HCP will send
the encrypted patient health record to C. After
receiving the health record as requested, C will notify
HCP. More details of the protocol are explained in the
next section.

role_A role_P role_H role C

ha-3 atient - 4 hep -5 client - 6
——— —_—

Figure 1. Transaction flow in proposed protocol.

The design of the proposed protocol is based on
both asymmetric and symmetric cryptographic
operations. The aspects of accountability mentioned in
[17] that are confidentiality, integrity, authentication,
authorization and nonrepudiation, were considered in
designing the protocol. The proposed protocol in [17]
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is asymmetric encryption that is not fit for mobile and
loT devices. To meet the requirements for the
accountability and privacy of patient health records to
use in mobile and IoT environments, we redesigned the
protocol to hybrid encryption on both symmetric and
asymmetric encryption. The notation used in the
proposed protocol is summarized in Table 1.

The previous works about mobile application and
loT devices technique can find more in [2, 7, 8].
Meanwhile, Table 2 shows the steps in the proposed
protocol in which messages are sent between parties. If
these protocols are not completed before messages are
sent to the relevant party, disputes may arise.
Therefore, we use security properties such as
nonrepudiation to avoid these disputes in the proposed
protocol.

Table 1. Notation of the proposed protocol.

Symbol Definition
P A patient who owns the personal health records (PHRs).
c Information consumer who needs the PHRs to make a

transaction.

HCP Healthcare professional or clinical the issuer of patient EHRs.

Healthcare authority: A service that provides storage for health

HA record transaction. This may be a hospital or a trusted third
arty.
v External trusted third party 5vh0ywill verify the transaction if
any dispute arises.
Pio The patient identity or patient number
Cip The information consumer identity or number
HCPp Healthcare professionals/Clinical identity
Pri-q Private key of party Q
Pub-q Public key of party Q
T The system timestamp used as nonce
h(M) Hash function of message M
{M3}pub-0 Using the public key of Q to encrypt the message M

{M3}piiq Using the private key of Q to encrypt the message M
SKas Share key of party A and party B
EHRS/EMRS An _Elect_ronip Health Records/Electronic Medical Recorgis.
Inpatient files in hospitals recorded by the healthcare provider.

PHR Personal Health Records own by individual patient.

Table 2. The proposed protocol.

Cip, Pio, Ta, {SKc, ter} pub-tee, {h (Cio, Pio, T1)} pricc,
M1:C—HCP {SKc, p} pub-p, h (Cip, Pip, T1, £h (Cip, Pip, T1))} pricc,
(SKc, Her), h (Cip, Pios T, {h (Cip, Pio, T1))} pricc, SKe, p)
HCPp, Cip, Pip, T1, T2, {SKkcp, p, PHR} pubp, {SKc, p}
M2: pur-, {h (HCPyp, Cip, Pip, PHR, Ty, T2, SKhicp, p)} pri-tce,
HCP—P {h (Cip, Pio, T1)} pric, N (Cip, Pio, Ta, {h (Cip, Pio, T1)}
pric, SKc, p)
Allow/NotAllow, h (Allow/NotAllow, HCPp, Cip, Pip,
M3:P—HCP PHR, Ty, Ty, SKp, HCP); h (A"OW/NOtA"OW, HCP|D, C|D,
Pio, PHR, Ty, Ty, SKp, ¢)
M {h (HCP1o, Cip, Pio, T1, Ta, PHR)} pri
HCP—HA 0 Cip, Pioy Ta, T, Pri-HCP
M5: T, {A“OW/NOtA”OW, PHR, Tz} SKC HCP, h
HCP—’C ({A”OW/NOTA”OW, PHR, Tz} SKc, Hcp), h
(A“OW/NOtA”OW, HCPp, Cip, Pip, PHR, Ty, T, SKp, C)

The details of the proposed protocol are described
as follow. Initially, C sends a message M1 to HCP as a
request for permission to access a personal health

record of P. The message contains the following data:
Cip, Pip and timestamp T1 and the encrypted session
key shared between C and HCP. HCPs public key is
used for the encryption of the session key to ensure
that HCP is the only one who is able to open this
message. The message M1 also contains the following
data:

[} {h(C|D,P|D,Tl)}pri.c,{SKc,p}pub.PZ these data are the
hash value of Cip, Pip, and T; that is encrypted with
the private key of C and the session key shared
between C and P that is encrypted with the public
key of P. They are regarded as a message
authentication code or token between C and P.

o h(C|D,P|D,T1,{h(C|D,P|D,T1)}pri.c,(SKc,Hcp)): this data
item contains the hash value of Cp, Pip, T1, the hash
value of Cip,Pip,T1 that is encrypted with C’s private
key and the session key shared between C and HCP.
It is to ensure that C is the sender and HCP is the
receiver of the message.

° h(C|D,P|D,T1,{h(C|D,P|D,T1)}pri.c,(SKc,P)): this data
item contains the hash value of Cip, Pip, T1, the hash
value of Cip,Pip,T1 that is encrypted with C’s private
key and the session key shared between C and P. It
is to ensure that C is the sender and P is the receiver
of the message.

Then, HCP sends a message M2 to P to request for
permission to access P’s personal health record. The
message contains the following data:

e HCPp,Cip,Pip, T1, T2,{SKucp,r,PHR}puw-p,{SKc,p}ru p:
the data includes the session key shared between
HCP and P and the personal health record PHR that
are encrypted with the public key of P.

o {h(HCP|D,C|D,P|D,PHR,T1,T2,SKHCP,p)}pri.HcpZ this
data item is the hash value of HCP\p, Cip, Pip, PHR,
Ti, T2 and the shared key of HCP and P. By
encrypting the hash value with HCP's private key, it
can authenticates that HCP is the sender of the
message.

e {h(Cip,Pip,T1)}eri-c: this data item is the encrypted
hash value previously received from M1 and then
forwarded in M2. It is to ensure that C is the
requester of the health record.

. h(C|D,P|D,T1,{h(C|D,P|D,T1)}pri.c,SKc,P)I this data
item is a hash value previously received from M1
and then forwarded in M2,

After P decides whether C is allowed to access the
health record or not, P will inform HCP by sending the
message M3. The message contains the following data:

o Allow/NotAllow,h(Allow/NotAllow,HCPp,Cip,Pip,
HR, T1,T2,SKpHep): this data item contains the
decision result (Allow/NotAllow) and the hash value
of A“OW/NOtA"OW, HCP|D, C|D, P|D, PHR, Tl, T2
and the session key shared between P and HCP. The
session key is used mainly to ensure the integrity of
the message and that HCP is the only recipient who
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can verify the message.

° h(A”OW/NOtA”OW,HCP|D,C|D,P|D,PHR,T1,T2,SKp,c)Z
this data item is for communication between P and
C. The session key being hashed with other data is
used to ensure the integrity of the message and that
P is the only recipient who can verify the message.

In the message M4, HCP will send the data
{h(HCP|D,C|D,P|D, Tl,Tz,PHR)}Pri.HCP to HA to be
recorded in the HA repository. When a dispute arises
between any two parties, the litigant party can request
this data item for resolving the problem. That is to say,
it contains all the necessary information to use to
resolve the dispute.

In the message M5, HCP will send the data
T2, {Allow/NotAllow,PHR, T2}SKc nce,h({Allow/NotAllw,
PHR,Tz}SKc,Hcp),h(A||OW/NOtA||0W,HCP|D,C|D,P|D,PH
R, T1,T2,SKp,c) to C. The objective of this message is to
send P’s personal health record to C as requested with
ensuring that HCP and C are the sender and the
receiver of the message, respectively. In addition, by
using the shared session key SKcwce, the receiver, C,
can verify the integrity of the message. It should be
noted that timestamps T; and T, are used as nonce to
protect the replay attack.

5. Security Analysis and Communication
Cost of the Proposed Protocol

To analyze the security of the proposed protocol, we
address both the privacy and security concerns of
patients: the confidentiality and the integrity of PHRs,
patient authentication, authorization, and
nonrepudiation of a transaction between the parties
involved. An analysis of the proposed protocol is given
below.

5.1. Security Analysis

The proposed protocol uses both symmetric and
asymmetric encryptions to ensure that no party can
deny the responsibility on generating and sending their
own message. Advantages of using asymmetric
encryption are that there is no need to exchange shared
keys, message authentication and nonrepudiation (in
which the user cannot deny sending a message) are
ensured, and tampering can be detected if the message
is altered by an intruder or hacker. This assumes that
the private key of each party is not compromised, and
the message is successfully sent to the target receiver.

To analyze the proposed protocol, we formulate the
goals of our proposed protocol as follows;

1. All activities and their performers in a transaction
can be traced back.

2. An audit trail can ensure the identification of the
user and data source and transactions among parties.

3. To overcome the barriers to using EHRs in terms of
both security and patient privacy, we analyze all

aspects of security by using the following proposed
protocol.

M1:C—HCP:

Cip,Pip, T1,{SKc,nce}rub-Her, {h(Cip,Pip, T1) }rri-

& {SKc,p}rub-e,N(Cip,Pip, T1,{h(Cip,Pip, T1) }eri-

¢, SKe,her),h(Cip,Pip, T1, {h(Cip,Pip, T1)}eri-c ,SKe,p)

a) Initially, C sends the message M1 to HCP to request
for P’s health records as well as to share the session
key with HCP. There are several parts of data in M1
which can be described as follows. Firstly, in M1,
the consumer’s ID, the patient’s ID and the
timestamp T: are sent in plaintexts, but the session
key to be shared is encrypted with HCP’s public
key. Therefore, only HCP can read the session key
by using its own private key. Secondly, the hash
value of C’s ID, P’s ID and the timestamp T; is
encrypted with C’s private key. This allows HCP to
be able to verify that C is the sender of the message.
Thirdly, C put {SKc,r}pu-p into M1 so that HCP will
forward it to P. Since only P can read the session
key using its own private key, this allows C to share
the session key with P. Fourthly, C creates and puts
the hash value h(Cip,Pio,T1,{N(Cip,Pip,T1)}eri-
¢ SKc,Hep) into M1 to send to HCP. This allows
HCP to verify the integrity of the plaintext data in
the message M1. Finally, the hash value
h(C|D,P|D,T1,{h(C|D,P|D,T1)}pri.c,SKc,P) in M1 is
forwarded to P to verify the integrity of the plaintext
data.

b) The integrity of the message can be ensured by
using the hash function {h(Cip,Pip,T1)}rric
encrypted with C’s private key. After receiving the
hash values of the message from the sender C, the
receiver (HCP) will use C’s public key to decrypt
the message {h(Cip,Pip,T1)}eric and use his/her
own private key to decrypt the timestamp T.. After
obtaining the hash value of Cip, Pip and Ty, the
HCP uses the hash function to get the hash values
from the HCP’s side. This is used to check whether
or not the hash values are equal. If the hash values
of the message are equal, the message integrity is
satisfied; if not, the receiver can deny the message.

¢) The nonrepudiation of transactions means that
each party cannot deny their own actions. This is
because the message M1 can be used to prove the
sender and receiver of the message. If any dispute
arises, the relevant party can prove this themselves
using the proposed protocol, as described in
section 4.

d) Replay attack: the proposed protocol uses
timestamps T1 to T. when sending messages over
the network. These are unigque timestamp values
used to protect the system from a replay attack.

e) Man-in-the-middle attack: By using asymmetric
cryptography to authenticate transmission and
session key share between sender and receiver, an
attacker cannot impersonate a relevant party. This
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is proved using the Scyther verification tool [29],
as shown in Figure 5 and 6.

f) Mutual authentication between parties: mutual
authentication of the message is satisfied through
the use of C’s private key and the HCP’s public
key. This ensures that C is the sender and the HCP
is the receiver of the message.

g) Patient privacy: we use an encryption technique to
hide the patient’s personal information and share
only the requested information with C.

We provide a comparison between the proposed
protocol and those developed by [3, 5, 9, 18, 20, 24,
30] in terms of security properties and privacy, as
shown in Table 3. It can be seen that the protocol in
[24] having all security properties, while that [20]
lacks integrity, nonrepudiation, and accountability.
Meanwhile, the protocol of [3] lacks privacy, integrity,
authorization, nonrepudiation and accountability.
Simultaneously, protocol in [5, 9] lack of privacy,
nonrepudiation, and accountability. Whereas the
protocols in [18, 30] only satisfied in confidentiality,
integrity, and authorization. The conclusions of all
comparison are shows in Table 3. This can infer that
our proposed protocol satisfies all aspects of
accountability and privacy.

Table 3. Comparison of the accountability properties and privacy of
the proposed protocol.

Security Aspects| [3] | [5] |[9][18] [20]| [24] | [30] | Proposed

Privacy
Confidentiality
Integrity
Authentication
Authorization
Nonrepudiation
Accountability

*N=No, Y=Yes, W=Weak

<|<
<|<

z|z|z|<|z|<|z
zlz|<|s|<|<|z
<|<|<|=g|< <]z
zZlz|<|g|<|<|zZ
zlz|<|s|z|<|<
<|<|=<|=<|=<

z|<|z|z|<|<|z
<|<|<|=<|=<

5.2. Security Proof

In this subsection, we use the traditional and well-
known authentication approach known as the Scyther
verification tool [12, 29] AVISPA project [6, 33] and to
prove the soundness and security of the proposed
protocol.

5.2.1. Authentication Proof based on AVISPA
Project

The AVISPA project in the context of Information
Society Technologies program funded by the European
Union in the Future and Emerging Technologies (FET
Open). To proof our proposed protocol, we wrote the
simple protocol specification syntax CAS+ language
[28] then using the Security Protocol ANimator
(SPAN) tool converted to High-Level Protocol
Specification Language (HLPSL) to building Message
Sequence Charts (MSC). Note that our proposed
protocol has encountered all security properties and no
attach within bound. The results of On-the-Fly-Model-

Checker (OFMC), Attack Searcher (ATSE) and attack
simulation are shown in Figures 2, 3, and 4
respectively. More details of SPAN and AVISPA can
find in [6, 33].
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Figure 4. AVISPA attack simulation result.
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5.2.2. Authentication Proof based on Scyther
Verification

There are many tools for formal verification, as shown
in the survey in [29], but the most popular for
verification are ProVerif, Scyther and the AVISPA
project. These formal verification tools can proof the
authentication of the cryptographic protocol. Each of
these tools has certain advantages and disadvantages,
and the reader can find more information in [29]. The
advantage of the Scyther verification tool [12] is its
graphical user interface for verification, falsification
and analysis of cryptographic protocols.

5.3. Communication Cost comparison

The communication cost is calculated from the
transmitted messages size in our proposed protocol and
those protocols by [3, 9, 18, 20, 24, 30] the
communication cost comparison is show in Figure 5.

Communication Cost
10,000

9,000
8282
8,000
7338
7,000
6,384
6000 5855
5312

5,000
4,000 3197
3,000
2.000
1,000

) El bd

A Alkeem Gajmayake Techapemipreeda  Proposed
] [20] EL)
Approaches

Number of bits per transaction

Figure 5. Communication cost comparison.

We therefore used the Scyther verification tool by
Security Protocol Description Language (SPDL) to
analyze our proposed protocol, as described in section
4. As shown in Figures 6 and 7, the proposed protocol
is verified as not attackable. The detail of
authentication claim types is explained below.

e Secret: the results show that all parties secret is no
attack within bound. Thus, the confidentiality of the
data is proved.

e Alive: the output shows aliveness of the transaction
of the proposed protocol are available when need.

o \Weakagree: the initiator C completes a run of the
protocol, apparently with responder HCP, and then
has previously been running the protocol, apparently
with.

o Commit: is a specific data agreement e.g., in our
proposed protocol C agreed with HCP on a set of
nonce Tiand T».

o Niagree: the proposed protocol achieves a guarantee
of non-injective agreement. This can ensure the
integrity of the message send between parties.

e Nisynch: the proposed protocol achieves a
guarantee of non-injective synchronization to ensure
that the protocol has no replay attack and mutual
authentication is satisfied [11, 22].

6. Conclusions

In this paper, we propose a protocol for transaction
processing in electronic healthcare systems that can
achieve our goal in terms of accountability. The novel
aspect of this idea lies in the inclusion of certain forms
of security that are necessary to protect patient privacy.
Firstly, it can ensure that the actions of each party are
traceable throughout the movement of data in a
transaction.  Finally, the protocol meets the
requirements of both security and privacy of patient
data. Two important tools, AVISPA and Scyther, were
employed to prove that our protocol meets the
requirement of security properties. In addition, the
protocol was analyzed in comparison with other
existing protocols.

B Scyther results ; verify *

Done.

Figure 6. Scyther tool verify claims test for all parties.
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» Scyther results : autoverify
Claim Status Comments
Acct C Acct.Cl Secretni Ok Verified No attacks.
Acct.C2 Secretnr Ok Verified No attacks.
Acct,C3 Secret T2 Ok Verified No attacks.
Acct,C4 Secret T1 Ok Verified No attacks.
Acct,C5  Alive Ok Verified No attacks.
Acct.C6 Weakagree Ol Verified No attacks.
Acct.C7 Niagree Ok Verified No attacks.
Acct,C8 Nisynch Ok Verified No attacks.
H AcctHl Secret T2 Ok Verified No attacks.
AcctH2 Secret T1 Ok Verified No attacks.
Acct,H3 Secretni Ok Verified No attacks.
Acct.H4 Secretnr Ok Verified No attacks.
AcctH5 Alive Ok Verified No attacks.
AcctH6 Weakagree Ok Verified No attacks.
AcctH7 Niagree Ok Verified No attacks.
AcctH8 Nisynch Ok Verified No attacks.
P AcctP1 Secret T2 Ok Verified No attacks.
AcctP2 Secret T1 Ok Verified No attacks.
Acct.P3  Secretni Ok Verified No attacks.
Acct.P4 Secretnr Ok Verified No attacks.
AcctP5  Alive Ok Verified No attacks.
AcctP6 Weakagree Ok Verified No attacks.
Acct.P7 Niagree Ok Verified No attacks.
AcctP8 Nisynch Ok Verified No attacks.
A Acct,Al Secret T2 Ok Verified No attacks.
Acct,A2 Secret T1 Ok Verified No attacks.
Acct,A3 Secretni Ok Verified No attacks.
Acct,Ad4  Secretnr Ok Verified No attacks.
Acct,A5  Alive Ok Verified No attacks.
Acct., A6 Weakagree Ok Verified No attacks.
Acct. A7 Niagree Ok Verified No attacks.
Acct. A8 Nisynch Ok Verified No attacks.
Done.

Figure 7. Scyther tool auto verity claims test output for all parties.
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