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Abstract: Mobile Ad-hoc Networks (MANETs) are considered as the most promising terminal networks in future wireless
communications and characterized by flexibility, fast and easy deployment, which make them an interesting technology for
various applications. Group communication is one of the main concerns in MANETs. To provide the secure group
communication in wireless networks, a group key is required so that efficient symmetric encryption can be performed. In this
paper, we propose a constant-round group key agreement scheme to enable secure group communications, which adopts the
Identity Based Broadcast Encryption (IBBE) methodology. When a new Ad-hoc network is constructed, the suggested scheme
requires no message exchange to establish a group key if the receivers’ identities are known to the broadcaster, which is an
advantage that outperforms most of the existing key agreement schemes. The proposed scheme can build a new group and
establish a new group key with ease when member joins or leaves. In addition, our scheme is efficient in computation and only
one bilinear pair computation is required for group members to obtain his/her session key. A highlight property of the scheme
is that communication cost remains unchanged as group size grows. Furthermore, we show that the new scheme is proved
secure without random oracle. Thus, the scheme can not only meet security demands of larger mobile Ad-hoc networks but
also improve executing performance.
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1. Introduction

Multi-hop wireless networks, such as Mobile Ad-hoc
Networks (MANETs) have received tremendous
attention [1, 2] in the past decade due to their rapid
deployability and self-organizing configurability as
well as broad applications, ranging from tactical
communication in a battlefield, disaster rescue after an
earth quake, to wildlife monitoring and tracking, last-
mile network access, etc. In MANETSs the nodes act as
mobile IP routers and carry out basic functions such as
packets forwarding, routing and network management.
When MANETSs is constructed in an open network
environment, any malicious equipment can eavesdrop
on the broadcasted information due to the broadcast
nature of radio transmissions. With the growing
application of MANETSs, there will be much more
rampant eavesdropping behavior so that security is
increasingly essential and crucial. Therefore, a secure
and efficient scheme is required to protect the content
of the group communication and ensure that only
intended members in this group can obtain the
information. Despite all the work conducted over many
decades, the implementation of strong protection in a
mobile environment is non-trivial. The dynamic
character of group changes poses a challenge on group
key agreement research for wireless Ad-hoc network.

Given a potentially large number of mobile devices,
scalability becomes another critical issue. In addition,
nodes in wireless Ad-hoc networks are usually low
power devices that run on battery power and become
unusable after failure or energy depletion. These
characteristics of MANETs demand an energy-
efficient group key agreement scheme in order to
increase the overall network longevity. Constructing
group wide keys in a large-scale Ad-hoc network is an
important as well as complicate task.

1.1. Related Works

Since the presence of foundational Diffie-Hellman
(DH) protocol [12], several other protocols have been
proposed for the group case. The original idea of
extending the 2-party DH scheme to the multi-party
setting dates back to the classical paper of Ingemarsson
[16]. Following their work, Steiner et al. [22, 23, 24]
proposed a family of protocols known as Group Diffie-
Hellman (GDH.1, GDH.2, GDH.3). In these protocols,
the last group member serves as a controller and
performs most of the computation, therefore, it needs
more energy compared with other group members.
Owning to the limitation of the nodes energy, the GDH
protocol family is not suitable for the Ad-hoc
networks. Perrig [21] proposed a tree-based key
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agreement scheme. After that, Kim et a/. [18] extended
the work of [21] to design a Tree-Based Group Diffie-
Hellman (TGDH) protocol. Compared with GDH
protocols, it scales down the number of
exponentiations and received messages required by the
last group member to avoid excessive computational
and communication costs required by one node. But
TGDH protocol still requires each group member to
perform  large modular  exponentiations  and
transmit/receive long messages. So the TGDH protocol
is also inadequate for Ad-hoc networks.

After the work in [4, 9, 25] many other scholars
have done abundant related research. However, fairly
few research deals with provably-secure group key
agreement in a concrete and realistic setting. It is only
recently that [20], has presented the first group key
agreement scheme proven secure in a well-defined
security model. Ng ef al. [20] incorporated the identity
based cryptosystem with bilinear map and broadcast
encryption scheme to construct a  secure
communication scheme for MANETS. In their scheme,
the group members do not perform any message
exchanges during the generation process of a group
key. However, its security relies on the random
oracles. It has been shown that when the random
oracles are instantiated with concrete hash functions,
the resulting scheme may not be secure [3, 10]. Then,
Zhang et al. [26] designed a new scheme which is
proved secure in the standard model rather than the
random oracles model. Unfortunately, those schemes
suffer from long ciphertexts, i.e., the secret message
broadcasted to the users will grow linearly with the
number of receivers. With the increment of network
scale, the shortcoming mentioned above will lead to
even serious problems.

1.2. Our Contribution

In this paper, we propose an efficient key agreement
scheme based on Identity-Based Broadcast Encryption
(IBBE) approach, aiming at providing a lightweight
and fast key agreement solution in MANETs. This
scheme not only meets security demands of mobile
Ad-hoc networks but also reduces the communication
costs. It combines the identity-based cryptosystem [5]
with bilinear map to replace the contributory setup of a
group key as in the previous protocols [18, 24]. Each
group member is conceived as a broadcaster who can
select the valid receivers by himself and then transmit
the confidential message. The suggested scheme has
the following characteris-tics and advantages.

o Identity Based: Each group member is assigned a
distinguished identity which plays the role of MAC
address as in wire network. This is a method that
avoids the authentication over digital signatures
with certificate issued by a publicly known
Certification Authority (CA). Note that though an
adversary can disguise himself with a legimate

identity, the adversary could not get the private key
corresponding to the identity.

o Dynamic Character: If a member decides to join or
leave the network, a new group key can be easily
constructed in our scheme.

e Scalability: Given the potentially large number of
mobile  devices, the communication and
computation overhead is almost unchanged due to
the elaborative design of the suggested scheme.

o Average Computation Load: Each group member is
conceived as a broadcaster and the computation load
is average for each receiver.

e Security: Only the intended receivers can derive the
group session key. According to the security
reduction theory, the proposed scheme is secure
against chosen ciphertext attack and the security of
the scheme is proved in the standard model rather
than in the random oracle model.

e FEfficiency: Message exchange is avoided. The
suggested scheme only requires the broadcaster to
send out an encapsulation of group key to establish
the group session key. The receivers can derive the
session key using their own private key without any
message exchange with other group members. At
the same time, merely one bilinear operation is
needed to obtain the session key for group member.

1.3. Road Map

The rest of the paper is organized as follows. In section
2, we briefly outline the concept of bilinear map, the
hardness assumption, the system model and related
security notions. A description of our construction is
followed in section 3 and in section 4 we discuss the
security and efficiency issues. Finally, our conclusion
is drawn in section 4.

2. Preliminary

2.1. Bilinear Map

Let G and G, be two (multiplicative) cyclic groups of

prime order p and g is a generator of G. A bilinear map

¢ is a map é: GxG— G, with the following properties:

1. Bilinearity: For all u, veG, a, beZp, we have éu’,
V) =é(u, v)";

2. Non-Degeneracy: é(g, g)#1;

3. Computability: There is an efficiency algorithm to
compute é(u, v) for all u, ve@G.

The modified Weil pairing and the Tate pairing [5] are

admissible bilinear maps. The security of our scheme

described here relies on the hardness of the following
assumption.

2.2. Hardness Assumption

Security of our scheme will be reduced to the hardness
of the ¢g-BDHI problem in the group in which the
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scheme is constructed. We briefly recall the definition
of the g-BDHI problem [6].

o Definition 1: (Decisional g-Bilinear Diffie-Hellman
Inverse Problem) Given a group G of prime order p

with generator g, Te G, and tuple Tu=(g, g*, g%, ...,
g"') for some uniformly chosen ¢ € Z, as input, the

decisional g-BDHI problem is to decide whether T
equals to é(g, g)"* or to a random element of G,.

o Definition 2: We say that (z, €) decisional ¢g-BDHI
assumption holds in group G if there is no adversary
running in time at most ¢ can solve the g-BDHI
problem in G with an advantage at least .

2.3. System Model

Let the set U={IDy, ID,, ..., ID\} be the group that
contains all the Ad-hoc members. Private Key
Generator (PKG) sets up system parameters,
authenticates user’s identity and generates private keys
for each authorized user. We point out that the PKG’s
role is only to provide the necessary system parameters
and distribute each user his private key, hence the PKG
is not necessary to keep online after the completion of
these procedures and is not required anymore by the
users who want to setup a mobile Ad-hoc network. Our
scheme consists of four phases: Setup, Extract, Encrypt
and Decrypt.

o Setup Phase: In this phase, PKG generates the
public parameters PK and the master secrete key
MK for the system.

o FExtract Phase: The PKG will verify user’s identity
ID; and generate the corresponding private key d,

after the successful verification of ID;.

e FEncrypt Phase: In this phase, we consider the
situation where a group of users S={ID,, ..., ID,}
are selected to be the receivers using their wireless
devices. A session key (group key) K should be
established for the group. After knowing the
receivers’ identities, the broadcaster will generate an
encapsulation header Hdr for the group key K, then
broadcast (S, Hdr) in the open environment.

o Decrypt Phase: After receiving (S, Hdr), the
intended users with identity /D;eS could derive the
group key K with his own private key d, . For the

users with identity /D;£S, he will get no information
about K.
After the session key K is set up for the dynamic Ad-
hoc group, the messages M can be encrypted with K to
ciphertext C through efficient symmetric encryption
algorithm, such as DES or AES. Moreover, the
ciphertext C can only be deciphered by the users in this

group.

2.4. Security Model

We assume that there exists an adversary 4. All

messages available in the network are also
available to 4. This includes all the messages sent
by any set S” of users within the system. The main
goal of A is to attack the scheme by decrypting
any messages sent in the network intended to any
set of users in S” but not him. A is considered to
be successful if he wins the following interactive
experiment.

e [nit: Apicks a set of users §* = {ID/,.--,ID;} that he
wants to attack (with n<N) and sents S to
challenger C.

e Setup: Challenger C runs the setup algorithm and
sends adversary .4 the public parameters PK.

e Phase 1: Adversary A issues private key extract
queries and decryption queries.

1. Extract Queries: A issues private key extract
queries for any identity ID,¢S". In response, C
runs Extract algorithm on ID; and sends the
resulting private key d, to adversary A.

2. Decryption Queries: Aissues decryption queries
of (ID, S, Hdr) with ScS* and ID;€S.
Challenger C responds with K=Decrypt(S, ID,
dp,, Hdr, PK).

o Challenge: When A decides that phase 1 is over,
the challenger C runs Encrypt algorithm to obtain
(Hdr", K). Then challenger C randomly selects
be {0, 1}, sets K,=K and sets K;, to a random value
in /IC which refers to the key pool. The challenger C
returns (Hdr*, Ky K))to A.

e Phase 2: Adversary A continues to issue private key
extract queries and decryption queries as in phase 1
with the constraint that Hdr#Hdr" in decryption
queries.

e Guess: Finally, the adversary .4 outputs a guess

b'e{0, 1} and wins the game if b=b'.

If A somehow manages to guess the correct answer in
the experiment above, then A wins the experiment
and the scheme is not secure. We say that A has a
guessing advantage ¢ and the probability of A winning

the experiment is Pr[b=b"1=1/2+e.

o Definition 3: We say that a scheme is (¢, & qg, gp)
IND-sID-CCA secure if all ¢ time adversaries
making at most gr private key extract queries, ¢p
decryption queries have advantage at most ¢ in
winning the above game.

3. New Key Agreement Scheme for
MANET

Inspired by Boneh’s Identity Based Encryption (IBE)
scheme [6], we design the efficient group key
agreement scheme for MANETS.
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3.1. Setup Phase

Given the security parameter £ and the maximal size N
of all the MANETs members, the PKG chooses a
group G with order p, where |p|<k.

1. Choose a collision resistant hash function H,:{0,
1}*—Zp. H, maps arbitrary identity into Zp.

2. Randomly choose generator g of G and B, A €Z),
compute U=g”, V=g)‘.

3. Output the public parameter PK=(g, U, V) while
master secret key MK=(f, ) is kept secret by PKG.

3.2. Extract Phase

Given user's identity ID;, PKG will verify user’s
identity and generate the corresponding private key
after the successful verification of /D;. PKG performs
the following steps to generate /D; 's private key dj, .

1. Select random r;e Z;,. It H,(ID;)+f+r:A =0 (mod p),

choose another 7; at random.
2. Calculate ID;'s private key dy, :

1
H, (ID; )+3+r,)\)

d[D, = (di,Oadi,l) =(r.g

3.3. Encrypt Phase

Assume that the set of receivers is S={/D;,
with n<N, the broadcaster performs as follows:

..., ID,}

1. Randomly select session key Ke@;.
2. Randomly choose 7eZ’ and compute Hdr=(C,, C\,
C,, () as follow:

~ T T‘H" 1HI(ID/) T T
C():K'e(gag)aclzg - 9C2:U 9C3:V

3. Output (S, Hdr) and broadcast it in the system.

3.4. Decrypt Phase

Suppose that the user with identity /D;€S has received
(S, Hdr), the user compute:

"
1/H,:M:L H\(ID;)

K =C,/é(C, -C,-C{,d,))

After the session key K is set up for the dynamic
Ad-hoc group, the messages M can be encrypted with
K to ciphertext C which can only be deciphered by the
users in the group.

4. Analysis of the Proposed Scheme

4.1. Correctness

The correctness of the scheme is verified as follow:

C,/e(C, Lo l“,D,)'Cz'C3d"0adi,1)
—Co/e(gTHIUD )'gd.T'gA.r’.Tadi,l)
1

— o (H\(ID; )+B+nrX) H{(ID)+3+r; X
=C,/é(g™™ ,g Yy

=K-é(g.g) /é(g,g)

4.2. Security Analysis

Theorem 1: Suppose the (;’,c) g -BDHI assumption
holds in @G, then the above scheme is (¢, €, g5, gp) IND-
sID-CCA secure, where ¢'=t+0(0-¢°) and o is the
time for an exponential operation in G.

Proof: Suppose there exists a (¢, €, ¢, gp) adversary A
against our scheme, then we construct an algorithm C
that solves the ¢ -BDHI problem with probability at
least ¢ and in time at most¢'. The challenger C is
given a tuple Tu =(g,g%,g", g™ )of the g-BDHI
problem. The experiment between .4 and C proceeds
as follows.

Preparation:
1. C randomly chooses v, ,v,,---,v, , €Z,. Let:
g-1 g1 ) q )
f(z):H(z +vv):2cvz’ :Zc,,]z"],
i=1

f()—f(z Zd

wherelgigq—l

2. C computes:
q—1

a1 )
h=TTe" ) :gZ,zoL'“ _ gl
0

Ztizd/a’

i

h = (g ) = gt =g/ = g/ ()
Jj=0
. V(a+v;) Vlatv,
_ (g‘/ (a)) — jV(aty ),
qil i1 - - “ o l/ ({\) /
ho=1](g" )" —g“E =g =h",

el

H(g“) o 2 gy

s

_( /(u))u_ u
where 1<i<g—1
3. Let:
—1g-2

TCu/ () HHe(g

i=0j=

o/ ff/+1

a. If T=é(g,g)"", then T, =&(h,h)"", since
g-1 g-1
[H)=O e )Q ej0)
i;fl jquol
=0 _ad)O ;0 +ey)
s
= (Zciai )(ZC;‘HOK}H +cp)
= I s g1
= (Zc,o/ )(ozz;cj aa) +00;ciai
= =

qqu

aZZa’o/c,cHl +cof (@)
=0 ;=0
q—1q-2

alY > alalce; . +— caf (@)

=0 j=0

i

Then
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g-lg=2

T, =T cf (@), H Hé(g o 7gu’ )C'.cm

i=0j=0

19-2

N
=

~ lfu/ (a) ;/_:n“"”c:f’/ﬂ
:e(g,g)“il | e(g,g)
ZZ“"‘]‘VCVH +l)£'uf(ﬂ)
— é =0 7=0 c
A(g,g)fz /
:e(gyg) (a)/a
— é(gf(ﬂ)’gf(u))l/a
:é(h,h)l/a,

b. If TezG,, then T} is a random element in G, as

well.

Observe that the decision that T equals to é(g, g)"* or a

random element in G, is equivalent to the decision that
T, equals to é(h, h)"® or a random element in G;.

Init: Adversary A outputs a challenge set of identities
S* =(Dy,---,ID, ) with n<N.

Setup:

1. Challenger C chooses a € Z), at random and let

b=[] _H.UD;)

2. C Computes U=u"""=p"*" — p=y=h" and lets
f=a(a+b), \=a. Thus, U=h", V=h"".

3. C returns A the public parameters PK=(h, U, V).
Note that since « is unknown to C , then S, A is
unknown to C as well.

o Phase I:

1. Extract Queries. Upon receiving a request on
identity ID; and ID;&S", the private key d;p=(d;,
d;,) is constructed as follows:
H,(D;)

1
dig=1r,=——=—(a+b), d;, :hiri+d+b~
vl

It is obvious that the equation (r/+a+b).(o+v;)=
H\(ID;)+f+r;A holds, since:

(r; +a+b)-(a+v,)=H,UD,))+B+r\
(n ta+b)-(a+v,)=H,UD;)+ala+b)+r«a
(r ta+b)-(a+v,)=H,(UD;)+ala+b+r)
(r, +a+b)-v, =H,(D;,)
rv, =H,(ID;)—v,;(a+b)
p =P iy,
Then

1 1 1 1

d. =h ritatb _ (h (0+",))r, +a+b __ hlh(lD,)+J+r,A
1= = =

Thus, C has successfully simulated the private
key dip=(d; o, di1).
2. Decryption Queries: To answer the decryption
query on (ID;, S, Hdr) where SCS”, ID;€S.
1. Challenger C constructs the private key d;, for
identity dip=(d. o, d;,).
2. C computes:

K =Cylec, """, .c0.a,,)
and returns to A the session key K.

e Challenge: Adversary A outputs two keys Ko,
K, €@ of equal length. C randomly chooses be {0,

1} and w €Z,. Define 7=w /. The header

Hdr" =(G;,C, C5,Cy) is calculated as follows:
Co=T))" Ky,
€ g = gy Ty _ Iy
Cz‘ — h(a+b)~w — ha(a+b)~7' — (ha(a+b))r — UT!
C; — hw — (hu)r :V T.
1. If T,=é(h, h)"",

Co=@T,) K, =(e(h,h)"*)" -K,
=e(h,h)"" K, =e(h,hY K,

s

It means that Hdr" is a valid encryption for K.

2. If T)er Gy, then c;;‘ is independent of b and Hdr" is
a valid encryption for Kj.

e Phase 2: A continues to issue queries as in phase 1
with the constraint that Hdr#Hdr" in decryption
queries.

o Guess: At last, adversary A outputs a guess
b’ €{0,13.If b’ =b thenC outputs 1 meaning T=é(g,
2)"®. Otherwise, it outputs 0 meaning T#é(g, g)"
but a random element in G;.

1. If TerG,, Prlc(Tu, T)=0]=1/2.
2. If T=é(g, @),
| Pr[C(Tu,T =é(g,g)"")=0]-1/2|>¢
Thus
P{C(Tu,T=e(g,2)"")=0]-PrCTu,T)=0]
[% + 5] - %‘ =e.
The time complexity of the algorithm C is dominated

by the exponentiations performed in the preparation
phase, thus ¢'=¢+0(0-¢*), where o is the time of one

exponentiation in G.

>

4.3. Comparison with IBBE Schemes

Since the proposed scheme is constructed adopting the
Identity Based Broadcast Encryption (IBBE)
methodology, we will compare the efficiency of our
scheme with the classical IBBE schemes in this
subsection. We can see that our scheme achieves
excellent efficiency: the sizes of public key, private
key and ciphertext are constant. In addition, encryption

requires no pairing operations (the value é(g, g) can be
precomputed and cached) and decryption requires only

one pairing operation. We also compare the proposed
scheme with other classical IBBE schemes [7, 8, 11, 13,
14, 15, 17] as shown in Table 1.

1. The sizes of public parameters in [7, 8, 11, 14, 15,
17] are linear or sublinear with the number of users
in the system, while ours is a constant. Hence, the
transmission overhead is reduced in the system
initialization phase.

2. The private key of user consists of only two
elements in 7, and thus the storage at the user is

decreased.



An Efficient Group Key Agreement Scheme for Mobile Ad-Hoc Networks

3. The sizes of ciphertext in [8, 13] grows with the
number of users in the system. In a large system, the
communication load will be tremendous for the
schemes in [8, 13], while the size of ciphertext in
our scheme is a constant and the communication
overhead remains unchanged. It means that the
length of the group key’s encapsulation will not
grow when the dynamic group is large.

4. The encryption process in [8] is quite complex. And
a large amount of matrix operations as well as one
bilinear pairing operation are required in [13]. On
the contrary, the suggested scheme has succinct
encryption process.

5. In the decryption phase, our scheme requires only
one bilinear pairing operation which is superior to
other schemes [7, 8, 11, 13, 14, 15, 17].

6. On the other hand, the security of IBBE schemes in
[11, 13, 14, 15] bases on the random oracle model

15

and the security of the proposed scheme bases on
the standard model. As is well known, the schemes
based on random oracle may not be secure [3, 10].

7. The security level of ¢-BDHE [7, 14], ¢-MBDH
[17], ¢-SDH [15], GDHE [11], g-BDHI assumptions
are almost the same and the DM3-partyDH
assumption is weaker [8]. The DBDH [13]
assumption has the highest security level. However,
the security of scheme in [13] is just claimed to be
based on the DBDH assumption, but no concrete
proof is provided.

To sum up, our scheme achieves higher efficiency
compared with the existing IBBE schemes and has the
same security level with other schemes. Thus, the
communication overhead of the network is greatly
decreased and the computation of the users is reduced.

Table 1. Comparison of our scheme with classical IBBE schemes.

g | ot rametr [ Pt e[ Gt Enert | ert [ Sordert | tardnes Assumpiion
[7] O(n) o(l) o(1) 0 2 No q-BDHE

8] OWn) OWn) 0@Wn) 0 4 No DM3-partyDH, BSD, DHSD
[11] O(n) o(l) o(l) 0 2 Yes GDHE

[13] o) o) o) 1 2 Yes DBDH

[14] o) ) o) 0 2 Yes ¢-BDHE

[15] O(n) o(l) o(l) 0 2 Yes q-SDH

[17] o) o) o) 0 2 No ¢-MBDH

Ours o(l) o(l) o(l) 0 1 No q-BDHI

Note: ¢-BDHE: Decisional g-Bilinear Diffie-Hellman Exponent Assumption. 9-MBDH: Decisional Modified ¢-Diffie-Hellman Assumption.
q-BDHI: Decisional ¢-Bilinear Diffie-Hellman Inverse Assumption. GDHE: General Diffie-Hellman Exponent Assumption.
DM3-partyDH: Decision (Modified) 3-party Diffie-Hellman Asssumpti BSD: Bilinear Subgroup Decision Assumption.

DHSD: Diffie-Hellman Subgroup Decision Assumption. DBDH: Decisional Diffie-Hellman Assumption.

Random Oracle: whether the proof of the scheme is in the random oracle model or not.

Table 2. Performance of the scheme.

Size of
Receiver | Setup (ms) | Extract (ms) | Encrypt (ms) | Decrypt (ms)

Group
10 27.16561 9.13291 39.69668 27.95358
50 28.08979 9.1751 40.66453 27.83678
100 28.59665 9.38493 39.62374 27.85966
500 27.60003 9.50501 40.17305 28.20485
1000 27.67119 9.35124 40.4944 28.3703
1500 27.61146 9.40652 40.52392 28.52391
2000 27.61858 9.35386 40.70501 29.01165
2500 27.53885 9.74105 41.25094 29.16044
3000 27.56956 9.70953 41.03913 30.4741
3500 27.42004 9.40364 41.48192 29.36541
4000 27.8233 9.68222 42.62817 31.03555
4500 27.34706 9.69421 42.1089 30.57155
5000 27.74195 9.30824 42.34315 30.82534

4.4. Efficiency

This group key agreement scheme has been tested in C
language using the Pairing-Based Crypto-graphy (PBC)
Library [19]. The type-A elliptic curve parameter is
chosen, which provides equivalently 1024bit discrete

logarithm security strength and the group order is
160bit. All tests are run on a PC with a 2.0GB of the
memory and Pentium Dual core CPU (3.3GHz)
running Windows XP system.

We show in Figure 1 and Table 2 the execution time
in each process under different n values, where 7 is the
size of receiver group. When n grows from 1 to 5000,
the cost of time remains stable in each phase. Thus, the
proposed scheme is desirable for large scale MANETS.

e setup time

—&— Extract time
—d— Encrypt time
—y— Decrypttime

Time (ms)

o] : : : i :
] 000 2000 3000 4000 5000
Size of group

Figure 1. Time efficiency of the scheme.



16 The International Arab Journal of Information Technology, Vol. 10, No. 1, January 2013

5. Conclusions

We propose an efficient provably-secure key
agreement scheme based on IBBE approach for mobile
Ad-hoc networks. Our scheme is computationally
efficient. When a new mobile Ad-hoc network is
constructed, the proposed scheme only needs to add or
exclude that member's ID during the execution of
encryption phase to obtain a new group key, which is
more efficient than the previous schemes. A desirable
property of the suggested scheme is that the
encapsulation of group key remains constant so that the
communication overhead is unchanged no matter what
the network’s scalability. Furthermore, under the ¢ -
BDHI assumption, the proposed scheme is provably
secure without relying on the random oracles.
Compared with the existing IBBE schemes, our
scheme is more efficient and achieves the same
security level with other schemes.
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