The International Arab Journal of Information Technology, Vol. 10, No. 3, May 2013 215

Enhancements of a Three-Party Password-Based
Authenticated Key Exchange Protocol

Shuhua Wul, Kefei Chenz’s, and Yuefei Zhu'
'Department of Network Engineering, Information Engineering University, China
*Department of Computer Science and Engineering, Shanghai Jiaotong University, China
*Institute of China Electronic System Engineering Corporation, China

Abstract: This paper discusses the security for a simple and efficient three-party password-based authenticated key exchange
protocol proposed by Huang most recently. Our analysis shows her protocol is still vulnerable to three kinds of attacks:
1). undetectable on-line dictionary attacks, 2). key-compromise impersonation attack. Thereafter we propose an enhanced
protocol that can defeat the attacks described and yet is reasonably efficient.

Keywords: Password-based, authenticated key exchange, three-party, dictionary attack.

Received June 2, 2010; accepted March 1, 2011; published online March 1, 2012

1. Introduction

To communicate securely over an insecure public
network, it is essential that secret keys are exchanged
securely. Password-Authenticated Key Exchange
(PAKE) protocol allows two parties holding a same
memorable password to agree on a common secret
value (a session key) over an insecure open network. It
also seems more convenient since human-memorable
passwords are simpler to use than, for example, having
additional cryptographic devices capable of storing
high-entropy secret keys.

The intrinsic problem with password-based protocols
is that the memorable password, associated with each
user, has low entropy, so that it is not easy to protect
the password information against so-called dictionary
attacks. Generally, we can divide such attacks into the
following three classes [18]:

e Off-Line Dictionary Attacks: Only by using the
eavesdropped information, an attacker guesses a

password and verifies its guess in an off-line manner.

No participation of the honest client or the server is
required, so these attacks can not be noticed.

o Undetectable On-Line Dictionary Attacks: An
attacker tries to verify a password guess in an on-line
transaction. However, a failed guess can not be
detected by the honest client or the server, since one
of them is not able to distinguish a malicious request
from an honest one.

e Detectable On-Line Dictionary Attacks: Similar to
above, an attacker attempts to use a guessed
password in an on-line transaction. Using the
response from the honest client or the server, it
verifies the correctness of its guess. But a failed

guess can be detected by the honest client or the
server.

Among these attacks, detectable on-line dictionary
attacks are unavoidable and should be handled by
taking additional precautions such as logging failed
protocol attempts and invalidating the use of the
password after a certain number of failures. However,
both off-line and undetectable on-line dictionary
attacks are serious attacks against password-based
settings so that a secure password-based protocol
should ideally resist the two types of attacks.

1.1. Related Works

The first PAKE protocol, known as Encrypted Key
Exchange (EKE), which was suggested by Bellovin
and Merritt [5]. Subsequently, many other two-party
PAKE protocols have been proposed (e.g., [1, 3, 7, 14,
20]). Because two-party PAKE protocols are not
suitable for the large peer-to-peer architecture (e.g.,
[11]), many researchers have recently begun to study
the Three-Party PAKE (3PAKE) protocols (e.g., [2, 15,
16, 17, 18]), in which a Trusted Server TS exists to
mediate between two communication parties to allow
mutual authentication and each user only needs to
share one password with the common server.
Unfortunately, some of them are not efficient enough
to be used in practice (e.g., [2, 17]), the others are not
secure (e.g., [15, 16, 18]). Later, two efficient three-
party password-based key exchange protocols were
proposed by Abdalla and Pointcheval [4] and Lu and
Cao [19] respectively. However, the two schemes
were still found insecure against undetectable on-line
dictionary attacks or off-line dictionary attacks in [8, 9,
10, 13, 21, 22] respectively. Problems in them
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illustrates that the design of such protocols remains a
hard problem despite years of research.

1.2. Contribution

Most recently, to the best of our knowledge, Huang
[12] also proposed a simple 3PAKE protocol, which is
more efficient than previously proposed schemes. She
claimed that her protocol could resist against various
dictionary attacks and was suitable for some practical
scenarios. Unfortunately, we find that some security
weaknesses still remain in her protocol. In this paper,
we first show her protocol is still vulnerable to kinds of
attacks:

1. Undetectable on-line dictionary attacks.
2. Key-compromise impersonation attack.

Thereafter we propose an enhanced protocol that can
defeat the attacks described and yet is reasonably
efficient. Please note, independently of and
concurrently to our work, Yoon and Yoo [24] also
found the security weaknesses of Huang's protocol.
However, they did not suggest any countermeasures.

1.3. Organization

The remainder of this paper is organized as follows:
Section 2 briefly reviews Huang’s three-party
password-based authenticated protocol. Section 3 then
reveals three weaknesses existing in Huang’s protocol.
Section 4 presents an enhanced 3PAKE protocol along
with its and security analysis and performance analysis.
Finally, conclusions is presented in section 5.

2. Review of Huang’s Protocol

This section describes the 3PAKE protocol proposed by
Huang [12], starting with some notations.

2.1. Notations

The notations used in their protocol are described as in
the following:

A, B: Two identity of clients (users).

TS: A TS (remote server).

pwa(pws): The password shared between user A4
(resp. B) and T8.

p: A large prime number such that p-/ has a large
prime factor ¢ (g >2%°).

e g: A generator with order ¢ in GF (p).

G: The cyclic group generated by g.

@: An exclusive-or operator.
h(): A public one-way hash function.

2.2. Protocol Description

There are three entities involved in the protocol: the
authentication server 7S, and two users 4 (initiator) and

B (responder) who wish to establish a session key
between them. Each user’s password is assumed to be
shared with the server 7S via a secure channel. As
illustrated on Figure 1, A and B authenticate each
other with TS’s help, then 4 and B can share a
common session key K. The details will be described
in the following steps. Here, we just follow the
description in [12].

e Step 1. User A chooses a random number x and
computes R,=(g" mod p)®h(pw,, A, B), then sends
(4, Ry) to user B.

e Step 2. User B also selects a random number y and
computes R, =(g’ modp)®h(pw ,,4A,B), then
forwards (4, Ry, B, Rp) to TS.

e Step 3. Upon receiving (4, Ry, B, Rp), the TS first
uses pw, and pwp to compute g'=R,Dh(pw,, A, B),
g’ =R, ®h(pwy, A, B) respectively. Then, TS

chooses number z and

computes a=g"* modp, b =g’ modp . Finally,
TS send (Z,, Zp) to user B, where Z,=b@h(pw,, g')
and Zz=a®h(pws, g").

o Step 4. When B receives (Z, Zgp), it uses its
password pwp and g’ to obtain a=Zz@h(pws, &),
and uses the random number y to compute the
common session key K=a'=(g“)'=¢"* mod p and
Sz=h(K, B). Next, user B forwards (Z,, Sp) to user
A.

o Step 5. After receiving (Z,, Si), user 4 also uses its
password pw, and g* to derive b=Z,Dh(pw,, &),
and uses the random number x to obtain the
common key K=b"=(g"")'=g¢g"* mod p. Then, A
checks whether Sz=A(K, B) holds or not. If it does
not hold, 4 terminates the protocol. Otherwise, 4 is
convinced that K=g™* is a valid session key. Then,
A computes S;=h(K, A) and sends it to user B.

e Step 6. Upon receiving Sy, user B verifies whether
S,=h(K, A) holds or not. If it does not hold, B
terminates the protocol. Otherwise, K is a valid
session key. Both the users 4 and B can use this
session key K for secure communication. Here, K is
only used for one session.

another random

3. Weaknesses of Huang’s Protocol

In this section, we will show that, unfortunately,
Huang’s protocol [12] is vulnerable to an undetectable
on-line dictionary attack. In addition, we also shows
that her protocol can not offer resilience against key-
compromise impersonation.

It is worth mentioning that, Yoon and Yoo [24] also
found Huang's protocol is not secure to undetectable
on-line dictionary attacks. Besides, they also provide
two simple and efficient off-line password guessing
attacks on Huang’s protocol. More information about
it is referred to [24].
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3.1. Undetectable On-line Dictionary Attacks

In this subsection, we demonstrate Huang’s protocol
[12], falls to an undetectable on-line password guessing
attack, by which an adversary is able to legally gain
information about the password by repeatedly and
indiscernibly asking queries to the authentication
server.

In the following, we show any adversary A can
mount an undetectable online dictionary attack even
without knowing any password. The attack scenario is
outlined in Figure 2. A more detailed description of the
attack is as follows:

1. The adversary A first chooses a random number X
and guesses two password pw ;and pw . Then A

computes X =g" and simply sets Rg=X&h( pw;, 4, B)
and R,=X&@h( pw’, A, B). Finally, A sends (4, R,
B, Rp) to TS. For simplicity, we denote R,@h(pw,, A,
B) and Rz@h(pwp, A, B) by o and f respectively.
Therefore, if the guessed passwords pw and
pw, are the correct passwords of 4 and B

respectively, both the a value and the £ value will be
identical with the X value.

2. Upon receiving (4, Ry, B, Rp), the TS first uses pwy
and pwg to compute a=R,@h(pw, A, B),
L=Rz@h(pws, A, B) respectively. Then, TS chooses
another random number z and computes a=« mod p
and b=f" mod p. Finally, TS send (Z,, Zp) to user B,
where Z,=b®h(pw,, ) and Zg=a@h(pws, b).

3. A intercepts the message (Z;, Zz) and uses X,
pw’ and pw) to obtain a=Zz@h( pw,, X) and
b'=Z,@h( pw’, X). Then it verifies whether the
computed 5 value and ¢ value are identical or not.
As mentioned before, if both pw; and pw, are the

correct passwords of 4 and B respectively, the a
value and the £ value will be identical with the X
value. Accordingly, the examination of whether the
computed b’ value and @' value are identical will be
successfully verified since a =a=(cof mod p)=(X° mod
p)=(F° mod p)=b=b occurs in that case. In brief, if
the computed b’ value and a’ value are equivalent, it
implies that A does guess the correct passwords of
user 4 and B respectively. Otherwise, A repeatedly
performs the steps 1, 2, and 3 while 7S never detects
a failure of A ’s malicious trial. Finally, once the
examination is successfully verified, A believes
that it actually guesses the correct passwords of user
A and B.

Obviously, the above attack scenario shows that
Hwang’s scheme cannot prevent the secret password
from being known even by an outsider attacker while
user 4 and B need not be present at all. One can easily
remark that if the adversary is an insider attacker, say 4,
he can similarly guess B’s password more efficiently. A

more detailed description of the attack is as follows:

1. As a preliminary step, the adversary records the
first message (4, R4) sent from A to B during an
honest execution of the protocol. Later, B indeed
mounts an attack by initiating a new session.

2. B first guesses a password pw ; , and then computes

X =R, ®h(pw, A, B) for an unknown number
in Z, . Then he simply sets Ry=X@h(pws, A, B).

Finally, B sends (4, R4, B, Rp) to TS. For simplicity,
we denote R,@h(pw,, A, B) and Ry@h(pws, A, B)
by a and [ respectively. Therefore, if the guessed
password pw  is 4’s correct password, both the a

value and f value will be identical with the X value.

Here we assume both a and £ fall into GF(p) with
high probability, otherwise one can mount a
partition attack as described previously.

3. Upon receiving (4, Ry, B, Rp), TS operates as
specified in step 3 of the protocol. The 7' first uses
pw, and pwp to compute =R, @Ph(pw,, A, B) and
L=Rz@h(pws, A, B), respectively. Then, TS chooses
another random number z and computes a=a mod
p, b= mod p. Finally, TS sends (Z,, Zp) to user B,
where Z,=b@h(pw,, ) and Zg=a@h(pws, b).

4. When B receives (Z,, Zp), it uses its password pwg
and X to obtaina'=Z, ® h(pw,,X) , and on the
other hand, it also uses pw ) and X to compute
b'=Z,@h( pw, X). Then it verifies whether

computed b’ value and a’ value are identical or not.
As mentioned before, if the pw ; value is identical

to the pw, value, both the o value and f value will
be identical with the X value. Accordingly, the
examination of whether the computed 4 value and d
value are identical will be successfully verified
since b =a =(X° mod p) occurs in that case. In brief,
if the computed b’ value and a' value are
equivalent, it implies that B does guess the correct
password of User 4. Otherwise, B repeatedly
performs the steps 2, 3 and 4 while 7S never detects
a failure of B’s malicious trial. Finally, once the
examination is successfully verified, B believes that
it actually guesses the correct password of user A.

In our attacks, an adversary tries to break the security
of a scheme by a brute-force method, i.e., it tries
online all possible combinations of secret keys in a
given small set of values while 7S can not detect any
malicious trial at all. Even though these attacks are not
very effective in the case of high-entropy keys, they
can be very damaging when the secret key is a
password since the attacker has a non-negligible
chance of winning [3]. As a result of the two attacks,
the authentication mechanism of the protocol is
completely compromised because the adversary can
impersonate that user with the knowledge of its
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password and thus nothing is guaranteed for future
sessions. We will explore effective countermeasures in
next section.

User A User B Trusted server T'S
PwA rwg
TC 2y ycZ; zCZg
1. By = g% @ hipwa, A, B)

2. Rg = ¢¥ @ h(pwg, A, B)
ARaBRa 4 = o e A, B)
g¥ = Rg & h(pwg, A, B)
a= g% b= g¥
Za=b&h(pwa,q*)
Zg =ad hipwg,g¥)
4.a=Zp®h(pwr, ') Falds
K =a¥ = g*%
Sp=h(K,B)
5.b="Za @ h(pwa,g) FaSs
K =" = g*¥*
verify: Sg = h(K, B)
S4=h(K, A)

S, P
24, check : Sy = h(K, A)

Figure 1. Huang’s protocol.

Adversary A Trusted server T'S

1. Randomly select 7 7y and guess pwy and pup
Computes X = g”f and sets
Ra=X&h(pu)y, A B)

Rp =X @h(pwy, A, B)

Ala bRy 2. Randomly select z € Z; and computes
a =Ry & hipwy, A B)
f=Rp&hipwp,4,B)
a=ao' b=§
Zy=b@h{pug,a)
Zp =a& h{pwp, )
3. Computes d=Z L h(pu"‘B. X) Jals
and b =74 & h(pwly X)

Checks b ; d

Figure 2. Undetectable on-line password guessing attack on Huang's
protocol.

3.2. Key-Compromise Impersonation Attack

When the long-term key of a communicating entity is
compromised, the adversary will be able to masquerade
as the entity but the situation will be even worse if the
adversary can also masqueraded as another
communicating entity. We say a protocol offers
resilience against key-compromise impersonation if it
can prevent this attack. This security property is a
desirable one that any given key exchange protocol is
expected to possess [6]. One can easily remark that, in
Huang’s scheme, if 4’s password pw, is compromised
(this assumption is reasonable because the users may be
careless or unskilled at protecting their passwords), the
adversary A can not only masquerade as 4 to interact
with B but also he can masquerade as B to interact with

A successfully. More specifically, upon intercepting
(4, R,) sent by A4 in step 1, A uses pw, to
compute g* =R, ®h(pw,,4,B) , selects a random

number y and computes Z, =(g* mod p)® h(pw,,g").
Then he computes K=(g") mod p and Sz=h(K,B) and
sends (Z,, Sp) to user A as if it was originated from B.
As a result, A will think A is B while the latter is
never present at all. In other words, her scheme can
not provide resilience against key-compromise
impersonation. The weakness would be very
damaging in some scenario, say, where B is a boss and
A is his assistant. Then A would be able to
masquerade as the boss to give commands to his
assistant.

4. Enhanced Protocol

In this section, we present an enhanced protocol,
which is based on the two-party protocol in [7] and
then make some analysis on its performance.

4.1. Description

First, we define some notations used in our scheme.
Let G be the cyclic group generated by g with large
prime order ¢; and H:{0,1}* — {0,1}' a secure hash
function, where / is a security parameter. In our
protocol, we assume the two users (or clients) 4 and B
willing to establish a common secret session key share
passwords PW,,PW, e G respectively with a common

server TS. We also assume that the 7S has a
private/public key pair: (S, Q) with O=g’. The public
parameters (H,q,g,G,0Q) have been fixed in

advance and are known to all parties in the network.
The simplified description of the new protocol is

given in Figure 3, where . denotes concatenation of bit
strings. The details will be described in the following:
e Step 1. User A chooses two random numbers
r,w, €Z, and computes R, =g ®PW,, T, =Q"
and W=g". Then it
7ys =H(AIBITS IR AW, I PW,|IT,) and
(4,R,W,,7,) touser B.
e Step 2. Upon receiving(4, R,, W ,,7,,), User B

compute
sends

also selects two random numbers 7, w, € Z, and
computes R, =g"” ®PW,, 1, =0 and W, =g"*. Then
it computes 7, o =H(B||TS|| Al R, ||W || PW,||T,), then
forwards (4, Ry, W4, Tys, B, Rp, W, Tps) to TS.

o Step 3. Upon receiving (4,R4, W, Ty5,B,Rp, W5, T.5)
the TS first T,=(R,®PW,)" and
T, =(R, ®PW,)’ (should not be 0 or 1) and then
uses them to check 7, and 7, ; respectively in a

computes

straight way. TS detects failure of a malicious trial



and thus terminates if either of them is valid or
moves to the next phase otherwise. Finally, TS
computes 7 , = H(TS||.4l| BI| R, || W,|| PW,||T,) and

z5.5 = H(TS|| B|| Al R,||W,|| PW,]|T,) and then sends
(754,75 ) touser B.

Step 4. Upon receiving (zg ,,7 ), B first checks
the validity of 7 , using Tj. If that value is invalid,

B detects failure of a malicious trial and thus
terminates the protocol. Otherwise, it

computes K =W,” , and uses this value to compute
the common session key SK =H(A|| B||W || W,|| K)
and S, =H(SK||B). Next, user
Wy,75 ,,S;) touser 4.

Step 5. After receiving (W,

B forwards

S,), user A first

72-5,,47
checks the validity of z , using 7. If that value is

invalid, 4 detects failure of a malicious trial and thus
terminates the protocol. Otherwise, it

computes K =W, , and uses this value to obtain the
common key SK =H(A|| B||W ||W;]|K) . Then, A
also checks whether S, = H(SK|| B) holds or not. If it
does not hold, 4 terminates the protocol. Otherwise,
A is convinced that SK is a valid session key and
accepts it. Then, 4 computes S, =H(SK]| 4) and
sends it to user B.

Step 6. Upon receiving S, user B verifies whether
S, =H(SK ||.A) holds or not. If it does not hold, B

terminates the protocol. Otherwise, SK is a valid
session key. Both the users 4 and B can use this
session key SK for secure communication. Here, SK
is only used for one session.

Note 1. Now the relation for helping to guess the
password in section 3.1 is not available to the
intruder since each message is sent along with its
authenticator so that any failure of a malicious trial
can be detected. And one principal will invalidate or
block the use of a password whenever a certain
number of failed attempts occur. Therefore, the
attack in Figure 3 is not possible either.

Note 2. Although Q is TS ’s public key, it can be

“hard-coded"” into any implementation of the
protocol on the client side as other public
parameters, say g . We can do so just because all the

users resort to a single common server 7S for
authenticating each other in the three-party PAKE
protocols. Therefore, our protocol still provides
password-only authentication but does not require
complex Public-Key Infrastructure (PKI).
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User A User B Trusted server T'5
PW, PWg (5.0 =g")
ra €75 rg € 75
1 Ry =g & PW,y
Ta=qr2

Ta,6 = H(A||B||TS|Ra || PW4||Ta)
ARATaS 2 Rp =g @ PWg
Te=qQrs
78,5 = H(B|TS||A|Rg | PWg||Ts)
ABaras B Reres 3.Ts = (Rac PWa)®
Tg = (R5 & PWg)*
check 74,5 and 7g 5
z €25 Wa=(Tp)" Wb =(Tay
75,4 = HITS|A||B]| Ra |[Wa | PWa|[Ta)
5,8 = H{T'S||B||A| Rp|Wa||PWa|TEa)
4 chock 7 & Wairs,a:Wairs,p
K =W
SK = H{A|B||W.a|[We | K)
Sp =H(SK||B)
5 check 75 4 Wairs,.aWe.5e
K=wp
SK = H{A|B|Wa|Wgs|K)
verify: Sg = H(SK||B)
Sa =H(SK||4)
Accept SK
Za, 6. verlfy : 54 = H(SK|lA)
Accept SK

Figure 3. Our enhanced protocol.

How the Password Becomes an element in G. Since
the password PW appears as an element of G in the
computations for our 3PAKE, some additional
function is needed to obtain this element from the
password string password, as in [1]. In the protocol
description, we do not care about details of the
function and simply use the result PW (in group G) as
the “effective password” instead: anyone knowing PW
is actually able to impersonate the client or the server,
and attacking the protocol reduces to finding PW. In
other words, at the protocol level, PW is the password
needed for authentication and password is just a way
to remember it.

4.2. Security

The security of our protocol mainly relies on the
Computational Diffie-Hellman (CDH) assumption:

given X=g* and Y =g”, where x and y are drawn

randomly from Z, it is computationally infeasible to

compute g* (denoted by CDH,(X,Y)). Furthermore,
we further assume its decision problem, i.e., DDH, is
also hard.

Now we provide the intuitive understanding the
security for our protocol. One can easily get the
following facts:

1. The adversary can not successfully impersonate 7.S
to a wuser, say A, because he can not
compute CDH,,(R, ®PW ,,0) when R,

generated by A4 based on the hardness of CDH
problem and thus he can not reply with a valid
authenticator 7, , for 4’s challenge R, .

2. Similarly, the adversary can not impersonate a user,

The correctness of our protocol follows from the
say A4, to send 7S a new valid message (R,,7, )

fact that, in an honest execution of the protocol,

T,=0" =R, T,=0" =R, and K=W,' =W’ . unless he guessed A4’s correct password, based on

CDH assumption.
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3. The adversary may impersonate a user, say 4, to
replay to 7S such a message (R,,7,) previously

generated by A but he can not successfully establish
a session key with B because he can not know

CDH 26 W ,,W,) when W, and Wy generated by 7S

based on the hardness of CDH problem and thus can
not reply with a valid authenticator S, to B.

According to facts 1 and 2 each party in our scheme
can naturally detect failure of a malicious trial. On the
other hand, one principal will invalidate or block the
use of a password whenever a certain number of failed
attempts occur. Therefore, our scheme can resist
password guessing attacks. Based on facts 1, 2 and 3,
one can easily remark that the attacker can not
impersonate B to A even with the knowledge of the
latter’s password. That is, our scheme can resist against
key-compromise impersonation attack. Based on the
above analysis, an adversary should not be able to
establish any session keys with honest legal users. For
the session keys established between any two honest
legal users, the attacker can not retrieve any
information about them because he can not know
CDH , W ,,W ;) based on CDH assumption.

4.3. Performance

Our protocol is reasonably efficient. The efficiency is
measured by the following two aspects:

e Communication Cost: The number of
communication steps during the execution of
protocol.

e Computation Cost: The computation complexity of a
participant.

In what concerns Computation Cost, we only count the
number of exponentiation, which entails the highest
computational ~ complexity, and neglect the
computational complexity of all other operations such
as Hash computation, which can be done efficiently.
The details of comparisons between our protocol and
the previously proposed efficient schemes so far as I
know are shown in Table 1.

Table 1. Comparisons with related works.

Computation L.
N Communication
Schemes Cost Cost
User Server

Abadi et al.’s Scheme[2] 4 4 10
Wang and Hu’s Scheme[23] 4 4 8
Kim and Choi’s Scheme[13] 5 6 5
Guo et al.’s Scheme[10] 6 10 5
Chung and Ku’s Scheme[9] 4 6 5
Huang’s Scheme|[12] 2 2 5
Our Scheme 3 4 5
"Note Abadi et al.’s scheme in [2] and Wang and Hu’s scheme in [23]
are assumed to have been appropriately instantiated with efficient
components recommended respectively.

As shown in Table 1, in one run of the enhanced
protocol, each user performs three exponentiations and
the 7S performs four exponentiations. Although our
protocol is not better than Huang’s protocol, it is still
more efficient than other schemes in [2, 9, 10, 13, 23].
However, Huang’s protocol did not guarantee
resistance against undetectable online dictionary
attack or offer key-compromise impersonation
resistance at all. In contrast with all these previous
solutions, our scheme can resist both types of attacks.
Given the better security guarantees, the performance
of our scheme may be considered quite reasonable.

5. Conclusions

In this paper, we have demonstrated that Huang’s
three-party password-based authenticated protocol is
still vulnerable to three kinds of attacks: 1).
undetectable on-line dictionary attacks, and 2). key-
compromise impersonation attack. Thereafter we have
proposed an enhanced protocol that can defeat the
attacks described and yet is reasonably efficient.
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