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Abstract: Wireless Mesh Networks (WMNs) have become one of the important domains in wireless communications. They 

comprise of a number of static wireless routers which form an access network for end users to IP-based services. Unlike 

conventional Wireless Local Area Network (WLAN) deployments, wireless mesh networks offer multihop routing, facilitating 

an easy and cost-effective deployment. In this paper, an efficient and secure multicast routing on such wireless mesh networks 

is concentrated. This paper identifies the novel attacks against high throughput multicast protocols in wireless mesh networks 

through Secure On-Demand Multicast Routing Protocol (S-ODMRP). Recently, Sybil attack is observed to be the most harmful 

attack in WMNs, where a node illegitimately claims multiple identities. This paper systematically analyzes the threat posed by 

the Sybil attack to WMN. The Sybil attack is encountered by the defense mechanism called Random Key Predistribution 

technique (RKP). The performance of the proposed approach which integrates the S-ODMRP and RKP is evaluated using the 

throughput performance metric. It is observed from the experimental result that the proposed approach provides good security 

against Sybil attack with very high throughput. 
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1. Introduction  

Wireless Mesh Networking (WMN) is a rising 

technology since it offers low-cost high bandwidth 

community services that supports several vital 

applications such as Internet access provisioning in 

rural areas, municipal and metropolitan networking for 

emergency and disaster recovery, security surveillance, 

and information services in public transportation 

systems [7, 13]. The routers automatically set up and 

maintain mesh connectivity among themselves, making 

WMNs dynamically self-organized and self-configured 

networks [8].  

Multicast is a vital technology for future wireless 

networks [3]. It offers competent communications 

among a group of nodes, and assists at minimizing the 

bandwidth consumption of several applications and 

services such as service discovery, video conferencing, 

distributed gaming, etc. This is especially suitable in 

wireless environments where bandwidth is limited and 

several users are sharing the same wireless channels. 

The nodes occasionally send probes to their 

neighbors to compute the quality of their adjacent links 

in a classic high-throughput multicast protocol. But, 

this hypothesis is hard to assure in wireless networks 

that are vulnerable to attacks due to nature of the 

medium and the multihop characteristic of the 

communication. Several vulnerabilities are present in 

the protocols for WMNs. These vulnerabilities may be  

utilized by the attackers to decrease the performance of 

the network. The nodes in a WMN depend on the 

cooperation of the other nodes in the network. As a 

result, the Medium Access Control (MAC) layer and 

the network layer protocols for these networks 

generally assume that the participating nodes are 

trustworthy and well-behaving with no malicious 

intentions. But, certain nodes in a WMN may act in a 

selfish manner or may be compromised by malicious 

users.  

This paper mainly focuses on the Sybil attacks in 

WMNs. In the Sybil attack [1], a malicious node 

behaves as if it were a larger number of nodes, for 

instance by impersonating other nodes or simply by 

claiming false identities. In the worst case, an attacker 

may construct a random number of additional node 

identities, using only one physical device. 

There are various research work on using high 

throughput metrics to enhance performance in wireless 

networks but the investigations on the security 

implications is relatively rare. The earlier researches 

mainly concentrated on vulnerabilities of unicast 

routing protocols that use hop count as a metric [12]. 

This work focuses on the secure high-throughput 

multicast routing in WMNs through Secure On-

Demand Multicast Routing Protocol (S-ODMRP) and 

Random Pre Key distribution (RKP). 
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2. Literature Survey 

Security in WMN is critical for the deployment of 

various wireless services. Dong et al. [6] focused on 

providing data confidentiality for group 

communications in WMNs. The author proposed a 

novel protocol framework called Secure Group 

Overlay Multicast (SeGrOM) that make use of 

decentralized group membership, supports localized 

communication, and utilizes the wireless broadcast 

nature to attain competent and secure group 

communication. The author examined the performance 

and discussed the security properties of the protocols. 

The author demonstrated through simulations that the 

proposed protocols provide good performance and 

incur a significantly smaller overhead than a baseline 

centralized protocol optimized for WMNs. 

Curtmola and Nita-Rotaru [5] identified 

vulnerabilities of on- demand multicast routing 

protocols for multi-hop wireless networks and 

discussed the problems faced in designing mechanisms 

to defend against them. The author proposed 

Byzantine-Resilient Secure Multicast Routing 

(BSMR), a novel secure multicast routing protocol that 

withstands insider attacks from colluding adversaries. 

The proposed protocol is a software-based solution and 

does not need further specialized hardware. The 

simulation result shows that BSMR effectively 

mitigates the identified attacks. 

3. Routing Techniques in High-Throughput 

Multicast Networks 

A multihop wireless network is considered where 

nodes take part in the data forwarding process for other 

nodes. A mesh-based multicast routing protocol is 

considered which sustains a mesh connecting multicast 

sources and receivers. Path selection is carried out 

depending on a metric considered to maximize the 

throughput.  

3.1. Overview of Metrics to Attain High-

Throughput 

Conventionally, routing protocols have used hop count 

as a path selection metric [3]. In static networks, this 

metric is observed to attain suboptimal throughput as 

paths likely to include lossy wireless links [4]. Thus, 

recently, the focus has shifted toward high-throughput 

metrics that look for to maximize throughput by 

choosing paths depending on the quality of wireless 

links. In such metrics, the quality of the links to/from a 

node’s neighbors is calculated by periodic probing. 

The metric for a whole path is attained by aggregating 

the metrics reported by the nodes on the path. 

Several high-throughput metrics for multicast were 

available in the literature. Most of these metrics are 

adaptations of unicast metrics to the multicast setting 

by considering the basic differences between unicast 

and multicast communication. Transmissions in 

multicast are less consistent than in unicast for several 

reasons. A packet in unicast is sent reliably using link-

layer unicast transmission, which comprises of link-

layer acknowledgments and probably packet 

retransmissions; but in multicast, a packet is sent 

unreliably using link-layer broadcast, which does not 

include link-layer acknowledgments or data 

retransmissions. Additionally, unicast transmissions 

are preceded by a Request To Send/Clear To Send 

(RTS/CTS) exchange where as in multicast, there is no 

RTS/CTS exchange, which increases collision 

probability and decreases transmission reliability. 

Thus, this research mainly focuses on the multicast 

transmission and its security. Security has become a 

vital factor in multicast routing. Several attacks are 

available in the WMNs. This research mainly focuses 

on the Sybil attack and its defense mechanisms. 

3.2. Secure On-Demand Multicast Routing 

Protocol  

This paper uses S-ODMRP through a novel defense 

scheme RateGuard to accommodate high-throughput 

metrics. 

S-ODMRP assures the delivery of data from the 

source to the multicast receivers even in the existence 

of Byzantine attackers, provided the receivers are 

reachable via non-adversarial paths [7]. In order to 

attain this, S-ODMRP uses a integration of 

authentication and rate limiting approaches against 

resource consumption attacks and a novel approach, 

RateGuard, against the more tough packet dropping 

and mesh structure attacks, comprising metric 

manipulations and JOIN REPLY dropping. 

Source message authentication is used by the S-

ODMRP to eliminate processing non-authenticated 

messages. This avoids a variety of attacks. 

The attacks on the mesh structure and packet 

dropping attacks are more challenging to defend, 

especially, in the context of high-throughput metrics.  

Rate Guard depends on the study that in spite of the 

attack approach, either by dropping JOIN REPLY, 

metric manipulations, or by dropping packets, attackers 

do not affect the multicast protocol unless they cause a 

drop in the Packet Delivery Ratio (PDR) [9]. A 

reactive technique is adopted in which attacker nodes 

are identified via a measurement-based detection 

protocol component, and then isolated through an 

accusation-based reaction protocol component. 

Finally, in order to deal with the metric poisoning 

effect due to metric manipulation attacks, the metric in 

the whole network is refreshed shortly after attack 

detection. In SODMRP, the metric refreshment is 

achieved automatically through the periodic JOIN 

QUERY messages. 
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3.3. Mesh Creation in S- ODMRP 

The source node S occasionally broadcasts to the 

whole network a JOIN QUERY message to refresh the 

membership information and to update the routes. The 

JOIN QUERY message is signed by S and is 

propagated through a weighted flood suppression 

approach. Nodes that have legitimate signatures alone 

process JOIN QUERY messages and that are obtained 

from nodes not accused presently. 

The JOIN REPLY messages are then sent from 

receivers back to S along optimal paths as defined by 

the high throughput metric, leading to the creation of 

the FORWARDING GROUP (the multicast mesh).  

This guarantees that good paths are still used, even 

if legal nodes on these paths are incorrectly accused. 

3.3.1. Limitations of S-ODMRP 

S-ODMRP limits a node to blame at most one other 

node at a time. This shows that attacker nodes should 

be a minority in the network. Alternatively, some 

attacker nodes will be left unaccused and will be 

susceptible to attacks and deny service to many 

receivers through metric manipulation. Moreover, this 

approach is not suitable for the Sybil attacks. To 

overcome the above limitations, this research work 

uses Random Key Pre-distribution (RKP) [10] 

technique which is integrated with the S-ODMRP to 

defend against the sybil attacks. 

4. Sybil Attack Overview 

Sybil attack is defined as a malicious device illicitly 

taking on multiple identities. A malicious device's 

additional identities are referred to as Sybil nodes. In 

order to better understand the implications of the Sybil 

attack taxonomy is developed of its different forms. 

Three orthogonal attributes such as direct vs. indirect 

communication and fabricated vs. stolen identities are 

considered in this approach. 

 Attributes 1: Direct vs. Indirect Communication 

Direct Communication: One way to carry out the 

Sybil attack is for the Sybil nodes to communicate 

directly with legitimate nodes. When a genuine 

node sends a radio message to a Sybil node, one of 

the malicious devices listens to the message. 

Similarly, messages sent from Sybil nodes are in 

fact sent from one of the malicious devices.  

 Indirect communication: In this version of the 

attack, no legitimate nodes are able to communicate 

directly with the Sybil nodes. Instead, one or more 

of the malicious devices claims to be able to reach 

the Sybil nodes. Messages sent to a Sybil node are 

routed via one of these malicious nodes, which 

make up to pass on the message to a Sybil node. 

 Attributes 2: Fabricated vs. Stolen Identities A Sybil 

node can obtain an identity in one of two ways. It 

can make a new identity, or it can take an identity 

from a genuine node. 

 Fabricated identities: In some scenarios, the 

attacker can simply generate random new Sybil 

identities. For instance, if each node is identified by 

a 32-bit integer, the attacker can simply allocate 

each Sybil node a random 32-bit value. 

 Stolen identities: Given a method to identify 

genuine node identities, an attacker cannot fabricate 

new identities. For instance, suppose the name space 

is deliberately limited to prevent attackers from 

inserting new identities. In this scenario, the attacker 

requires to assign other legitimate identities to Sybil 

nodes. This identity theft may go undetected if the 

attacker demolishes or temporarily disables the 

impersonated nodes. 

 This section describes about the Sybil attack that can 

be used to attack several types of protocols in WMNs.  

There are various types of attacks available in the 

literature. For example, the attacks on distributed 

storage algorithms are similar to the algorithms 

described by Douceur [11] in the peer-to-peer 

environment. Then, attacks on routing algorithms are 

described by Karlof and Wagner [9]. The novel attacks 

on data aggregation, voting, fair resource allocation, 

and misbehavior detection algorithms are also present 

in the literature. 

This paper mainly focuses on the Sybil attacks on 

routing. Karlof and Wagner [9] described that the Sybil 

attack can be used against routing algorithms in 

WMNs. One vulnerable method is multipath routing 

where apparently disjoint paths could in fact go 

through a single malicious node presenting many Sybil 

identities.  

4.1. Defense Mechanism 

In order to defend against the Sybil attack, it is 

essential to validate that each node identity is the only 

identity presented by the equivalent physical node.  

There are two ways to validate an identity. The first 

type is direct validation, in which a node directly tests 

the validity of another node identity. The second type 

is indirect validation, in which nodes that have 

previously been verified are permitted to guarantee for 

other nodes. With the exception of the key pool 

defense, the mechanisms are presented for direct 

validation. This paper proposes a new defense called 

Random Key Pre distribution against the Sybil attack 

in WMN. 

4.1.1. Random Key Pre-distribution (RKP) 

Recently, researchers proposed a capable approach for 

key distribution in WMNs: random key pre-

distribution [2]. These approaches facilitate nodes to 

create secure links to other nodes. In this section, the 
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mechanism of the key distribution scheme is presented 

that is used to defend against the Sybil attack. 

In random key pre-distribution, a random group of 

keys or key-related information to each node is 

assigned, so that in the key set-up phase, each node can 

discover or compute the common keys it shares with 

its neighbors; the common keys will be used as a 

shared secret session key to ensure node-to-node 

secrecy.  

The main contributions and notions are: 

1. Associating the node identity with the keys assigned 

to the node. 

2. Key validation, i.e., the network being capable of 

verifying segment or all of the keys that an identity 

claims to possess. 

As a result, given a inadequate collection of captured 

keys, there is slight probability that an randomly 

generated identity is going to work, for the keys 

connected with a arbitrary identity are not likely to 

have a major intersection with the compromised key 

set, making it tough for the fabricated identity to pass 

the key validation. 

Again, for key validation, indirect and direct 

validation is present. In the scenario of direct 
validation, each node challenges an identity using the 

inadequate knowledge it possesses and makes a 

decision independent of other nodes. Thus nodes may 

not reach a globally consistent decision. With indirect 

validation, nodes could collaborate in validating a 

node, thus it is likely to arrive at a globally consistent 

decision. Obviously, the validation task can be 

delegated to a central trusted party such as a base 

station. Indirect key validation is much more costly in 

terms of communication overhead than the direct case, 

because in case of direct key validation, if node IDi 

tries to validate IDj, messages only need to be 

exchanged between IDi and IDj; while in the indirect 

key validation, it will also involve exchanging 

messages between other parties. Also indirect 

validation, if done improperly, could become the 

victim of blackmail attacks. 

But, indirect validation usually offers higher defense 

against the Sybil attack, because of the memory 

constraint of WMNs, each individual node has 

restricted knowledge that it could use to pose a 

challenge to an identity. 

Various existing random key pre-distribution 

approaches comprises of the fundamental key pool 

approach [2], the single-space pairwise key distribution 

approaches, and the multi-space pairwise key 

distribution approaches [10]. So far, researchers have 

analyzed these approaches in the context of creating 

secret keys between neighboring nodes. But, in this 

approach, the above mentioned techniques are used for 

the purpose of defending against the Sybil attack. An 

extension to the basic key pool approach is proposed to 

permit it to defend against the Sybil attack. These 

techniques are analyzed and studied to show the 

effectiveness of several key predistribution schemes in 

defending against the Sybil attack. 

The key pool approach randomly assigns K keys to 

each node from a pool of m keys. During the 

initialization phase, if any two neighboring nodes 

identify that they share q common keys, they can set 

up a secret link. 

In order to use this approach to defend against the 

Sybil attack, suppose that each node's identity is the 

indices in sorted order of the keys that it holds. The 

main limitation with this technique is that if an attacker 

compromises multiple nodes, the attacker can use 

every combination of the compromised keys to 

construct new identities. 

4.1.2. Single-space Pairwise Key Distribution 

In the random key pool distribution approach, keys can 

be issued multiple times out of the key pool, and node-

to-node authentication is not possible [12]. In the 

meantime, if an attacker succeeds in capturing a 

adequate number of nodes, it could compromise a 

sufficient fraction of keys so that the task of 

constructing a usable Sybil identity will become trivial. 

The random pairwise key distribution scheme 

proposed by Chan et al. guarantees perfect resilience 

against node capture, i.e., any number of captured 

nodes show no data about the pairwise keys between 

genuine nodes. Thus, an opponent cannot fabricate 

new identities given any number of captured nodes.  

But, the price is that the network size will be strictly 

limited by each node's memory constraint the 

probability that any two nodes are connected p.  

5. Experimental Results 

In this section, we demonstrate the vulnerability of 

byzantine and Sybil attacks and look into the 

effectiveness of our defense mechanism. 

 Simulation setup: we implemented S-ODMRP-RKP 

using network simulator-2(ns-2) and ns-2 is a packet 

level simulator and a discrete event scheduler [14] 

which is used to simulate wired and wireless 

network.ns-2 is a standard experiment environment 

in research community which uses Tool Command 

Language (TCL) as its scripting language. We 

simulate a network environment with 50 nodes 

among them 20 nodes are randomly chosen as 

multicast group members for this experimental 

evaluation and one randomly selected node among 

them as the data source. Attackers are randomly 

selected among nodes that are not group members. 

Group members join the group in the beginning of 

the simulation. At second 100, the source starts 

multicasting 512-byte data packets for 400 seconds 

at a rate of 20 packets/second. The performance is 

evaluated based on the Packet Delivery Ratio. 
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The following scenarios are considered for the 

experimental evaluation. 

 No-Attack: The attackers do not perform any action 

in the network. This denotes the ideal scenario 

where the attackers are discovered and completely 

isolated in the network, and serves as the baseline 

for evaluating the impact of the attack and the 

performance of the defense mechanism. 

 Sybil attack and Byzantine attack (Drop only-DO). 

 
Figure 1. Effectiveness of S-ODMRP--RKP for sybil attack. 

Figure 1 shows the effectiveness of the defense 

mechanism namely S-ODMRP-RKP against Sybil 

attack. The performance is compared with the S-

ODMRP approach. It is observed that the proposed 

pre-key distribution approach with the S-ODMRP 

provides higher packets delivery ratio when compared 

with the S-ODMRP approach since it also defends 

against Sybil attack. When the number of attackers 

increases, the packet delivery ratio decreases gradually. 

When there is no attack, it is observed that the packet 

delivery ratio is 0.8, 0.78, 0.77 and 0.75. 

When Sybil attack is considered, S-ODMRP 

approach delivers a packet delivery ratio of 0.72, 0.7, 

0.68 and 0.64 when the number of attackers is 5, 10, 15 

and 20 respectively. But, when the proposed S-

ODMRP-RKP approach is considered, the packet 

delivery ratio is high when compared with S-ODMRP 

approach. 

Figure 2 compares the bandwidth overhead added in 

kbps in the presence of attackers and when there is no 

attack. It is clear from the graph that the bandwidth 

overhead is maintained at low level in the absence of 

attack.  

 

Figure 2. Bandwidth overhead per node. 

It increases to a considerable amount due to the 

accusation and recovery messages exchanges to defend 

against drop only attack. This may be due to the 

inefficiency of S-ODMRP in terms defending against 

Sybil attack. It is clear from the graph that, when the 

defense of Sybil attack is made possible the increase in 

overhead is negligible.  

6. Conclusions 

This paper proposes a security suggestion of using high 

throughput metrics in multicast protocols in wireless 

mesh networks against the Sybil attacks in addition to 

Byzantine behavior. The Sybil attacks are found to 

degrade the performance of the network to a greater 

extent. Especially, the delivery ratio of the network is 

greatly affected due to the Sybil attack.  

This paper incorporates a novel technique to counter 

the Sybill attacks. The proposed defense approach 

overcomes the challenges posed by the Sybil attacks 

through the combination of S-ODMRP with the 

random pre-key distribution approach. The simulation 

results are performed to reveal the performance of the 

proposed defense approach. It is observed from the 

simulation results that the proposed approach provides 

better delivery ratio. 
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