864 The International Arab Journal of Information Technology, Vol. 18, No. 6, November 2021

Data Streams Oriented Outlier Detection Method:
A Fast Minimal Infrequent Pattern Mining
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Abstract: Outlier detection is a common method for analyzing data streams. In the existing outlier detection methods, most of
methods compute distance of points to solve certain specific outlier detection problems. However, these methods are
computationally expensive and cannot process data streams quickly. The outlier detection method based on pattern mining
resolves the aforementioned issues, but the existing methods are inefficient and cannot meet requirements of quickly mining
data streams. In order to improve the efficiency of the method, a new outlier detection method is proposed in this paper. First,
a fast minimal infrequent pattern mining method is proposed to mine the minimal infrequent pattern from data streams.
Second, an efficient outlier detection algorithm based on minimal infrequent pattern is proposed for detecting the outliers in
the data streams by mining minimal infrequent pattern. The algorithm proposed in this paper is demonstrated by real telemetry
data of a satellite in orbit. The experimental results show that the proposed method not only can be applied to satellite outlier
detection, but also is superior to the existing methods.
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1. Introduction

An outlier is a set of data that is very different from
other data [1, 7, 8]. There are various methods of
traditional outlier detection, for example, distance
based methods [19], distribution based methods [11],
density based methods [15], and cluster based methods
[3]. Most of these methods detect outliers by
computing distance of points in full dimensional space.
The computational cost of these methods will increase
dramatically with increase in amount and dimension of
data, and become no longer qualitatively meaningful
[10]. Moreover, there are also many outlier detection
methods, such as neural network based methods [5]
and information theory based methods [14]. There has
been some progress in the comparison between these
two methods and traditional methods, but there is still
the issue that the time complexity increases sharply
with increase in dimensions [10]. He et al. [9]
proposed a method for detecting outliers by mining
frequent patterns, and achieved certain improvements
in the accuracy of the results and the running time.
Frequent pattern mining is widely used in areas such as
finance and networks. However, infrequent pattern
mining is more important and interesting than frequent
pattern mining in areas such as network security
detection and adverse drug reaction detection [2]. The
infrequent pattern generally refers to a pattern whose
support is less than a specified minimum support
threshold [12]. Detecting outliers by mining the
minimal infrequent pattern can improve the speed of
the algorithm. Because those observations that form

minimal infrequent pattern are likely to be an outlier
[10].
The main contributions of this paper are as follows:

1. A fast minimal infrequent pattern mining algorithm
is proposed, the algorithm uses a binary idea which
aims at fast mining the minimal infrequent pattern
from data streams.

2. A novel outlier discriminant factor IsOutlier is
given to identify outliers.

3. An efficient outlier detection algorithm is proposed.

The algorithm proposed in this paper has the following
advantages: first, it does not require knowledge in the
satellite field. Second, this paper references the sliding
window technology so that the algorithm proposed in
this paper can process satellite telemetry data stream in
real time. Third, the algorithm improves the mining
efficiency by only mining the minimal rare pattern,
instead of all the rare patterns. Fourth, the algorithm
uses bidirectional traversal techniques to improve the
speed of the algorithm. The rest of the paper is
organized as follows. Section 2 introduces related work
in the field of infrequent pattern mining. Section 3
introduces some preliminary knowledge of pattern
mining and proposes an infrequent pattern mining
algorithm based on binary search, and then also gives
an efficient outlier detection algorithm. In section 4,
the experimental results are analysed. Section 5
concludes the full paper and gives issues worth
studying in the future.
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2. Related Work

Hemalatha et al. [10] proposed an Minimal Infrequent
Patterns from Data Streams (MIP-DS) algorithm for
mining minimal infrequent pattern. The algorithm first
converts the data streams to the form of binary matrix,
then uses this matrix as the processing object, and uses
the sliding window technique to keep up with the
changes of the data streams distribution. However, the
algorithm may lose partial information when
converting the data streams into the form of binary
matrix. Ouyang [16] proposed the Mining Rare
Sequential Patterns with a Sliding Window over data
streams (MRSP-SW) algorithm. The algorithm can
mine rare sequence pattern in dynamic data streams.
This algorithm is similar to the MIP-DS algorithm,
uses sliding window to keep up with the changes of the
data streams. From its experimental results, it can be
seen that the algorithm is efficient. Shahraki and
Haugen [17] proposed an approach based on a trend
detection method that divides the dataset into subsets
where contextual outliers are found and then removing
the outliers to obtain a clear dataset that provides a
better indication of the network behavior. The
approach offers a major improvement in accuracy and
reliability. Cai et al. [4] proposed the Minimal
Infrequent Itemsets (MiFI)-Outlier algorithm to detect
outliers from uncertain data stream. The algorithm first
mines the MiFI from the uncertain data stream, and
then identifies outliers from the uncertain data stream
based on the mined MiFls and three deviation indices.
Singh and Pamula [18] proposed an outlier detection
approach for large-scale data stream. The algorithm
employs the concept of relative cardinality and can be
adapted to evolving data streams. It has high
advantages in terms of receiver operating characteristic
curve, precision recall and computation time for
positive regions as well as for boundary regions.

3. A Minimal Infrequent Pattern Mining
and Outlier Detection Algorithm

This section presents a fast minimal infrequent pattern
mining algorithm and details the algorithm ideas, in
addition to an efficient outliers detection method in
combination with outlier discriminant factor.

3.1. Preliminary Knowledge

In order to introduce the algorithm and its idea more
clearly, some data mining concepts and formulas are
introduced in this subsection.

Let | = {1, i2, ..., im } be a set of items and a data
stream DS = {t1, to, ... , to} be aset of n (n — )
transactions, where i; (1 < j < m) represents a piece of
information of the transaction, called item, each
transaction tx (1 < k < n) is a set of items. If a set of
items g ={ir, is, ..., it } is non-null, then this set g is
called the pattern or itemset, where S c landr, s, t

e [1,m]. If itemset § contains k items, then the length of
itemset g is k, marked as |f| = k and the itemset is
called k-itemset. A transaction tx is usually represented
by a binary group in the form of <Ti4 , li¢>, where Tig
denotes the transaction identifier and liq denotes the
itemset corresponding to the transaction Tig. The
concept of a sliding window was introduced, denoted
by the symbol SW. The sliding window SW is in unit of
time points in order to restrict mining algorithm to only
allow to process the most recently received transaction.
The support of itemset or pattern S is defined as the
ratio of the number of transactions including the
pattern £ in the sliding window SW to the total number
of transactions in the sliding window SW, as shown in
Equation (1). Among of it, Sumsw () is a custom
function that denotes the number of transactions
containing the pattern £ in the sliding window SW, the
symbol |SW]| is the size of sliding window SW which
denotes the number of recently received transactions
from the data streams DS.

W] jiep 1)
The necessary and sufficient condition for a pattern g
to be an infrequent (rare) pattern is that its support in
the sliding window SW is less than the user-specified
minimum support threshold . And the necessary and
sufficient condition for a pattern S to be a frequent
pattern is that its support in the sliding window SW is
greater than or equal to the user-specified minimum
support threshold 6. In the implementation of the
algorithm, Sumsw () is usually used as the basis for
determining the type of the pattern, as shown in
Equations (2) and (3). In addition, if all subsets of an
infrequent pattern g are frequent, then pattern g is
called the minimal infrequent pattern, denoted as MP,
and as shown in Equation (4).

sum,, (i) <& <[SW/| i < g (2)
Sumy,, (i) =6 =|SW/| i e g 3

MP ={i|Sumg, (i) <6 x|SW| AV Sumg, ()=dx|sW|ics jci} (4)

3.2. MIMDS _1/2 Algorithm

The MIMDS_1/2 (Minimal Infrequent pattern Mining
from Data Stream with Binary Search) is a fast
minimal infrequent pattern mining algorithm from data
stream. The algorithm introduces a sliding window to
control the data stream and to improve the mining
efficiency of the algorithm by mining only the minimal
infrequent patterns. In addition, the algorithm proposes
to use the idea of binary search to generate the
intermediate itemset to find the minimal infrequent
patterns. Downward closure is used during this period
to reduce the number of intermediate itemset
generated, thus further improving the efficiency of the
algorithm. As the result of MIMDS_1/2 algorithm
mining is the minimal infrequent pattern, the amount
of input data is greatly reduced for the next stage of the
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outliers detection, thus improving the efficiency of the
outliers detection.

Assume that data streams DS contains 4
transactions, i.e., DS = {ti, t, t3, t4}. In order to ensure
that the most recently received data is processed, we
introduce sliding window mechanism [6, 13]. In order
to simplify the description of the algorithm’s idea,
using the transactions in a single sliding window as an
example. Set the minimum support threshold ¢ = 60%
and the size of the sliding window SW is 4, i.e., |SW| =
4. The binary groups of each transaction are given in
Table 1. Table 2 describes all patterns of the
transactions in Table 1, where Sums, denotes the
support count of pattern in sliding window SW, IP
denotes infrequent pattern and FP denotes frequent
pattern. According to Equation (2), it can be known
that the infrequent pattern can only appear at most 2
times.

Table 1. The general form of transaction data streams.

Tia. lig
t {is, iz, i3, ia}
t2 {iz, i3, ia}
ts {ir, i}
ty {is, is}

Table 2. All the patterns in Table 1.

Pattern | Sums, | type | Pattern | Sums, | type | Pattern | Sumy, |type
[ 1 IP [H 1 1P i1izl3 1 1P
iy 3 FP i3 2 1P i1i514 1 IP
i3 3 FP iis 1 1P iisis 1 1P
is 4 FP iy 3 FP ii3is 2 IP
i1ip 1 IP i3ig 3 FP | i1ijsig 1 IP

In this paper, using the idea of binary search to find
the minimal infrequent pattern. First, only considering
the 1-itemset, it is known from Table 2 that only i; is
infrequent pattern. So iy is the minimal infrequent
pattern, because the 1-itemset does not have a
nonempty subset. Second, considering the k-itemset
(k>1), since the superset of the infrequent pattern must
be an infrequent pattern, the patterns that contain i, are
all infrequent pattern. From the reverse consideration,
since there is infrequent pattern iy in subsets of these
supersets containing i, the superset of i; does not need
to be considered in the following steps because they
cannot be the minimal infrequent pattern. While for the
frequent pattern, their superset may be an infrequent
pattern or a frequent pattern. Therefore, remaining
frequent 1-itemsets (i, i3, i4) Still need to be considered
in the following steps. Then these frequent patterns are
arranged in ascending order of support, because the
smaller the support, the more likely it is to be an
infrequent pattern. It is known from Table 2 that the

an infrequent pattern. Since the subset of infrequent
pattern may be rare or frequent, we reserve iiizisia.
Then, the middle pattern fSmia is generated using the
frequent pattern (i, is, i4) as the lower bound (Biow) and
the infrequent pattern i1izisis as the upper bound (Bup).
The middle pattern Bmi¢ iS a temporary pattern that

must meet the following requirements, as shown in
Equation (5).
B 5)
Where low is the length of the lower bound, up is the
length of the upper bound, and mid is the length of the
generated middle pattern. Afterwards, calculate the
support of fmis and judge whether the pattern in Smiq is
frequent or infrequent. If it is infrequent, then Bmiq is
taken as the new upper bound, and Siow is still taken as
the lower bound to continue generating for Bmig; if it is
frequent, then Bmiq is taken as the new lower bound and
Pup 1S still taken as the upper bound to continue
generating for Smia. This loop is stopped until it cannot
generate a new middle pattern, which means that the
length of the upper and lower bounds differ by one.
This will ensure that the upper bound is always an
infrequent pattern, the lower bound is always a
frequent pattern, and the search goes to the minimal
infrequent pattern. Finally, all subsets of the upper
bound are generated and their support is calculated. If
all subsets are frequent, the upper bound is the minimal
infrequent pattern; otherwise, it is not. If the above
process is represented by an algorithm, a novel mining
algorithm can be obtained, namely the minimal
infrequent pattern mining algorithm based on binary
search, represented by Algorithm 1.

First, the Algorithm 1 puts all patterns whose length
is 1 into set f1. The support counts of all patterns in 1
are calculated, denoted by Sumsw (f1). Then all
infrequent patterns in set £ are found according to
Equation (2). Since there is no non-empty subset in 1-
itemsets, these infrequent 1- itemsets are the minimal
infrequent pattern and they are put into the set MPx.
Then the remaining frequent 1- itemsets are put into
the set FP; and they are sorted in ascending order of
the value of Sumsw (81). Next, the algorithm finds all
the patterns whose length is len (len is the number of
all attributes of transaction) and puts them into the set
Pien. Then their support counts are calculated separately
and the type of all patterns in Sen are distinguished
according to Equations (2) and (3). The infrequent len-
itemset is put into the set 1P, frequent len-itemsets
are put into the set FPien. Finally, the algorithm takes
IPien as the upper bound and FP; as the lower bound,
using the binary search function searchMP to find all
minimal infrequent patterns with the length greater
than 1 and combine the set MP: to output the final
result MP.

Algorithm 1: MIMDS_1/2

Lrow =L mia= Ly, » Mid :’7

/I Minimal Infrequent pattern Mining from Data Streams based
on Binary Search

Input: DS // the transaction data streams
[SW| /I the size of sliding window
0 // minimum support threshold
Output: MP /I minimal infrequent patterns

01. By {I - itemset}
02. MPy«— {i € B1| Sumsy(i) < 0 x |SW|}
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03. FP1 <« {i € B1| Sumsy(i) > 6 x |SW]|}

04. FP1 « sort{ Sumsi(j)}, j € FP1

05. Pien < {len - itemset}

06. IPien < { k € Bien | Sumsw(k) < 0 x |SW|}

07. FPien < { k € Pien | Sumsu(k) > 6 x |SW)}

08. IPjen «— sort { Sumsw(r)}, r € IPen

09. for all S; in I1Pyen

10. forall Sjin FPy

11. MPrext < searchMP (Sj, Si) //binary search
12. MP «— MP1 U MPhex

Function: searchMP

01. searchMP (Siow, Sup) { //binary search
02. mid=/(low +up) =2/

03. if(up-low<li){

04. if (Siow is infrequent)

05. Sup 1S NOt MPrext

06. else if (all the subitems of S, are frequent)
07. MPrext < Sup

08. }

09. else{

10. Smig «— generate middle items
11. for all S in Spig

12. if (Si is frequent)

13. searchMP (Si, Sup)

14, else searchMP (Siow, Si)
15. }

16. }

17.  return MPpex

18.}

3.3. An Outlier Detection Method

According to the three factors proposed by Hemalatha
et al. [10], namely Transaction Weighting Factor
(TWF), Minimal Infrequent Pattern Deviation Factor
(MIPDF) and Minimal Infrequent Pattern based Outlier
Factor (MIFPOF), we get an outlier discriminant factor
IsOutlier, as shown in Equation (6). Where x is a
variable that refers to the minimal infrequent pattern
MP belonging to a subset of the transaction ti; Num; (x)
is a function that represents the number of subsets
belonging to the minimal infrequent pattern in all
subsets of transaction ti; Support; (x) represents the
support of the minimal infrequent pattern x contained
in transaction ti; |MP| represents the length of
infrequent  pattern mined by the algorithm
MIMDS_1/2.

IsOutlier (t,) :1-( Num, (X)] x [5 _2_Support, ()

[MP| Num,, (x)
XeMPAXxct,ie[l,n]

) @)

A transaction tiis identified as an outlier, if and only if
the outlier discriminant factor of the transaction ti in
the sliding window SW is greater than the predefined
outlier threshold v, as shown in Equation (7).

IsOutlier (t,) >V ,t, € SW @)

From the above Equation (6), it can be known that the
outlier discriminant factor of this paper is closely
related to the minimal infrequent pattern MP.
Therefore, by mining the minimal infrequent pattern,
outlier in data streams can be detected more quickly,

thus avoiding a lot of computation and the results of
detection are also very accurate. The subsection
combines the work done in subsection 3.2 to propose
an efficient outlier detection algorithm MDO (using
MIMDS_1/2 algorithm to Detect Outlier) from the
perspective of infrequent pattern mining. First, the
algorithm proposed in subsection 3.2 is used to
partition the data stream and mine the minimal
infrequent patterns; then, the outlier discriminant factor
is computed for the transaction stream containing the
minimal infrequent patterns in each sliding window
SW; and finally, the outlier of the transaction is
determined based on inequality (7). The algorithm can
be represented by Algorithm 2. Its core idea is based
on the minimal infrequent pattern mined by the
Algorithm 1, and then the Equations (6) and (7) are
used to detect outliers of the data streams in the sliding
window.

Algorithm 2: MDO

/I using the MIMDS_1/2 algorithm to Detect Outlier
Input: DS // the transaction data streams
|SW|  // the size of sliding window

0 /I minimum support threshold

v // outlier threshold
Output: t; /[ the transactions that detected as outliers in
the sliding window of data streams DS
01. MP «— using MIMDS 1/2 algorithm
02. for each x € MP {
03. temp(x) = Sup(x)
04.}
05. for (i=1; i<n; i++) {
06. if (i in SW) {
07. Num(ti) =0, Sup(t) =0
08. for each x e MP {

09. if (x cti) {

10. Num(t;) = Num(t;)) + 1

11. Sup(ti) = Sup(ti) + temp(x)
12. }

13. }

14. IsOutlier(t)=1-( Num(t;)<JMP])?x[d-(Sup(t;)=Num(t;))]
15. if (IsOutlier(t) > v) {

16. Output t;

17. }

18. }

19.}

4. Experiment

In order to evaluate Algorithms 1 and 2 proposed in
this paper, a real telemetry data (2014-2015 year) from
the certain satellite of China is used for verification.
We compare the proposed MIMDS_1/2 algorithm with
the MRSP-SW algorithm [16], the MIP-DS algorithm
[10] and the MCRP-Tree algorithm [12]. Figures 1-a),
1-b), and 1-c) respectively describes the running time
of aforementioned four algorithms under different
minimum support thresholds, different sliding window
sizes, and different numbers of transaction stream.
From the analysis of Figure 1, it can be seen that
algorithm MIMDS_1/2 proposed in this paper spends
the least running time, mainly because the binary
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search technology accelerates the search for the
minimal infrequent pattern.

Running Time's

600.000 MIMDS_12
500.000 . MRS P-SW
MIP-DS

400,000 1 il WMCRP-Troe
300.000
w0 | — S -9—-0—0—0—0—0—8
100.000

0.000 T T T T 1

0.00 0.10 0.20 030 0.40 0.50

MMmimum Suppert Thresheld 22
a) Minimum support threshold.

Rumning Time's

700.000 g NOINMDS,_1/2

600.000 —p MRSP-SW
500.000 MIP-DS

—_— :
400.000 MCRP-Tree
300000 ——

200.000 - gy—y——— @

100.000
0.000

0 1000 2000 3000 4000 5000
Sliding Window Size
b) Sliding window size.

Rurming Time's

3 10
Number of Transactions (*10%)

¢) Number of transactions.

Figure 1. The running time of the four algorithms.

Figure 2 shows the detected results of 6 sliding
windows, and it describes the performance comparison
between algorithm using MIMDS_1/2 algorithm to
Detect Outlier (MDO) proposed in this paper and the
other four types of outlier detection algorithms. Where
Top-k means the top k outliers in the sliding window;
Top Ratio means the ratio of the number of top k
outliers records to the total number of records; Num
means the number of transactions belonging to the
minimal infrequent pattern in the top k outliers;
Coverage means the ratio of Num to the number of
minimal infrequent pattern found in sliding window.
Figure 2 records the value of Top Ratio when the
outlier detection algorithms find all outliers in the
minimal infrequent pattern (Coverage=100%). From
the results of Figure 2, it can be seen that the Top Ratio
of the MDO algorithm proposed in this paper is much
less than that of the FindFPOF, FindCBLOF and RNN
algorithms. In other words, the MDO algorithm can
detect all transactions which meet requirements at the
lowest cost. Therefore, the performance of the MDO
algorithm is higher than other three outlier detection
algorithms. Taking No. 861 window as an example, the
MDO algorithm can find all the outliers in the minimal
infrequent pattern only when the Top Ratio reaches
0.60%. While for FindFPOF, FindCBLOF and
Replication Neutral Network (RNN) algorithms, all the
outliers in the minimal infrequent pattern can be found
only when the Top Ratio reaches 0.88%, 0.97%, and
1.71% respectively. Although the Top Ratio required

for the Minimal Infrequent Pattern based Outlier
Detection (MIFPOD) algorithm is the same as the
MDO algorithm proposed in this paper, it can be seen
from Figure 1 that the running time of the MIMDS_1/2
algorithm is less than that of the MIP-DS algorithm. So
the outlier detection method MDO based on
MIMDS_1/2 proposed in this paper is still superior to
the MIFPOD algorithm based MIP-DS. Because the
MDO algorithm can find all the minimal infrequent
patterns from the satellite data stream faster.

No.861 window

EMIFPOD
FindFPOF
mFindCBLOF

WRNMN

TopRatio (Top-k)

100%6(13)
Coverage (Num)

a) The result of window 1.
No. 1022 window

. =MDO
1.20% =T WMIFPOD
= 1.00% FindFPOF
2
= 0.80% WFindCELOF
e 0.60% mRNN
2 0.40%
£ 020%
0.00%
100%%(8)
Coverage (Num)
b) The result of window 2.
No. 3056 window
1572 =MDO
1.80% a5 =MIFPOD
1.60%
= 140% FmdFPOF
e 120 mFindCBLOF
£ 0.80% WRNN
= 060%
= 0.40%
020%
0.00%
100%(12)
Cowverage (Num)
¢) The result of window 3.
MNo. 5710 window
) mADO
1.40% lé‘g" mLIFPOD
= 1.20% FindFPOF
2 1.00%
£ o080% - ~ nggb WFindCELOF
2 g.s0m 042% 0.42% RN
= 0.40%
= 0.20% -
0.00%
100°%(9)
Coverage (Num)
d) The result of window 4.
No. 6327 window
mAMDO
2.50% 1.00% mMIFPOD
(43) .
2.00% FindFPOF
o, 1.16% .
1.50% 1.02% ()-3;0 WFindCBLOF
0.69% 0.69% (22) WRNN

1.00% ~
0.50%
0.00%

J,

J

TopRatio (Top-k)

100%:(15)
Coverage (Num)

€) The result of window 5.
No. 8664 window

1.60%% 1345 WLIFPOD
1.40% L2593
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0.80%
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pRatio (Top-k)
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100%:(10)
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f) The result of window 6.

Figure 2. The value of top ratio when all records in the minimal
infrequent pattern are found.
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5. Conclusions

For the problem that it is difficult for data streams to
efficiently detect outliers, first of all, a fast minimal
infrequent pattern mining algorithm MIMDS_1/2 is
proposed. Then, based on the algorithm MIMDS_1/2,
an efficient outlier detection method is proposed and
used for satellite outlier detection in this paper. From
experimental results, it can be seen that the
performance of the algorithms proposed in this paper is
superior to existing algorithms. However, since
satellite data streams has the characteristics of high
repeatability, low error, and large amount of data, this
paper adopts the method of the compressed data
streams for data processing, which may result in the
loss of partial information. In addition, since an
artificially specified sliding window size is used in this
paper, this parameter may not be the most reasonable.
In the next stage, we will study adaptive methods to set
window parameters.
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