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Abstract: In recent times, data transmission in electronic medium is found to be more susceptible to several attacks. The study
aims to control the multi-level attacks in encryption and decryption process by using Advanced Encryption Standard (AES)
algorithm based Simulation Box (S-Box) operations. In AES based variable key generation pattern, every round generates the
new key. The generation of multiple keys strengthen the operation of AES-dynamic S box. The AES algorithm performs operation
on a 128 bit plain text and utilizes identical key for decryption and encryption process. The proposed algorithm shows significant
improvements in the quality of encryption and decryption. The performance of the proposed system has been analysed in
accordance with delay, power consumption and number of slices. Further the efficiency of the proposed system has been
compared with other existing methods such as Positive Polarity Reed Muller (PPRM), Modified Positive Polarity Reed Muller
(MPPRM) Twisted Binary Decision Diagram (TBDD) and Composite Field (CF) architecture. The results exposed that the
proposed system outperforms with superior performance.
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1. Introduction

With the advancing trends, expansion, and applications
of the data communication system, there is a great
demand for research to increase the security system and
devices. One of the main technique to protect the user
information sent through the transmission channel is the
data encryption Tsai et al. [25] In general, symmetric or
asymmetric cryptosystems were utilized extensively for
securing the information, in which symmetric method
uses a key that is similar to the transmitter and receiver
and asymmetric key make use of variable key
generation for data encryption and data decryption
Alruily et al. [4]. Our study employed AES algorithm
and Simulation Box (S-Box) with variable key pattern
generation for securing the huge data against multi-level
attacks. AES has been considered as the strong and best
cryptography algorithm mainly due to its effectiveness
in three areas such as cost, security and implementation
Alassaf et al. [3]. Further from the existing studies it has
been proved that AES is more secure against various
attacks like differential, linear and brute force attack
Saha et al. [21]. The strength and design of all the key
lengths of AES algorithm are adequate for the protection
of classified data up to the secret level. High level secret
information needs the usage of 192 or 256 key lengths
and hence using of the Brute Force attack is generally
not possible Naman et al. [16]. Very strong confusion
and diffusion offered by the integration of sub bytes,
mix columns, and shiftrow transformation remove any
kind of frequency pattern in plaintext.

Additionally, AES could be implemented easily with
the use of cheap processors and a minimum memory.
Despite these facts, there exists several works that
attempts to attack AES with the use of various crypto-
analysis methods Nyarko-Boateng et al. [18]. Various
attacks called as side channel attacks will not attack the
underlying cipher text and security, but attack the
implementation. The proposed variable key generation
system based on AES S-box cryptographic system
generate various sub keys from the corresponding
original keys. Then the sub keys are utilized for
encrypting one AES block cipher. The three possible
key length that has been supported by AES enable the
user to pick a tradeoff between the security and speed.
The increased key length possible increase the time of
execution in terms of encryption and decryption Acholli
and Ningappa [1]. All the three lengths are regarded as
secure and the more prevalent attacks against AES
decrease the effective key length. AES utilize a single S
Box for all the bytes in all the rounds Nissar et al. [17].
The ideas of integrating both stream cipher and block
cipher comprise the following two stages which are sub
key generation and encryption/ decryption process
Dhall et al. [8]. Accordingly, widespread research has
been carried out for the identification of novel methods
in securing AES algorithm. The study utilized the main
advantages of AES like its ubiquity, comparatively fast
in both software and hardware. This work strengthens
the existing AES algorithm against multilevel attacks
Khan et al. [13]. The methods adopted in our study are
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synchronized at decryption and encryption for obtaining
a reliable and secured AES algorithm.

The main contribution of the work is:

¢ To control multi-level attacks by AES based variable
key generation pattern for encryption and decryption.

e To strengthen AES-dynamic S-box operation with
the generation of multiple keys for encryption and
decryption.

e To validate the performance measures in terms of
performance metrics such as critical path analysis,
delay, number of slices, power consumption and
throughput.

e To perform comparative analysis with the existing
methods such as MPPRM, PPRM, TBDD as well as
CF methods.

1.1. Paper Organization

The paper has been organized as follows Initial section
of the paper introduces the need and objectives of the
work. Section 2 provides the related work in accordance
to the proposed work. Section 3 deliberated the
proposed methodology in detail and section 4 provides
the performance analysis and comparative analysis.
Section 5 concludes the work.

2. Related Works

In general, encryption is essential for preserving the
confidentiality of data, in such way, various encryption
algorithm exists for protecting data. The AES algorithm
is widely used because of its speed as well as easier
implementation  on  smaller  devices.  The
implementation of decryption and encryption of AES
algorithm has been introduced with a lower power and
highly secured Multiplexer Look Up Table (MLUT)-
based S-Box by Ratheesh and Narayanan [20]. Further,
key feature in suggested system was implemented on
256 to 1 byte multiplexer. This implementation method
was much simpler when compared to existing methods.
From the experimental outcomes, the study depicted
very minimum power dissipation. Additionally, the
power dissipation for various processed data seemed to
be highly uniform, thereby representing a reduction in
variance. Finally, the study stated that the suggested
method is more secured when compared to traditional
methods.

Moreover, the AES algorithm is widely utilized in the
cryptographic applications Sarkar and Singh [22] as
well, such that an AES algorithm with high throughput
and low power has been implemented by the study
Kalaiselvi and Mangalam [11], by utilizing key
expansion technique. This study significantly reduced
the critical path delay as well as power consumption by
utilizing the suggested high performance framework.
The experimental outcomes deliberated that, the
suggested method provides better performance than the

prevailing AES frameworks in terms of critical path
delay, throughput as well as power consumption.
However, this study failed to use newer FPGAS, which
further increases the overall performance. Similarly
Manojkumar et al. [15] suggested a highly efficient and
low power S-Box based circuit framework over
composite fields. In this model, only Hazard transparent
XOR gates and AND gates were utilized for the
elimination of dynamic hazards in the consumption of
power in the S box. When compared to the conventional
model, low propagation delay of 4.58 ns has been
achieved by the suggested model. The discussed model
was effectively utilized for the protection of
mammographic images from being accessed by
unauthorized users. In recent days, the digital sensing
processing, optical computing and bio-information
applications requires a highly secured algorithms for
preserving information. However, there are various
challenges in  mathematically securing these
cryptographic protocols. In order to overcome these
challenges, Karunamurthi and Natarajan [12]
introduced a Reversible Logic Cryptography Design
(RLCD) framework for designing the decryption and
encryption. Further, a Linear Feedback Shift Register
(LFSR) was required by the study for generating a key
for decryption and encryption block. The study
evaluated Field Programmable Gate Array (FPGA) as
well as Application Specified Integrated Chip (ASIC)
performances for the suggested method and other
prevailing methods. From the comparative analysis, the
study observed a 7% of performance improvement in
RLCD LFSR approach, when compared to other
methods. Nevertheless, the study failed to implement
various kind of RLCD cryptography for improvising
FPGA and ASIC performances.

With an aim of protecting the data for a secured
communication, Zodpe and Sapkal [28] suggested a
novel hybrid non-pipelined AES algorithm with
improvised security features. Further, this method was
presented to generate S-box values as well as initial key
for decryption/encryption by utilizing PN sequence
generator. The study stated that, this suggested method
depicts significant improvements in the quality of
encryption, when compared to conventional AES
algorithms.  Additionally, this method is also
synthesized on different FGPA devices, which also
deliberated improvised throughput performance. The
rapid development of computational clouds has gained
more attention and allowed intense computation on the
resource constrained client devices. Nevertheless, it is
more challenging in outsourcing of confidential and
personal data to remote data servers. Hence, the
conventional AES algorithms must be enhanced for
handling security threats in Cloud Computing
Environment (CCE). An architecture with enhanced
security was presented by Awan et al. [6]. This
framework modifies AES algorithm by increasing
encryption speed by doubling the round key feature i.e.,
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(1000blocks/  second). Moreover, the suggested
architecture deploys AES with 16, 32, 64, and 128 byte
plain texts. From the simulations, the outcomes of the
study depicted that, suggested method has reduced
about 14.43% of energy consumption, 15.67% of delay
and 11.53% of network usage. Thus, this method
enhances the security, reduces the utilization of
resource, as well as reduces delay.

In recent years, the increasing number of wireless
network and internet users’ accelerated the concept of
encryption mechanisms for protecting the user data
across networks. The AES and DES algorithms
provides information security in both applications and
hardware, which provides improvised safety and
performance. An exhaustive research of implementing
AES and DES of FPGAs was performed by Yazdeen et
al. [26]. Even though the development of earlier Data
Encryption Standard (DES) algorithms were developed
data encryption, it cannot cope up with technical
advancements, and also it cannot provide better
security. Therefore, Madhavapandian and
MaruthuPandi [14] developed an effective field
programmable gate array implementation of AES
targets for investigating various security processes,
which are followed in Transmission Control Protocol
(TCP)/Internet  Protocol (IP) protocol, and also
suggested a new architecture for prevailing version.
Further, this research projects the implementation on the
basis of modification in the Mix column in AES
methods that provides an effective Boolean expression.
The suggested method was employed in low power
FPGA, and when comparing chip usage and overhead
with existing methods, the suggested system uses very
less area.

In recent researches, the Very Large Scale
Integration (VLSI) designs as well as implementing
VLSI plays a significant role. Nevertheless, it undergoes
certain security threats such as brute force attacks,
suspicious data attacks, leaking confidential
information as well as Differential Power Attacks
(DPA). Further, Dhanalakshmi and Padmavathi [9]
focussed on cryptographic methods, implemented for
enhancing security levels for the VLSI devices. Also,
the study analysed various techniques for implementing
AES algorithms in VLSI devices. From analysis, the
study stated that, AES with dynamic S-Box makes the
system more dynamic, unbreakable as well as nonlinear
framework. This work provided guidelines for
implementing VLSI in secured manner with the
cryptographic algorithms. AES is a standardized
algorithm for the block chippers to provide security
services. Even though AES possess potent security
features, AES was broken down by cryptanalysis.
Hence, it needs to improvise the security of algorithm.
Such that, Saha et al. [21] depicted the causes of
loopholes in AES, as well as provided solutions by
utilizing the suggested Systematic Random Function
Generator (SRFG). Further, the utilization of

randomness in the process of key generation was
considered as novelty. Also, the study compared the
outcomes with actual AES algorithm on the basis of
certain parameters like immunity, propagation
characteristics, resiliency as well as nonlinearity. These
outcomes depicted that the suggested method of AES
performed much better in tolerating attacks.

Privacy is considered as major parameter of the
communication with Internet of Things (loT).
Nevertheless, certain challenges such as computational
overhead, pattern issues as well as using fixed S-Box
that occurs in managing complex data like video, image
and text. Several researchers intended to improvise the
performance of algorithm. In such a way, Choudhary et
al. [7]; Al-Mashhadani and Shujaa [2] discussed various
research works on the basis of encryption security
algorithms, as well as observed certain constraints by
utilizing 1oT applications. Likewise, Ramya et al. [19]
discussed novel and significant modification to the
prevailing hardware architecture of AES algorithm. The
study stated that, by implementing these methods, speed
efficacy over 1.41 times has been accomplished when
compare to existing methods. Furthermore, from VLSI
perspective, 3 times more optimization was achieved. A
low complexity design method for S-Box and inverse S
box was implemented by Hamzah et al. [10] in FPGA
utilizing Quartus 1l and field arithmetic tool for
obtaining the simulation results via Verilog Hardware
Description Language (HDL). Further, this device used
94 slices, and it is suitable for applications that needs
data security with minimal power consumption and less
area. The AES 128 encryption iterative framework has
been designed by Arul Murugan et al. [5] for achieving
minimum hardware usage as well as less area. The
minimized hardware usage was done by including
Vedic multiplier in mix column transformation,
whereas, area reduction was obtained by introducing S-
Box structure in AES algorithm. The experimental
outcomes revealed that, the suggested method possessed
smaller area than prevailing methods. A Vedic design
framework has been implemented by Sumalatha et al.
[23] for performing Finite Impulse Response (FIR) filter
with Electro Cardiogram (ECG) signal. The study
evaluated ASIC and FPGA performances by using
Verilog code. However, the study failed to implement
various kind of frameworks for improvising the
performance of hardware with efficient diagnosis
process.

3. Methodology

This section comprehensively deliberates the proposed,
which designed a variable key pattern generation that
generates different keys for every messages, thereby
controlling multi-level data attacks.

Figure 1 represents overall architecture of propose
model. This basically incorporates key expansion unit,
data encryption unit as well as simple control logic. A
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128 bit plaint text is sent as input value, such that
encryption process begins with add round key
operation. Every round generates new key based on
AES algorithm, such that a round key is 4x4 array of
128 bits. In Sub-Bytes phases, it splits inputs to bytes
and every bytes via S-Box. In shift row, every row of
cipher is shifted. Similarly in Mix column, every
column of cipher is shifted. By doing so, input text is
encrypted as cipher text. In order to decrypt, every
operations such as add round key, mixed column
operation and shift row operation is performed in
reverse manner. This work introduced Variable key
pattern generation, through which it can generate
different keys to every messages, such that it controls
multi attacks.

Plantext Input

5 Variable Key Pattern
128 bit -

Generation

Add Round Key

1

Sub bytes
Shift Row Operation

1

Mixed column
operation

|

No a Yes

Figure 1. Overall architecture of the proposed method.

Key Expansion

Multi-level attacks

Cipher text

Add Round Key

Shift Row Operation

Sub bytes

3.1. AES Algorithm Overview

The AES algorithm performs operation on a 128 bit
plain text, and utilized identical key for decryption and
encryption process. This algorithm performs 10, 12 as
well as 14 rounds of operation by applying cipher secret
of 128, 192, and 256 bit duration. Further, the algorithm
operates on a data block, which consists 4x4byte matrix,
and it can also be called state, in which the procedures
of this algorithms were implemented. AES-128
algorithm is segregated in three states such as addition
of initial round key, 1 to 9 rounds as well as the final
round. Such that, in every cipher round, transformations
like Sub-Byte, shift row, mix column as well as add
round key will be performed. Also, in final round, sub
byte, shift row as well as add round-key operations will
be performed.

3.1.1. Sub-Byte Transformation

The Sub-byte transformation in invertible byte
transformation that makes AES strong enough to handle

attacks. Further, this substitutes each and every byte
from the state matrix in S-Box, which is formed by
lookup table of 256 bytes. These values were estimated
by the multiplicative inverse, where the input element
were mapped.

3.1.2. Encryption and Decryption Operation in AES

Decryption and encryption incorporates 4 steps, which
are repeated in every round, expect the final round.
Further, the decryption and encryption possess the
operations like Inverse byte-substitution/ byte
substitution, inverse-shift rows/ shift rows, Inverse-mix-
column/ mix column as well as add round key. In the
operations of final encryption round and first decryption
round, the mix-column step isn’t included as it is
invertible. In the first two steps, the shift rows as well as
the byte substitution could be interchanged without
impacting the operation of encryption. Here, every byte
replaces with other byte by utilizing S-Box, which
provides non-linearity to the encryption data. Figure 2
represents sub byte transformation.

> ]

) ] ; :

S00 | So J_Iso.z S03 S-box S00 | S0W] S0z | S0z
S ' ! '

S1.0 11Ky | Si1a Sio 30 Fia | Sia
; . ; 7

S20 | 521 | S22 | S23 520 | 520 | S22 S23
] 5 ;

S30 | Sa1 | 532 | S3a 530 | 530 | 532 | 5aa

Figure 2. Transformation of sub-byte.

3.1.3. Shift Row Operation

In the shift row transformation, 1%, 2" and 3" rows of
state matrix are cyclically shifted to left by the
corresponding positions respectively. Further, offset
value depends on the row number, and hence 1% row is
not changed. Further, the cyclic rotation imparts the
diffusion property in the AES algorithm. Figure
illustrates the shift row transformation. Here, the data
matrix row is cyclically shifted towards left, where 1%
row remains unchanged, 2" row shifts 1 byte towards
left, 3" row shifted 2 bytes towards left side and finally,
4™ row shifts 3 bytes towards left as demonstrated in the
Figure 3.

So.0 [ S0 [ So2 | So3

S0,0 | S0.1 | S0.2 | 03
AN

S10 | 511 [S12 ] 513 Sua [ Si2 513 10

- (] —_,
$20 | S21 | S22 | 823 _’@_b $22| 823 | $20 S21

530 | 53,1 [ $32 | $33 . [ ] ——" 833 | 830 [ 93,1 | S32
A

N~

Figure 3. Operation of Shift row.
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3.1.4. Mix Column Transformation

Figure 4 represents mix column transformation, in
which every column of the input data matrix is
transferred to new column in the matrix of output data.
Here, each column of input data is considered as
polynomial vector, which is multiplied with a constant
matrix. Further, this multiplied operator utilized a
polynomial mathematical as illustrated in Figure 4.

Mix Columns -

s0,0 s0, 1 s0,2 s0,3 s'0,0 | s'0,1 | s'0,2 | s'0,3
s1,0 si, 1 s1,2 s1,3 s',0 | s'1,1 s',2 | §'1,3
2,0 | s2,1 s2,2 | s2,3 §'2,0 | 82,1 | 82,2 | §2,3
s3,0 s3,1 s3,2 s3,3 s'3,0 | §'3,1 s'3,2 | §'3,3

s'0, 1 2311 s0, 1

s,1| (1231 st 1

s'2,1 1123 s2,1

s'3, 1 3112 83,1

Figure 4. Mix column operation.

3.1.5. Transformation of Add Round Key

This is the final transformation in every round, such that
in this transformation, XOR is the obtained round key.
Add round key is common among decryption and
encryption, and it is applied before decryption and
encryption iterations, in which 1% 128 bits of input key
is added to actual data-block as represented in Figure 5.

Sg0 | So1 | 502 | 5oz S0 | So1 | Suz | S0z

1 1 1 1

S0 31 | B2 | S1a S0 | 511 | Sz B1a
@ | Wi (Wi Wi Wa| =

530|521 | S22 | 523 520 521 | S22 513

1 1 1 1

530 531 | 532 | 538 530 531 | 532 | 53z

Figure 5. Transformation of add round key.

3.1.6. Key Expansion Module

This module produces 128-bit keys, which are needed
for every rounds on the basis of initial key. Further, this
module incorporated the functions such as Round cons,
shift rows and sub byte functions. A bitwise XOR
operation is performed by the round cons function by
utilizing round constant array, and the values are
obtained by [1, (Zhu et al. [27]), {00}, {00}] with xi.

3.1.7. S-Box Architecture

The byte substitution offers one byte non-linear
transformation by utilizing 128 bit S-Box. Every entry
is multiplicative inversion on Galois Field (GF). As S-
Box transformation are only nonlinear function, the
AES security depends upon implementation of S-Box.
The S box architecture could be realized in software and
hardware techniques also.

3.2. Variable Key Generation

Key generation reduces the usage of pre-defined keys.
Furthermore, the key, which is generated depends on the
feedback taps as well as seed value (initial). The
variations in the parameters changes the value of initial
key. For instance, an attacker tries to decrypt data by
utilizing brute force attack, the attacker cannot decrypt
any kind of information since there are different keys
for every messages. Even though brute force attack
identifies initial key, the attacker cannot decrypt input
text. These modification assures high quality encryption
for cipher. The flow of methodology regarding variable
key pattern generation is depicted in the Figure 6.

Input symmetric key

|

Pseudorandom First
Sub Key

I

Encrypt the First Block
of the Plain Text by AES

|

Pseudorandom Second
Sub Key

l

Dynamic S-box

Generate and Encrypt
Corresponding Block with Sub Key

Encryptthe Second Block
of'the Plain Text by AES

Figure 6. VVariable key pattern generation.

The following depicts the algorithm for the proposed
methodology.

Algorithm 1: AES Algorithm

. S () =

Af fine transform (y;)
Af fine transform

111110007 [iz] 107
01111100/ |is 1
00111110/ [is 1
:00011111*i4+1
10001111 |is 0
11000111 li, 0
11100011 |i 0
L111100014 Ligd L4

Where S;refers to ShiftRows, y; * refers to input
text File

Key Generation
For (n=1; n<=9; n=n+1)
‘n’ refers to number of iteration key expansion

{
Shift Rows transformation

}

Mix Columns transformation
If XoR Operation

Key Generation Operation
Else

Add Round key
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Key Generation
For (n=1; n<=9; n=n+1)

{

Add Round Key transformation

}

(PiIO,c' Pill,c Pilz,cPiIS,c): [PiO,C’ Pil,C’ Pl'Z,C’ Pi3,€]@
[Wround,Nb + Ci]

Variable Key Pattern Generation

Key expansion module

N;(r —1,¢;) + Sbox[RiWord(N;(r — 1,C + 3))]
{ +R;(con(r — 1)

Ni(r,c—=1)+ N;(r—1,¢)

(r—1,) refers c;th 32-bit column of rth round key, where
1<c¢;<4 and r>1. The initial key (ri=1) is XOR with
input 128-bit plaintext before the first round.

Initial round key, round 1-9 and final round are the
three stages of AES-128 algorithm. At initial round, 128
bit plain-text has Exclusive-O-Red with 128 bit primary
key. In every cipher round, ShiftRows(),
AddRoundKeys(), MixColumns() and SubBytes()
transformations have been carried out on 2-Dimensional
4*4 array of bytes which is represented as states.
AddRoundKeys(),ShiftRows() and SubBytes ()
operations have been performed in final round. In shift
row transformation, the shift rows 1, 2, and 3 of state
matrix has been transformed clinically towards left to
the positions of 1, 2, and 3 respectively. Based on the
row number, offset value has been determined and the
first row has no change. In AES algorithm, cyclic
rotation of rows have carried the diffusion property. The
process of linear diffusion, in which every column of the
input data matrix is transferred to new column in the
matrix of output data. Here, each column of input data
is considered as polynomial vector, which is multiplied
with a constant matrix and the multiplied operator
utilized a polynomial mathematical, and represented as

ai(yp) = (03)y? + (01)y?+(01)y!+(02)
P (Y1) = aj (Yl * P(Yl

IOC 02030101
11c 01020301
12c 01010203

03010102

ine}

i0,c

ine}

i1,c

ne}

i2,c

Pisc

Where yi refers to input variant, a; refers to polynomial
variant, P; refers to polynomial mathematical, C refers
to constant.

4. Performance Analysis

This section deliberates the performance analysis of
proposed method compared to other existing methods
like MPPRM, PPRM, TBDD, and CF.

Figure 7 represents simulation result for encryption.
From this figure, it is observed that, data encryption is
carried out in first phase, in which input plain text is
encrypted by using cipher key as mentioned in the Table
1.

» B Blockit270]
» B Keyiizz0)

Figure 7. Simulation result for encryption.

Table 1. Block input data, cipher key and encrypted data.

VALUES
00112233445566778899aabbccddeeff
000102030405060708090a0b0c0d0e0f
69c4e086a7b0430d8cdb78070b4c55a

Input/ Output Data
Block Input data
Cipher Key
Encrypted data

Figure 8 illustrates the simulation result for
decryption. From this figure, it is observed that
decryption of data is performed, where the encrypted
data is decrypted by using cipher key, as mentioned in
Table 2.

» B soouzro) |
» B kg ooo10z030404
» Bf Resuttzzo) | oo112zaz44s)

X1: 2,000,000 ps.

Figure 8. Simulation result for decryption.

Table 2. Block input data, cipher key and encrypted data.

Values
69c4e086a7b0430d8cdb78070b4c55a
000102030405060708090a0b0c0d0eO0f
00112233445566778899aabbccddeeff

Input/Output Data
Encrypted data
Cipher key
Decrypted data

Figure 9 illustrates the propagation delay of proposed
with other existing methods like MPPRM, PPRM,
TBDD and CF. From this Figure 9, it is observed that,
the proposed method had least propagation delay,
whereas high propagation delay was obtained by CF
method when compared to other existing methods.
(MPPRM, PPRM, and TBDD).
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Propagation delay (ms)
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5.552
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mulliseconds
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Proposed

Methods

Figure 9. Propagation delay of proposed method and existing
methods Manojkumar et al. [15] 2019.

Figure 10 represents the power consumption of the
proposed method. From this Figure 10, it is noted that,
the proposed method has consumed minimum power
than other methods. Likewise, when considering the
number of slices, the proposed method has very
minimum number of slices, whereas TBDD method has
more number of slices. Less number of slices, the
proposed method surpasses the existing methods in
terms of power consumption and number of slices.

Power Consumption

g7 587

g6

=

&4

g 3.004

g 3

8 157 1568

o 2 1024

! .

20 []
TBDD  PPRM  MPPRM  Proposed

Methods

Figure 10. Power consumption of proposed method and existing
method Manojkumar et al. [15] 2019.

Figure 11 illustrates the number of slices in proposed
method and other existing methods. Such that, from the
Figure 11, it is understood that, the proposed method has
very minimum number of slices, whereas TBDD
method has more number of slices.

250

200
g 150 120
= 2
[=]
:2 100 F'I ot ,-\rea

50 I

. I
TBDD  PPRM MPPRM Proposed
Methods

Figure 11. Number of slices in the proposed and existing system
Manojkumar et al. [15] 2019.

From Table 3 and Figure 12, it has been found that
the proposed system has enhanced values in terms of
Throughput (Gbps), Max. Frequency (Mhz) and
Throughput/Area(Mbps/Slice) as 2.86, 348.295 and 26
respectively in comparison with the existing study Teng
et al. [24].

Table 3. Comparative analysis of the existing study Teng et al. [24]
with proposed system.

. . Max.Frequency | Throughput | Throughput/Area
Devices Slices ™ hqz) Y G b?)s)p M bgps'/)SIice)
Virtes-6 xc6vIx240t 32 699.37 5.57 170
Virtes-6 xc6vIx240t 31 724.638 5.79 187
Virtes-5 xc5vIx20t 36 571.91 4.57 126
Virtes-5xc5vIxX50t 31 512.821 4.102 132
Virtes-5 xc5vIx20t 34 303.79 2.43 71
Virtes-5 xc5vIx20t 37 571.91 4.575 124
Virtes-5 xc5vIx20t 32 523.56 4.188 131
Virtes-5 xc5vIx20t 35 617.25 4.938 141
Virtes-5 xc5vIx20t 17 644.33 5.514 303
Virtes-4 xc4vf100 45 209.61 1.68 37
Virtes-4 xc4vf100 48 549.753 4.39 91
spartan-3 xc3s200 69 327.22 2.62 38
spartan-3 xc3s200 63 338.295 2.71 43
(proposed) spartan-3
xc35200 62 348.295 2.86 26

Performance Metrics

300
700
600
500
400
300
200

100 | I
0 u | }

I 'l | |
x I |Vert\ca\(‘w’a\ue];'axizMajorGricHine:l N | Ny Mo M.

TGS T T T B W W A S A LR
NI L I
,(&\" \xq\ /\\\Q QQ\' \,\\x\ &‘\\- &‘\\- &‘\\- ‘Q@
& O
)
< D
m Devices u Shices
Max Frequency(Mhz) Throughput(Gbps)

m Throughput/Area(Mbps/Slice)

Figure 12. Comparative analysis of the existing study Teng et al.
[24] 2021 with the proposed study.

Table 4. Performance metrics of the proposed method.

Methods | Critical path time (ns) | Throughput | Power (mW)
NIST 5.68 175.8 47.94
DOR 4.62 216.3 23.33

Dual stage 3.63 2774 13.21

Proposed 2.04 312 10.78

The Table 4 demonstrates the performance metrics
such as throughput, power and critical path time of
proposed method and prevailing methods. From the
above table, it is observed that, when considering
throughput, proposed system possess highest
throughput than the other methods. When considering
power, the proposed system consumes least amount of
power when compared to other existing methods.
Likewise, when considering critical path time, the
proposed method has very minimum critical path time
than the prevailing methods.

In general, time or memory has been required for the
theoretical computation of proposed algorithm where
‘n’ refers to the problem size or number of items.
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Usually, fo(ni)=0(gi(n)) denotes it is lesser than the
constant multiple of(gi(n)). Hence, the notation is given
as “fo(n;) of n; is Big O of gi of n; .

fo(ni)=0(gi(n)) refers to the +ve constants ¢ and k, in
which 0<f,(72)<Cq.(7) for all n>k;. Cand ki values are
fixed for function f which is not depends on 7z

5. Conclusions

In AES, while implementing in high speed as well as
low power circuits, total time consumed by framework
must be significantly considered. Further, the
implementation of S Box takes majority of time in total
time. Such that, the major advantage in this method is,
the dynamic hazards in combinational circuits are
significantly reduced. In accordance to this, the paper
employed AES based S box operations for variable key
generating pattern that generates several key from the
symmetrical keys. Hence modern attacks could be easily
overcome by the proposed system more effectively. The
efficiency of the proposed system has been validated in
terms of power consumption, throughput, critical path
time, number of slices and delay and compared with
other existing methods such as MPPRM, PPRM, TBDD
and CF. Inspite of the effective performance, the study
had some drawbacks such as Rivest-Shamir-Adleman
(RSA) algorithm used only asymmetric encryption. The
proposed method had slow data transfer rate as it had
large numbers and sometimes it may require third party
to verify the reliability of public keys. Another
drawback of the proposed method was it can work only
with 128-bit key. In future, Hybrid Diffie-Hellman and
Elliptic Curve Cryptography (ECC) algorithm can be
considered to improvise the performance with regards
to security.
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