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Abstract: The secured data transmission in Wireless Sensor Network (WSN) relies on effective key generation and secured 

sharing. The generated key must be random to enhance data confidentiality. The processes associated with the security in WSN 

must be designed at reduced computing time and communication cost. Our research work aims to design a novel lightweight 

key-sharing protocol that is needed for ensuring data confidentiality. The protocol must meet the constraints of WSN by being 

lightweight and consuming less energy. Security breaches in WSNs occur due to insecure keys. This can be overcome by 

generating shared keys which are generated once using the dynamic features of Sensor Nodes (SNs) when the Cluster Heads 

(CHs) are selected. In this research work, we have generated the Master Shared Key (MSK) at the transmitter node by forming 

a Galois Ring (GR) using WSN parameters and derived the Shared Random Key (SRK) using matched positions of exchanged 

Random Sequences (RSs). It is protected using a Physically Unclonable Function (PUF). The novelty lies in the SRK generation 

from MSK which is chosen at random from the polynomials generated during the formation of GR. The MSK is securely shared 

with the receiver node by encrypting using a Preloaded Key (PK). After this exchange, the key for encryption and decryption is 

derived by the transmitter and the receiver by exchanging RSs. The SRK is then encrypted using a key which is a unique 

fingerprint of the SN generated using PUF and stored in the SNs and the CHs to prevent node capture attack that occurs in WSN. 

Our proposed Shared Random Key Agreement Protocol (SRKAP) is comparable to the Localized Encryption and Authentication 

Protocol (LEAP) and performs better compared to the Elliptic Curve Diffie Hellman (ECDH) algorithm. 
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1. Introduction 

Wireless Sensor Networks (WSNs) play a vital role in 

data collection in IoT systems with limited resources, 

less battery power, and limited memory usage. Due to 

the exponential growth of IoT, the scope for the security 

of data transmitted through wireless devices has 

increased in the recent past. There is a need for 

developing lightweight protocols to enhance data 

confidentiality and it has caught the attention of the 

researchers Williams et al. [33]. The basic idea is to 

design a simple and energy-efficient key management 

protocol to be established for a wireless cryptosystem. 

Securing information assets from intruders is necessary 

in a network environment [30]. Maintaining the 

confidentiality of data is required in designing energy-

efficient key management protocols. There are two 

major types of cryptosystems viz., asymmetric key 

cryptosystem and symmetric key cryptosystem. In an 

asymmetric key cryptosystem, {public key, private key} 

pairs are used where Public Key is being broadcasted 

and Private Key remains secret. In a symmetric key 

cryptosystem, the secured transmission of data is carried 

out using session keys during the encryption and 

decryption of data. Securing the session key is essential 

for data security in wireless networks since data  

 

confidentiality gets lost if it gets caught by adversaries 

using cryptanalysis. 

The backbone of the symmetric key cryptosystem is 

efficient key generation, distribution, and management. 

A method for the generation of pseudo-random numbers 

based on the adaptability of Lattice-based cryptography 

is proposed Kumar and Mishra [11]. Due to resource 

and time constraints in WSN, symmetric key 

cryptosystems are preferred. The simplest method to 

share secret keys in a WSN is pre-distribution. This is 

done by loading every node with a set of keys randomly 

chosen from a large key pool such that two nodes will 

share one key. While this basic scheme is easy to 

implement and involves only a little overhead since no 

costly key agreement must be carried out, it has some 

disadvantages in terms of scalability and resilience to 

node capture. Another approach is to involve a Base 

Station (BS), which can hold a register of secret keys 

assigned to each node. This mechanism can also be used 

to authenticate nodes participating in data transmission. 

In this method, the key distribution could consume 

energy and the BS could be a bottleneck leading to a 

single point of failure. Data confidentiality in WSN is 

achieved by encryption using keys that need to be 

secured. Key management schemes are categorized as 

Random key distribution-based schemes, Master key-
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based key management schemes, Location-based key 

management schemes, Tree-based key management 

schemes, and polynomials-based key management 

schemes [7]. 

In the reference paper the researchers Zhu et al. [38] 

proposed a Localized Encryption and Authentication 

Protocol (LEAP), which uses four kinds of keys for 

every Sensor Node (SN). It incorporates an individual 

key imparted to the BS, a pairwise key shared with 

another node, a cluster key shared with multiple 

neighboring nodes, and a group key that is shared by all 

the nodes. The disadvantages are in terms of the high 

cost of memory to store the four unique keys for every 

node when the number of nodes is few. Detection of 

increased consumption of energy at any cluster helps to 

detect the presence of malicious nodes in WSN. The 

usage of light-weight algorithms in WSN increases the 

lifetime of the mote which paves the way for increased 

network lifetime. 

In our proposed protocol, the Master Shared Key 

(MSK) gets generated once for each transmitter and 

receiver, and the Shared Random Key (SRK) gets 

generated implicitly at the transmitter and the receiver. 

The generation and sharing of MSK involve computing 

cost and communication cost while that of SRK 

involves computing cost only. Energy consumption 

occurs during the transmission of MSK and the 

exchange of Random Sequences (RSs) by which the 

security of WSN is enhanced. The length of the key is 

variable which adds to the complexity for any adversary 

to break the key and hence the brute force fails which 

strengthens the security. MSK is authenticated and sent 

in an encrypted form. MSK is a linear code whose 

randomness is tested using National Institute of 

Standards and Technology (NIST) randomness tests. 

Both the encrypted MSK and encrypted data are 

transmitted as WSN data packet frames. SRK gets 

derived from the decrypted MSK at the receiver and 

thereby, the data gets decrypted. The randomness of 

SRK is tested using NIST tests for randomness. SRK is 

encrypted using the random key generated using the 

Physically Unclonable Function (PUF) and stored. 

Since SRK is implicitly shared and stored in another 

form, SRK remains the shared secret by which the data 

packets get encrypted. Key gets generated at the SN 

using PRF by taking Preloaded Key (PK) as input to 

generate pseudo-random bits. Our proposed protocol is 

scalable to SRK generation with no performance 

degradation, the performance of which is compared with 

LEAP and its variants. The MSK is encrypted using the 

PK which is device-dependent and unique to SN. Hence 

the key generated is specific to the transmitter. PK is 

unique. SRK can be used symmetrically for both 

encryption and decryption of the data and remains as the 

shared secret. SRK gets generated from MSK at the 

transmitter and the receiver implicitly and hence it is 

protected. The energy behavior of nodes in WSN is 

presented in Li et al. [13] as a “state-event-transition” 

and proposes an event-driven Queuing Petri-Net (QPN) 

based modeling technique. 

Adding a security component to WSN degrades the 

performance of WSN by consuming energy at increased 

computing and communication costs which need to be 

addressed [28]. Since the security of any cryptographic 

algorithm lies on an efficient key management protocol, 

our research focuses on proposing a novel light-weight 

key agreement protocol at reduced energy consumption, 

and reduced usage of storage at reduced computing and 

communication costs. LEAP algorithms are energy-

efficient algorithms developed for WSNs at reduced 

computing and communication costs. Functionalities of 

different variants of LEAP algorithms viz., LEAP, 

LEAP+, and LEAP++ are analyzed and an algorithm 

termed LEAP enhanced [34] is developed for 

identifying a compromised node in WSN. The paper 

focuses on incurring extra costs in enhancing security. 

Among the four different keys used in LEAP algorithms 

for key management, our paper focuses on the usage of 

a single shared pair-wise key in WSN overcoming the 

node capture attack at reduced rekeying overhead. 

LEAP+ algorithm belongs to the Master key-based key 

management scheme. 

From the research papers that exist in the literature, 

we found that there is a need to propose a lightweight 

key agreement protocol that consumes fewer resources 

and less energy. Also, there is a need to protect SRK 

from node capture attacks. Accordingly, we have 

considered the Elliptic Curve Diffie Hellman (ECDH) 

algorithm as a benchmark and proposed a novel key 

agreement protocol based on SRK generation securely. 

The rest of this research paper is organized as 

follows: Section 2 describes the basics of WSN and the 

need for lightweight protocols in WSN. Section 3 

discusses the proposed protocol. Section 4 deals with 

experimental results and discusses the merits of our 

proposed protocol to LEAP. Section 5 concludes the 

paper. 

2. Literature Survey 

Elliptic Curve Cryptography (ECC) is one of the 

symmetric key cryptographic algorithms [22] in which 

keys are mutually shared between the nodes in WSN for 

achieving cryptographic services. WSN is prone to 

security breaches and hence there is a need to develop 

lightweight security algorithms for securing WSN. 

Security is a very challenging task in WSN, the current 

state-of-the-art security mechanisms are presented in 

Nesteruk et al. [25]. A method for efficient key 

generation clusters is proposed in Abdullah [1] using the 

one-way hash function and a random variable for 

hierarchical WSN clusters to overcome the node 

compromise attack. This method relies on updating keys 

by Cluster Heads (CHs) periodically. If CHs fail to 

update their keys, it is considered a malicious node, 

even if the nodes are not malicious. Key generation 



Integrated Shared Random Key Agreement Protocol for Wireless Sensor Network                                                                                            203 

plays a vital role in security. A method based on 

polynomial key distribution is being proposed in WSN 

[3]. Polynomial-based random key generation assures 

the existence of pair-wise keys between sensors in 

WSN. The method is prone to node capture attacks 

which need to be addressed. WSN gets compromised 

when a fixed number of sensors become compromised. 

Node capture attack that occurs due to capturing 

sensitive sequences is overcome to some extent in this 

proposed method.  

A detailed survey regarding key management, 

authentication, and trust management is done and the 

need for proposing lightweight protocols for key 

management is identified. A hybrid encryption 

algorithm is being proposed in Mehmood et al. [19] in 

which the processes involved in asymmetric key 

cryptography are reduced with increased inclusion of 

processes involved in symmetric key cryptography. The 

work focuses on reducing energy consumption, 

communication costs, and computing costs with 

increased security. Security is increased by avoiding 

node-capture attacks that occur due to the capturing of 

sequences in our proposed protocol. A two-party 

Quantum Key Agreement (QKA) with strong fairness 

property is proposed in Naresh and Reddi [24] and 

extended to a Multiparty Quantum Key Agreement 

(MQKA) with strong fairness property withstanding 

both inner and outer attacks. A comparative analysis 

was performed with existing techniques. Cryptographic 

information gets stolen when an SN gets captured by an 

adversary. An extensive survey of various detection and 

key pre-distribution schemes used for resilience against 

node capture attacks is carried out and discussed in 

Butani et al. [5]. The safety period defines the time limit 

within which the data are maintained safe without being 

captured by adversaries. The paper presents a security 

framework with reasonable energy conservation time. 

The most important attack that needs to be addressed is 

the node capture attack. It is being overcome by the 

usage of four different keys at various levels of 

clustering and also refreshing the keys on demand. A 

certain amount of energy is consumed during refreshing 

[9]. A network model that is protected against local, 

multi-local, and global adversaries that can launch 

sophisticated passive and active attacks against the 

WSN is presented in Abuzneid et al. [2]. Our research 

focuses on preventing the node capture attack and 

conserving energy that occurs due to the refreshing of 

the keys. Though physical capturing of nodes could not 

be avoided, node capture attack that occurs due to the 

capturing of sequences is prevented. Security analysis 

focuses on whether the WSN functions well without any 

security breach. Intrusion Detection System (IDS) 

checks for the existence of malicious nodes through 

which the information leakage occurs. The usage of 

machine learning algorithms for detecting 

malfunctioning WSNs is an active area of research [35]. 

A lightweight backup and efficient recovery scheme for 

keys are developed for healthcare which maintains 

medical records using blockchain technology [36]. A 

novel intrusion detection scheme based on energy 

prediction in cluster-based WSNs is proposed in Han et 

al. [8]. Detection of increased consumption of energy at 

any cluster helps to detect the presence of malicious 

nodes in WSN. The usage of lightweight algorithms in 

WSN increases the lifetime of the mote which paves the 

way for increased network lifetime [12]. Architecture is 

being proposed in which the message gets encrypted by 

symmetric encryption and authenticated using a 

Message Authentication Code (MAC). LEAP 

algorithms support the usage of four different keys viz., 

individual key, pair-wise key, cluster key, and global 

key, among which our research focuses on establishing 

a pair-wise key that is shared. LEAP algorithms focus 

on increasing security at minimized energy 

consumption, communication, and computing costs. 

Dynamic key management is proposed by using 

symmetric key cryptography and hash functions. To 

secure it from attacks, the session key is updated. Key 

chains are used to prevent node capture attacks [6]. 

Existing weakness in the Three-factor Light Weight 

Key Agreement Protocol was proposed in Mo and Chen 

[21] and analyzed for its security. An extended 

Euclidean algorithm was used in the generation of secret 

keys and the method is termed Adequate Sparse Secure 

and Minkowski distance-based Location Privacy 

(ASSMLP) [20].  

Password-based key agreement protocol has drawn 

its attention in the cloud for exchanging data [14]. 

Though it is secure and efficient compared to similar 

algorithms, it paved the way for the necessity of 

lightweight algorithms for ensuring data confidentiality 

at reduced energy consumption, computing cost, and 

communication cost. Existing key agreement protocols 

need significant computational requirements and are 

found to be insecure. Hence an authenticated key 

agreement protocol between two parties is designed for 

Vehicle Adhoc Networks (VANET) by generating a 

secured session key [15]. Analysis of the computational 

cost and runtime of the existing and proposed 

algorithms was carried out. 

In this paper the researchers Simplicio et al. [31] 

surveyed the various key management mechanisms for 

distributed sensor networks. The researchers in 

Philipose and Rajesh [26] investigated energy-efficient 

sensor node placement in railway systems and found 

placing the BS at the middle wagon of the train was 

optimal for data transmission. Also found that there is 

an increase in energy consumption by 18.51% due to 

mobility. The researchers in Santos-González et al. [27] 

proposed a secure lightweight password-authenticated 

key exchange for heterogeneous WSNs. The researchers 

Keerthika and Shanmuga [10] discuss various active 

and passive attacks that occur in WSNs and the 

countermeasures to overcome these attacks. 
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Our research problem is to propose a novel 

lightweight protocol at reduced computation and 

communication costs. It must consume less energy at 

increased security. The main research problem is to 

secure the keys used in communicating data over WSN. 

Also, the most threatening node-capture attack must be 

addressed. The node-capture attack occurs due to 

capturing of sensitive sequences in LEAP algorithms 

and hence there is a need for proposing a novel protocol 

for overcoming node-capture attacks to some extent. 

Compared to LEAP algorithms the occurrence of the 

probability of a node-capture attack is less. ECDH 

algorithm is a key exchange algorithm that exists in the 

literature. Hence our proposed Shared Random Key 

Agreement Protocol (SRKAP) is compared with the 

ECDH algorithm. The researchers Munilla et al. [23] 

analyzed the shortcomings of symmetric keys based on 

their availability and proposed a protocol addressing 

these vulnerability issues supporting forward secrecy. 

The researchers Attir et al. [4] shifted the costly random 

number generation function from the sensor node to the 

hub to enhance computation performance, energy 

consumption, and communication, and the efficiency of 

the proposed system is evaluated. The researchers 

Masud et al. [18] used PUFs to propose a mutual 

authentication and secret key establishment protocol by 

which the doctor's legitimacy and SN were verified 

before establishing the SK. The researchers Wang et al. 

[32] analyzed the two common security failures namely 

node capture attack and smart card loss attack. The 

researchers Shamsoshoara et al. [29] surveyed the PUF-

based solution for node capture attacks. The researchers 

in Zheng et al. [37] designed an impedance mismatch 

PUF to generate a unique secret key. The concept of the 

cryptographic key not being cloned is discussed in the 

research paper Mall et al. [17]. The hardware properties 

inherent in the devices are mapped to a unique bit stream 

of information. An authentication and key sharing 

scheme using PUF, Pedersen’s Verifiable Secret 

Sharing Scheme (Pedersen’s VSS), and Shamir's Secret 

Sharing Scheme (Shamir’s SS) are proposed in the 

research paper Mahalat et al. [16]. Based on the papers 

available in the literature, it is found that there is a need 

to propose lightweight protocols for the secure 

transmission of data using symmetric keys. Hence we 

have proposed a protocol based on Galois Ring (GR) 

and SRK shared implicitly and protected SRK using 

PUF generated key. 

3. Proposed Protocol 

Based on the need for key generation at reduced energy 

consumption with low computing and communication 

costs, we have proposed a protocol that satisfies the 

NIST framework for cryptographic key management. 

MSK gets generated using (GR(p,n,r)), where p,n,r 

are computed from WSN parameters as follows: 

 p is the number of ones in the PK. 

 n is the sequence number that is retrieved from the 

frame. 

 r is computed from the energy levels of both the 

transmitter and the receiver. 

pr unique sequences are generated and the randomness 

of each sequence is tested using NIST randomness tests. 

One of the RSs is selected for generating MSK from 

which SRK is derived using generated RSs by the 

transmitter and the receiver nodes of WSN. 

pr unique sequences are derived using the set,  

{1, ᵩ, ᵩ𝑞} 

Where q=pr-2, from which an element α is selected 

randomly and used to form MSK using the coefficients 

of the following equation:  

𝛼0 + 𝛼1𝑝 + ⋯ + 𝛼𝑛 − 1𝑝𝑛 − 1 

where each αi is randomly chosen and belongs to the set. 

Sequences of random values are generated by both 

the transmitter and the receiver nodes and are 

exchanged. If the generated random values are matched, 

corresponding bits from MSK are extracted and 

concatenated to form SRK. The key that is shared 

between the transmitter and receiver nodes if random 

can further be used for secured transmission of data. The 

SRK is encrypted using the random key generated by 

PUF and its randomness is tested using NIST tests for 

randomness. 

The transmitter can be either SNs or CHs and the 

receiver can be either CHs or BSs. SRK is generated 

once from MSK. This process helps in minimizing 

energy consumption during key generation. SRK 

remains the shared secret since it gets generated 

implicitly. Since our proposed protocol is designed for 

WSN which needs low energy consumption, SRK can 

itself be used as the key for encrypting the data 

transmitted and decrypting the data received. 

Transmitted packets are encrypted and decrypted with 

SRK using the bitXOR operation. MSK is encrypted 

with PK using bitXOR and sent to the receiver node. It 

gets decrypted with the PK of the transmitter node at the 

receiver using bitXOR operation. PK is piggybacked in 

the WSN frame packet. The receiver takes the PK from 

the WSN frame packet and decrypts it. CH generates 

MSK using GR and transmits it to the SN, after which 

both SNs and CH generate SRK. Generated SRK is 

encrypted using PUF and stored in both SN and CH. 

MSK gets regenerated when the CH changes. 

 Assumptions  

1. CHs are powerful enough to generate MSKs, 

generate RSs, and receive RSs from all nodes. 

2. Each node is equipped with a PUF.  

The energy (E) is calculated using, 

𝐸 = 𝑉 ∗ 𝐼 ∗ 𝑇 

(1) 

(2) 

(3) 
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where, 

 V denotes voltage. 

 I denote current. 

In our experiment, we have taken V as 3 volts and I as 

19.7mA to calculate the energy consumed in joules. 

The flow of operations in our proposed protocol for 

WSN is illustrated in Figure 1. In this protocol, GR is 

used for the formation of MSK and the generation of 

SRK by taking the parameters of SNs as input. The 

processes involved in the confidential data transmission 

are illustrated in Figure 2. 

 

Figure 1. Flowchart for the proposed protocol. 

 

Figure 2. SRK generation for data confidentiality in WSN. 

Algorithm (1) explains the formation of MSK using 

GR by taking p, n, and r as inputs. The epsilon value is 

calculated by taking p, n, and r as inputs and forming the 

root_set. A list of root_set is formed. The pterm value is 

multiplied with a randomly chosen polynomial from the 

root set. The linked list of the generated polynomials is 

followed to extract the coefficients. The coefficient in 

decimal form is converted to a binary number and 

concatenated to form an RS of bits. Algorithm (2) 

explains the formation of SRK. Both the transmitter and 

the receiver nodes generate RSs and the bit from MSK 

is extracted if the values in the bits in the generated RSs 

are equal. The protection of generated SRK from node 

capture attacks using PUF is explained in Algorithm (3). 

The secured transmission and reception of data in WSN 

is explained in Algorithms (4) and (5). 

Algorithm 1: Master Shared Key Generation Using Galois Ring 

Input: p, n, r 

Output: MSK 

Steps 

1. Form poly1 x^((p*n)^r-1)-1 and poly2←x-1 

2. epsilon←divide_poly(poly1,poly2) 

3. root_set[count].coeff←0;root_set[count].pow←0; 

root_set[count].next←NULL; 

4. count←count+1 

5. root_set[count].coeff←0; root_set[count].pow←0; 

root_set[count].next←NULL; 

6. For i=2 to 3 

 count←count+1; 

 root_set[count].coeff←1; root_set[count].pow←0; 

root_set[count].next←NULL; 

7. For j=1 to i-1 

 pterm.coeff←pow(p,r);pterm. Pow←0; 

 root_set[count]←multiply_poly(root_set[count],epsilon); 

 End For 

 End For 

 random_alpha←rand()%size1 

8. polynomial←multiply_poly(pterm,root_set[random_alpha]) 

9. term←polynomial 

10. While(temp.next!=NULL) 

11. If(temp.coeff>0) 

12. MSK←decimal2binary(temp.coeff) 

13. temp←temp.next 

14. End While 

Algorithm 2: Shared Random Key Generation for SRKAP 

Input: Master Shared Key MSK, Transmitter Random positions 

Trandom, Receiver Random Positions Rrandom 

Output: Shared Random Key SRK, ESRK 

Steps 

1. For  i←0 to 7 

 If(Trandom[i]==Rrandom[i]) 

 SRK[count]←MSK[i] 

     count←count+1 

 End If 

2. SRK[count]← ‘\0’ 

3. Output SRK 

Algorithm 3: Protecting SRK from Node Capture Attack 

Input: SRK, KPUF 

Output: ESRK 

Steps 

 For i=0 to length(SRK) 

           ESRK[i] ← bitXOR(SRK[i],KPUF) 

 Return ESRK 

Algorithm 4: Data Transmission 

Input: Data, ESRK, KPUF 

Output: SRK, Encrypted Data 

 For i=0 to length(ESRK) 

       ESRK[i] ← bitXOR(SRK[i],KPUF[i%8]) 

 For i=0 to length(Data) 

EData← bitXOR(Data[i],KPUF[i%8]) 

 Transmit Data 

Algorithm 5: Data Reception 

Input: EData, ESRK, KPUF 
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Output SRK, Decrypted Data 

Steps 

 For i=0 to length(ESRK) 

       ESRK[i] ← bitXOR(SRK[i],KPUF[i%8]) 

 For i=0 to length(EData) 

       Data← bitXOR(EData[i],KPUF[i%8]) 

 Receive Data 

3.1. Secured Hierarchical Key Sharing 

Figure 3 illustrates the secured sharing of keys 

hierarchically in WSN. SRKs are generated by 

extracting the bit present in the matching bit positions 

of random sequences between communicating nodes in 

MSK11 shared between CH1 and SN11. 

 SRKi is generated between BS and CHi 

 SRK1j is generated between CH1 and SN1j 

 SRK2k is generated between CH2 and SN2k 

where i=1, 2, j=1,2 and k=1,2. 

 

Figure 3. Hierarchical key sharing model.  

Figure 4 depicts the generation of SRKs between 

CH1 and SN11 and their protection using PUF. The 

generated SRKs are encrypted using the keys KCH1 and 

KSN11. 

 

Figure 4. Protecting SRK.  

Figure 5 illustrates the steps involved in the 

generation of SRK and protecting it using PUF. The RSs 

are Random Sequence 1 which is denoted by RS1, and 

Random Sequence 2 which is denoted by RS2. SRK11 

denotes SRK between CH1 and SN11, KCH1 denotes the 

key generated using PUF by taking CH1 as input, KSN1 

denotes the key generated using PUF by taking SN1 as 

input, ESRKKCH1 denotes Encrypted Shared Random 

Key ESRK with key KCH1 and ESRKKSN1 denotes 

ESRK with key KSN11. 

 

Figure 5. Protecting generated SRK using PUF. 

4. Experimental Results and Discussion 

Energy consumption is directly proportional to 

execution time. Comparatively, our proposed protocol 

consumes less energy compared to the ECDH algorithm 

that exists in the literature. 

We infer from Tables 1 and 2 that the time 

consumption for SRK generation and the energy 

consumption is less for our proposed protocol compared 

to ECDH. Time consumption due to random sequence 

generation by the transmitter and the receiver adds delay 

for our protocol with increased security. 

Table 1. Execution time for SRK generation. 

Iteration 
Execution time(seconds) 

ECDH LEAP SRKAP 

1 1.6e-05 3e-06 4e-06 

2 2.2e-05 4e-06 4e-06 

3 1.9e-05 3e-06 3e-06 

4 2.6e-05 4e-06 3e-06 

5 1.7e-05 3e-06 3e-06 

Table 2. Energy consumption for SRK generation.  

Iteration 
Execution consumption(joules) 

ECDH LEAP SRKAP 

1 0.00095 0.0001 0.0002 

2 0.00130 0.0002 0.0002 

3 0.00112 0.0001 0.0001 

4 0.00154 0.0002 0.0001 

5 0.00100 0.0001 0.0001 

Table 3 lists the NIST Tests for randomness. Table 4 

lists the generated MSKs and Table 5 lists the generated 

SRKs. 

Table 3. NIST tests for randomness. 

Test No. Test 

T1 Frequency test 

T2 Frequency block test 

T3 Longest runs test 

T4 Spectral test 

T5 Non-overlapping template matching test 

T6 Overlapping template matching test 

T7 Approximate entropy test 

T8 Binary matrix rank test 

T9 Runs test 

T10, T11 Serial test 

Table 4. List of MSKs. 

p n r MSK 

7 3 1 MSK1=1111111111101101 

7 4 1 MSK2=1001001001001110111101 

6 2 1 MSK3=10101010101011 

6 5 1 MSK4=1011011011001110110011101 

6 6 1 MSK5=1101101011001110110110011101 

5 3 1 MSK6=1111111111101101 

7 7 1 MSK7=1111101011001110111010110011101 
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Table 5. List of SRKs. 

p n R SRK ESRK 

7 3 1 1111110 0001110 

7 4 1 101010111 010010110 

6 2 1 10010101011 01110101100 

6 5 1 01010111001 10110111110 

6 6 1 1111101011011 0001101000111 

5 3 1 1111110 0001110 

7 7 1 11011111101101 00111111010101 

Table 6. p-values of MSK. 

Tests 
MSK 

MSK1 MSK2 MSK3 MSK4 MSK5 MSK6 MSK7 

T1 1 1 1 1 1 1 1 

T2 0.010 0.004 0.017 1.000 1.000 0.010 0.001 

T3 0.004 0.004 0.003 0.002 0.001 0.004 0.005 

T4 0.000 0.379 0.000 0.006 0.006 0.000 0.000 

T5 0.344 0.118 0.344 0.000 0.000 0.344 0.041 

T6 0.149 0.124 0.149 0.118 0.118 0.149 0.101 

T7 0.005 0.000 0.013 0.125 0.125 0.005 0.000 

T8 0 0 0 0 0 0 0 

T9 0 0 0 0 0 0 0 

T10 1 1 1 1 1 1 1 

T11 1 1 1 1 1 1 1 

Entropy 0.544 0.994 0.985 0.943 0.940 0.544 0.896 

Efficiency 0.546 0.546 0.636 0.5 0.5 0.546 0.636 

Table 7. p-values of SRK. 

Tests 
SRK 

SRK 1 SRK 2 SRK 3 SRK 4 SRK 5 SRK 6 SRK 7 

T1 1 1 1 1 1 1 1 

T2 0.050 0.029 0.029 0.029 0.017 0.050 0.017 

T3 0.001 0.003 0.003 0.003 0.003 0.001 0.003 

T4 0.000 0.000 0.000 0.000 0.000 0.000 0.000 

T5 1 1 0.344 0.344 0.344 1 0.344 

T6 NaN NaN 0.149 0.149 0.149 NaN 0.149 

T7 0.286 0.131 0.0545 0.055 0.021 0.286 0.013 

T8 0 0 0 0 0 0 0 

T9 0 0 0 0 0 0 0 

T10 1 1 1 1 1 1 1 

T11 1 1 1 1 1 1 1 

Entropy 0.592 0.918 0.985 0.896 0.779 0.592 0.750 

Efficiency 0.546 0.546 0.636 0.636 0.636 0.546 0.636 

Tables 6 and 7 show the p-values calculated for MSK 

and SRK using NIST Tests for randomness. The entropy 

and efficiency values of the MSKs and SRKs are also 

tabulated. 

The efficiency of the keys MSK and SRK are 

calculated using,  

𝐸𝑓𝑓𝑖𝑐𝑖𝑒𝑛𝑐𝑦 = (𝑁𝑜. 𝑜𝑓 𝑡𝑒𝑠𝑡𝑠 𝑤ℎ𝑜𝑠𝑒 𝑝 − 𝑣𝑎𝑙𝑢𝑒 > 0.01)/11 

Sequences with entropy and efficiency values greater 

than 0.5 are considered random and used as MSKs and 

SRKs. 

Both the ECDH algorithm and the key generation 

algorithm of our proposed protocol are executed with 

NS3 installed in 64-bit Ubuntu OS using the processor 

Intel ® core i5-102100 CPU@1.60GHz x 8. Compared 

to the ECDH that exists in the literature, our proposed 

protocol consumes less time and energy. 

4.1. Performance Analysis 

From Figures 5 and 6, it is inferred that the performance 

of SRKAP is comparable to LEAP and performs better 

than the ECDH algorithm. 

 

Figure 6. Performance analysis based on execution time. 

 

Figure 7. Performance analysis based on energy consumption. 

4.2. Security Analysis 

 Since the SRK is encrypted using the keys KeyT and 

KeyR generated using PUF that uses the unique 

features of a node, the key is protected from node-

capture attack by adversaries. The keys KeyT and 

KeyR are different. An adversary cannot generate 

KeyT and KeyR. Hence Man-in-the-Middle attacks 

can be avoided. 

 Since SRK can be decrypted only by authenticated 

entities, impersonation attacks can be avoided. 

 Even if MSK is captured since SRK is computed 

implicitly and protected using PUF, our proposed 

protocol overcomes the physical attack. 

 Data gets transmitted using SRK generated 

dynamically and hence data transmission is private. 

The basic LEAP algorithm is prone to node capture 

attacks. There exists some time duration within which 

the node is getting captured in the case of the LEAP+ 

algorithm. LEAP++ tolerates master key compromise to 

some extent. LEAP Enhanced identifies the 

compromised node. Our proposed protocol prevents 

node capture attack that occurs due to the capturing of 

exchanged sequences. In LEAP algorithms, the 

sequence with identified details could be captured by 

any adversary and hence the node gets captured. It is 

being avoided in SRKAP since the SRK is implicitly 

shared. If the sequence about the identity of the 

transmitter or the receiver is captured by any adversary, 

transmitting SN or receiving SN gets captured in the 

case of the LEAP algorithm. In the case of the SRKAP 

protocol, neither the identity of the transmitter nor the 

receiver can be captured so the node-capture attack is 

avoided. Even if an adversary captures MSK, Random 

Sequence 1, and Random Sequence 2, SRK cannot be 

generated since the algorithm remains hidden. Random 

(4) 
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sequence and MSK travel along with the encrypted 

packet. MSK and the RSs generated by the transmitter 

are retrieved from the encrypted packet. The MAC 

payload field is variable into which the MSK and 

random sequence can be fitted. The packets are 

encrypted or decrypted using the SRK computed at the 

transmitter and the receiver. Sensor data which is of 

variable length gets fitted into the WSN frame in 

encrypted form along with the piggybacked MSK. The 

receiver retrieves MSK. The packet gets decrypted 

using the SRK computed from the transmitted and 

received RSs and the MSK.SRK is computed only once 

by the sender and the receiver to avoid excessive energy 

consumption. Also, our proposed protocol is scalable 

and reliable. 

When the node is getting captured physically by the 

intruder only the MSK gets exposed and SRK is 

protected since it gets implicitly generated dynamically 

during transmission. Dynamic generation of SRK 

consumes energy but adds to the security. Since the 

MSK is generated only once, it contributes to less 

energy consumption in WSN.  

5. Conclusions 

Compared to the ECDH algorithm, our proposed 

protocol consumes less energy and hence supports 

increased network lifetime. SRKAP suffers from node 

capture attacks since SRK remains unprotected due to 

node capture attacks. This drawback is overcome by 

encrypting SRK with a PUF. 
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