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Abstract: Securing the Electronic Health Records (EHRs) in Blockchain based Internet of Things (IoT) healthcare systems 

remains a big challenge due to the computational constraints, privacy concerns, and scalability limitations. This paper 

introduces Blockchain-based Privacy-preserving, Access-controlled, and Cost-efficient IoT Healthcare Framework (B-

PACIoT), a novel three-layer framework that uniquely integrates the zk-Rollups-based transaction batching, Ciphertext-Policy 

Attribute-Based Encryption )CP-ABE( based access control, and edge-assisted Advanced Encryption Standard with 128-bit key 
)AES-128( decryption to deliver the scalable, privacy-preserving, and cost-efficient EHR management solutions in Blockchain 

and IoT driven healthcare. Unlike the existing IoT frameworks, our B-PACIoT offloads heavy decryption tasks to edge servers 

while maintaining the privacy using Zero-Knowledge proofs (zk-SNARKs), which is significantly reducing the computational 

load on IoT devices. Our framework used zk-Rollups in transaction management for enabling the aggregation of multiple access 

transactions into a single blockchain proof, minimizing the on-chain overhead and finally improving the throughput. 

Decentralized Interplanetary File System (IPFS) network is used for secure storage of encrypted EHRs and on-chain ethereum 

smart contracts are used to manage the metadata anchoring and fine-grained access control. Experimental results proven that, 

our B-PACIoT framework reduced the transaction costs by 90%, improved the retrieval efficiency by 40%, and achieved the 

99.8% of fault-tolerant availability through IPFS replication. Moreover, our B-PACIoT lowers the decryption latency by 85% 

when compared to the traditional on-chain models. These outcomes from experiments are emphasizing that our B-PACIoT is not 

just technically novel and but also practically an effective solution for next-generation EHR management in IoT-driven 

healthcare.  
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1. Introduction 

The integration of Internet of Things (IoT) and 

blockchain technologies into healthcare revolutionized 

the patient monitoring and data management activities. 

IoT devices, such as Electrocardiogram (ECG) 

monitors, pulse oximeters, and glucose sensors are 

emerging sources of the real-time health data, which 

allows the on-time interventions and personalized care 

of patients [3]. These sensors generated high volume of 

sensitive Electronic Health Records (EHRs) leading to 

significant challenges in data management. Traditional 

EHR data management systems [10], are centralized 

storage and legacy architectures. These are frequently 

vulnerable to cyber-attacks, lack of granular access 

control, and are unable to handle the growing data 

demands in IoT-based healthcare applications. In 

general the EHRs [10, 18], which hold sensitive 

information of patients, are the primary targets for  

 
cyber-attacks such as data breaches, unauthorized 

access, and collusion attacks [17 and 26]. In health care, 

it is important to keep the patient data confidential, 

intact, and accessible with the companion of standard 

laws like Health Insurance Portability and 

Accountability Act (HIPAA) and General Data 

Protection Regulation (GDPR) [46].  

On other hand, Blockchain technology emerged as a 

promising alternative for EHR storage, by offering the 

decentralized and tamper-resistant data management 

capabilities. Compared to the traditional in-house 

storage mechanisms, the Blockchain EHR management 

systems recorded the better performance in improving 

the data integrity, traceability, and access control [18]. 

Despite these significant advancements, existing 

blockchain and IoT-based frameworks for EHR 

management are facing the critical limitations [7, 18, 26], 

that become barriers in real-world deployment are: 
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 Traditional blockchain frameworks are expensive for 

data storing and retrieve on-chain, which leads to 

economic infeasibility for high-frequency EHR 

transactions. 

 Existing blockchain networks designed with 

sequential transaction processing mechanisms that 

are facing high latency and congestion limitations, 

which results in poor throughput and delayed EHR 

access. 

 Existing Attribute-Based Encryption (ABE) and 

Public-Key Infrastructures (PKI) are computation 

heavy on low-powered IoT sensors and gateways, 

making the frameworks impractical at the edge 

nodes. 

 Legacy blockchain-IoT healthcare frameworks using 

the rigid access models (e.g., static Role-Based 

Access Control (RBAC)) or hardcoded policies, 

which are less flexible and adoptable to handle the 

emergencies. 

 Recent blockchain-IoT frameworks offloaded the 

EHRs to the decentralized storage networks for 

efficient data management but they often lack in 

content integrity validation, fault tolerance and smart 

contract–based anchoring to ensure the HER’s 

traceability and secure retrieval. 

 Existing authentication mechanisms relies on role-

based credentials or blockchain addresses for user 

access identification, which may expose the user 

identifiable information to external entities. 

To address these critical challenges in blockchain-IoT 

healthcare, this paper presents Blockchain-based 

Privacy-preserving, Access-controlled, and Cost-

efficient IoT Healthcare Framework (B-PACIoT) 

framework. This three-layer framework is designed for 

efficient EHR management in resource constrained IoT-

blockchain healthcare to assure the privacy-preserving, 

access-control, and cost-efficiency. At core the 

framework designed with an innovative combination of 

zk-Rollups-based high-volume transaction 

optimization, Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE) driven access control, and AES-

128 based encryption with edge-assisted decryption. 

These technical and architectural integrations enabled 

the B-PACIoT for scalable, secure and efficient 

management of EHRs in blockchain based IoT 

healthcare. 

The major objectives of this framework are:  

 To enhance the HER’s privacy and security, adopt 

the Advanced Encryption Standard with 128-bit key 

(AES-128) for lightweight data encryption and CP-

ABE-based key management for fine-grained policy 

enforcement. 

 To enable the fine-grained access control of EHR 

data, enforce the advanced smart contract-based 

policies (AccessControl.sol) and zk-SNARK 

authentication.  

 To improve the high volume EHR data transaction 

scalability, integrate the zk-Rollups and IPFS as off-

chain storage. 

 Experimentally evaluate the framework performance 

using the metrics such as latency, decryption time, 

throughput, and fault tolerance, with real-world 

datasets and adversarial simulations.  

In contrary to the existing blockchain-based EHR 

frameworks, our B-PACIoT customized through a 

combination of architectural, algorithmic, and 

efficiency-focused innovations. Architecturally, the 

framework adopts a three-layer hybrid design that 

integrates blockchain, decentralized storage, and 

advanced cryptographic primitives into a cohesive 

structure tailored for IoT-driven healthcare 

environments. Algorithmically, it leverages zk-

SNARKs to enable zero-knowledge verification of 

access requests, coupled with zk-Rollups for high-

throughput, low-cost transaction batching. Efficiency is 

further enhanced by incorporating outsourced CP-ABE 

decryption, which significantly reduces the computation 

burden on resource-constrained IoT devices without 

sacrificing the fine-grained access control. In addition, 

a comprehensive experimental evaluation was 

conducted with 10,000 IoT devices data from MIT-BIH 

Arrhythmia Database (MIT-BIH) [33] for validating the 

framework’s performance and attack resilience. We 

conducted the security tests using the standard tools like 

Metasploit [48] and Hyperledger Caliper [27] to 

evaluate the resistance of B-PACIoT against network-

level attacks, data integrity issues, and access control 

vulnerabilities. These contributions collectively address 

persistent limitations in scalability, latency, and privacy 

were found in earlier systems.  

The rest of this paper is organized as follows: section 

2 covers related work of blockchain based IoT 

healthcare in EHR management and section 3 explains 

the design and architecture of B-PACIoT. Section 4 

discusses about the experimental setup, while section 5 

compares the performance of B-PACIoT with other 

frameworks. Section 6 evaluates the framework’s 

security and attack resistance. Finally, section 7 

concludes the B-PACIoT and outlines the future 

research directions. 

2. Related Work 
2.1. Blockchain Integration in IoT-Driven 

Healthcare 

Blockchain and the IoT technologies are transforming 

the healthcare industry by addressing key challenges in 

data security, privacy, and operational efficiency. 

Blockchain’s decentralized and transparent design 

enriches the EHR management, drug traceability, and 

the clinical trial integrity [7, 18]. On other hand, IoT 

enables the real-time patient monitoring and smooth 

communication between the healthcare providers and 
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patients through the connected IoT devices [3, 17]. 

Together, these technologies will provide a powerful 

framework for secure EHR data exchange among the 

doctors, patients and caretakers etc. 

Early applications of blockchain in healthcare was 

focused on decentralizing the management of EHRs to 

prevent them from single points of failure and to reduce 

the data tampering, was explained by Alobaedy and 

Zilong et al. [58]. According to Saeed et al. 

Mohanakrishnan and Gokila [31], IoT takes this a step 

forward by allowing the continuous health data 

collection from wearables and sensors, which enables 

more interactive medical interventions. Ouchetto et al. 

[9] also highlighted that the blockchain technology 

strengthens the IoT healthcare by using the efficient 

cryptographic methods and consensus protocols to 

secure the EHR data and protects it from unauthorized 

access. In a step forward, Samantray et al. [45] proposed 

the peer-to-peer network of blockchain model for 

medical data distribution in IoT based e-healthcare 

system to assure the data tractability across the nodes. 

Rizzardi et al. [42] adopted the Hyperledger Fabric 

blockchain model in their IoT driven Blockchain 

architecture for efficient storage of medical records to 

prevent the records from unauthorized access and data 

tampering.  

Despite these advantages, the scalability remains a 

significant hurdle in above blockchain-IoT healthcare 

systems, particularly when managing high transaction 

volumes from real-world IoT devices [17, 42]. 

Moreover, interoperability issues between the legacy 

IoT devices and modern blockchain-IoT environments 

make integration process more complex [7]. In addition 

to this, meeting the data protection regulatory 

requirements like HIPAA and GDPR [46] makes the 

data governance and sharing more complicated [18] in 

blockchain-IoT healthcare. To overcome these hurdles 

in blockchain-IoT healthcare, there was pressing need to 

design the state-of-the-art architectures with lightweight 

cryptographic protocols, scalable processing techniques 

and efficient blockchain storage methods.  

In their research, Egala et al. [16] discussed the need 

of decentralized storage structures in healthcare which 

ensures the medical records are stored and shared in a 

secured transparent way, while protecting the data 

integrity and patient privacy. To achieve the 

decentralized control over data, former research works 

adopted the Hyperledger and Ethereum [27] like 

blockchain platforms. The log files generated from these 

platforms helps in creating the audit trails on-demand 

and EHR changes tracking. Recent research by Jun et 

al., 2025 [24] implemented sharding based blockchain 

model in artificial IoT healthcare applications to reduce 

the latency in data retrieval and to improve the memory 

efficiency. Subramanian et al. [43] designed the 

SHORTBLOCKS protocol for healthcare data 

management, which extends the blockchain as a Direct 

Acyclic Graph (DAG) to improve the scalability and 

throughput while maintaining the data security and 

privacy. Although decentralization improves the 

security and control over EHR data, continuous data 

generation from IoT devices making it high in volume 

and impractical for on-chain storage in blockchain.  

2.2. Off-Chain Storage and Data Management 

To address scalability limitations, recent studies [9, 16, 

58] focused on solving the scalability issues in 

Blockchain-IoT by implementing the off-chain storage 

solutions like the IPFS [14, 9]. It is scalable to store the 

large amounts of the EHR data securely while keeping 

it accessible through replicas [42]. Azbeg et al. [8] 

proposed the blockchain based IoT healthcare system 

with proxy re-encryption and Ethereum with PoA 

consensus to reduce the blockchain overhead with off-

chain storage facilitation. Jayabalan et al, [23] proposed 

the secure health data exchange in IoT driven 

blockchain architecture with ECC cryptography and 

IPFS off-chain management to ensure the secure 

communication across the heterogeneous IoT 

environments. Although these solutions improve 

scalability, they often do struggle with the advanced 

privacy preservation and computational burden on 

constrained devices. 

2.3. Access Control Mechanisms in IoT 

Healthcare 

In IoT healthcare, access control mechanism plays a 

pivotal role, which ensures that the sensitive patient data 

is stored securely and managed efficiently [8, 43]. 

Traditional methods like RBAC and ABAC were 

widely used in access control, but they encountered 

considerable challenges in large and constantly 

evolving healthcare environments. According to Xie et 

al., [53], RBAC is very easy to use and implement, but 

it doesn't flexible enough to handle the fast-changing 

user roles and security policies in healthcare. On other 

hand Shi et al. [47] notified that the ABAC is complex 

to implement but more flexible in handling the user 

roles to make access decisions firmly, which is more 

suitable for dynamic the IoT-based healthcare systems 

[8]. To tackle the limitations of these traditional access 

control models, researchers have designed the hybrid 

approaches that combine the best of both RBAC and 

ABAC. For example, Hamouid and Mohammediet, [20] 

introduced a dynamic ABAC model that can adjusted 

automatically to emergency situations, enabling the 

fine-grained access control in critical healthcare 

settings. Pal et al. [36] proposed another hybrid system 

that utilizes attributes, roles, and capabilities to provide 

a more flexible and secure access control solution for 

IoT-enabled healthcare systems. These new approaches 

aimed to simplify the authentication while ensuring the 

better protection for patient data in healthcare. 

However, these approaches still face challenges in 

adapting to resource-constrained IoT settings and 
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maintaining privacy-preserving authentication without 

revealing sensitive credentials. 

2.4. Privacy Preservation and Zero-Knowledge 

Proofs  

Ghassan et al., [21] designed a blockchain-based 

framework (health chain) to improve the 

interoperability and secure EHR management using 

decentralized off-line storage. Akkaoui et al. [2] 

proposed edge medi chain framework, which integrates 

the edge computing with blockchain to ensure 

traceability in medical data exchange and to ensure the 

data integrity and secure accessibility. Yang et al. [54] 

introduced FHIR_E framework which consists of 

blockchain with smart contracts to manage the 

healthcare data in a decentralized manner and to ensure 

the data integrity. Abou et al. [1] prepared the di trust 

chain which is a decentralized blockchain framework 

designed using the smart contracts and an Indirect Trust 

Inference System (ITIS) to enhance trust and 

interoperability in healthcare data exchange.  

In their study, Pathak et al. [38] noticed that, to ensure 

the privacy and data integrity in IoT, Zero-Knowledge 

Proofs (ZKPs) become popular in recent because they 

allow the data to be verified without exposing it to any 

external entity. Diro et al. [57] proven that ZKPs are 

particularly useful in decentralized identity verification 

and access control, which provides secure the 

authentication of IoT user without compromising the 

performance. Simultaneously, the combination of 

federated learning with blockchain and edge computing, 

become a secured solution for AI model training in IoT 

healthcare systems. Waheed et al. [52] noted that, this 

combination allows the healthcare providers to train 

their AI models collaboratively without sharing the 

patient’s sensitive data and ensuring the compliance 

with privacy standards. By utilizing the data in local and 

sharing only the model updates to external entities, the 

federated learning process reduces the risk of data 

breaching while maintaining the efficiency, which is 

crucial for the IoT devices with limited resources, as 

Myrzashova et al. [34] observed. Table 1 presents the 

key methodologies, strengths, and limitations of the 

existing Blockchain-IoT healthcare frameworks 

discussed in this literature section. 

Table 1. Representative Blockchain-IoT healthcare frameworks and their limitation. 

Paper/Year Core methodology Key strengths Notable limitations 

FHIR_E [54] 
Blockchain+smart contracts for FHIR 

interoperability 

Standards-based exchange, improved the 

integrity 

Lacks advanced privacy techniques, no 

scalability optimization 

DITrust Chain [1] Blockchain trust model with ITIS Secure device-to-device communication Semantic gaps, integration challenges 

Pathak et al. [38] Blockchain+zero-knowledge proofs 
Privacy preservation, scalability, fast 

authentication 
Computational complexity for IoT devices 

Waheed et al. [52] Federated learning+blockchain Privacy-preserving model training 
High computational cost, vulnerable to FL-

specific attacks 

Jayabalan et al. [23] 
Blockchain+ECC+IPFS (off-chain 

storage) 

Secure, scalable, authenticated EHR 

sharing 
Integration complexity in heterogeneous IoT 

Shi et al. [47] 
MedAccessX (blockchain access 

framework) 
Fine-grained, cost-effective access control Scalability limitations, high resource usage 

Andaloussi et al. [8] 
Blockchain+privacy-preserving access 

control 
Secure and efficient access 

Processing time; adaptability to dynamic 

contexts 

HealthChain [21] 
Blockchain EHR framework with off-

chain storage 
Interoperability, tamper-proof records 

Limited scalability, lacks fine-grained 

revocation 

EdgeMediChain [2] Edge computing+blockchain 
Faster data exchange, reduced on-chain 

storage 
High architectural complexity 

 

2.5. Research Gaps and Motivation 

A critical review of the surveyed literature reveals 

several persistent limitations that control the widespread 

adoption of Blockchain-IoT solutions for healthcare. 

1. Scalability Limitations: although off-chain storage 

solutions such as IPFS [1, 2, 54] can alleviate the on-

chain data load, the combination of high transaction 

volumes and the large size of EHR datasets continues 

to strain blockchain throughput. This bottleneck 

becomes even more pronounced in real-time IoT 

environments, where multiple devices generate 

continuous data streams. 

2. Access Control Overhead: fine-grained access 

mechanisms, particularly those based on CP-ABE [8, 

47], provide strong security guarantees but impose 

heavy computational demands. These demands are 

impractical for resource-constrained IoT devices, 

leading to latency and energy inefficiencies. 

3. Privacy-Performance Trade-off: advanced 

privacy-preserving techniques such as ZKPs and 

homomorphic encryption strengthen the data 

confidentiality [38, 57] but often limits the 

processing speed. For IoT edge devices with limited 

computational capacity, this trade-off can 

significantly hinder usability and scalability. 

4. Regulatory Integration: many existing frameworks 

reference compliance with General Data Protection 

Regulation (GDPR) or HIPAA only at a high level, 

without explicitly mapping system components to 

specific regulatory clauses. This lack of 

demonstrable compliance reduces trust and poses 

challenges for real-world deployment in regulated 

healthcare environments. 

These research gaps highlight the need for a lightweight, 

scalable, and privacy-preserving architecture that 
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supports efficient EHR management within Blockchain-

IoT healthcare. The proposed B-PACIoT framework is 

designed to overcome these shortcomings through the 

novel architectural, algorithmic, and efficiency-focused 

innovations. Table 2 presents the detailed novelty 

comparison, highlighting how B-PACIoT builds upon 

and extends the capabilities of existing solutions. 

Table 2. Novelty comparison of B-PACIoT vs. counterpart 

frameworks 

Aspect 
Health 

chain  

Edge 

medi 

chain  

FHIR_E  

 

B-PACIoT 

(proposed) 

Hybrid- design Yes Partial  Partial  Yes 

Off-chain IPFS 

storage 
No Partial Yes Yes 

ZKP or zk-

SNARKs 
No No No Yes 

zk-Rollups  Yes No  No Yes 

CP-ABE 

access control 
Yes Yes Yes Yes 

Outsourced 

decryption 
No Yes No Yes 

Quantitative 
evaluation 

Yes Yes Yes Yes 

Among the presented studies in Table 2, only our 

proposed B-PACIoT is simultaneously combines a 

three-layer architecture with IPFS off-chain storage, 

FHIR-aligned access, zero-knowledge authentication, 

zk-Rollups, CP-ABE, and outsourced decryption-

positioning its novelty as architectural, algorithmic, and 

efficiency-focused. 

3. Proposed Methodology 

To overcome critical limitations identified in existing 

blockchain-IoT healthcare systems, in this paper we 

introduce a B-PACIoT. It is designed to address the 

scalability bottlenecks in data access, decryption 

overhead on edge devices, lack of dynamic access 

controls, and limited privacy compliance in EHRs 

management. The three-layered architecture of this 

framework (see Figure 1) consists of IoT Layer, 

blockchain layer and cloud layer, which are strategically 

integrates the lightweight encryption, decentralized 

storage, and privacy-preserving authentication in them. 

In this, IoT layer is for edge-level secure data collection 

and encryption, blockchain layer is for tamper-proof 

access control and auditability, and cloud layer is for 

scalable and standards-compliant data access. Each 

layer of this architecture is leveraged to reduce the 

processing load, enhance the transaction throughput, 

and enable the fine-grained control of EHR access. 

 
Figure 1. B-PACIoT system architecture: a secure and decentralized framework for IoT-driven electronic health records management. 

3.1. Three-Layer Framework Description 

1. IoT Layer: at this layer the IoT devices like ECG 

monitors and pulse oximeters are deployed to collect 

the real-time patient data (EHR) at the network edge. 

Due to the limited processing power of these devices, 

lightweight gateways (e.g., Raspberry Pi) are 

employed to preprocess the EHRs, by applying the 

noise filtering, normalization, and feature extraction 

operations. AES-128 encryption with CP-ABE edge 
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decryption policy [49] is designed to reduce the 

process burden at IoT devices and provide the 

secured access control to EHRs.  

2. Hybrid Blockchain Layer: by facilitating the 

tamper-proof access control and decentralized EHR 

storage, this blockchain layer [42] serves as a bridge 

between the IoT Layer and the Cloud Layer. This 

layer has two main components are: 

 On-Chain Components: to ensure the EHR data 

integrity and access control, Ethereum based smart 

contracts [32] like AccessControl.sol is used to 

administer the policy-based authentication, and the 

Anchor.sol is used to securely store the metadata. 

 Off-Chain Components: encrypted EHRs are stored 

in IPFS off-chain file system [23] to optimize the 

storage efficiency and minimize the blockchain 

based transaction costs.  

To improve the scalability in EHR access, zk-Rollups 

mechanism [32] combines several access transactions 

into one batch to reduce the transaction costs and 

latency, while maintaining the blockchain's security. 

3. Cloud Layer: this layer allows secure access of 

EHRs via FHIR-compliant APIs [54], to enable the 

integration with healthcare systems like Epic and 

cerner [46]. Here the user place EHR access requests 

are validated with zk-SNARKs [6], which allows 

only the authorized users to retrieve and decrypt the 

encrypted EHRs for analysis. This mechanism 

ensures the scalability and privacy compliance in 

EHR access, while maintaining interoperability with 

existing healthcare IT infrastructure. 

3.1.1. Process Flow in B-PACIoT 

To ensure the secure EHR data encryption, 

decentralized storage, and privacy-preserving retrieval, 

our B-PACIoT system process flow is implemented in 

five steps as: 

1. Encryption at the IoT Edge 

 IoT devices encrypt the raw EHR data(M) using the 

AES-128 encryption and generates encrypted EHR 

CSym and a symmetric key K.  
 Now CP-ABE scheme encrypts the key K under 

specified access policy A to generate the access key 

CTABE 

2. Decentralized Storage 

 The encrypted HER CSym is stored off-chain in IPFS, 

generating a Content Identifier (CID) HIPFS. 

 The Anchor.sol smart contract records HIPFS and 

hashed access policies h(A) on-chain, to ensure the 

auditability and immutability. 

3. Access Request Handling 

 When a healthcare provider submits an EHR request, 

their credentials are verified against the CTABE stored 

in the Blockchain Layer. 

 zk-SNARK authentication is used to validate the 

user’s access rights without exposing Personally 

Identifiable Information (PII). 

4. zk-Rollup Optimization for Scalability 

 To reduce the energy costs and latency, zk-Rollups 

aggregate multiple EHR access transactions as a 

batch to execute them as a single transaction on-

chain. 

 This technique optimizes the EHR retrieval 

performance while maintaining the blockchain 
security guarantees. 

5. EHR Retrieval and Decryption 

 Once EHR access is granted, the Cloud Layer 

retrieves the encrypted HER CSym from IPFS using 

the respective CID provided by the blockchain. 

 The CP-ABE-encrypted AES key K is sent to an edge 

server, which performs partial decryption of CSym 

before sending an intermediate decryption key to the 

user. 

 The final decryption of CSym occurs on the provider's 

device, ensuring that the EHR remains private and 

accessible only to authorized users: 

3.2. IoT Layer: Data Security and Encryption 

As shown in Figure 2, the IoT layer in B-PACIoT is 

responsible for securely collecting the EHRs from 

patient, encrypting and sending them from medical IoT 

devices to the blockchain layer. Since the information in 

EHRs is so sensitive, we used hybrid dual-layer method 

that combines AES-128 for encryption and CP-ABE 

[49] for secured access control. This dual-layer 

technique at IoT ensures that the data stays encrypted 

during transmission and storage, while access is 

restricted to authorized used based on their access 

policies.  

To ensure the clarity, we formally define the 

cryptographic primitives applied in B-PACIoT. 

AES-128: AES is a block cipher standardized by 

NIST (FIPS-197) that operates on 128-bit blocks. In 

AES-128, the key length is 128 bits. In Cipher Block 

Chaining (CBC) mode with a random Initialization 

Vector (IV), the encryption of message blocks Mi is: 

𝐶0 = 𝐼𝑉, 𝐶𝑖  =  𝐸𝐾(𝑀𝑖  ⊕  𝐶𝑖−1),   𝑖 ≥ 1 

where 𝐸𝐾 is the AES encryption function with key K. 

AES-128 is widely considered secure under the 

pseudorandom permutation (PRP) assumption. 

CP-ABE: CP-ABE is a public-key encryption 

mechanism that enforces access control via attributes. It 

is defined by four algorithms: 

𝑆𝑒𝑡𝑢𝑝(1𝜗)  → (𝑃𝐾, 𝑀𝐾) 

𝐾𝑒𝑦𝐺𝑒𝑛(𝑀𝐾, 𝑆) → 𝑆𝐾𝑠 

𝐸𝑛𝑐(𝑃𝐾, 𝑚, 𝐴) → 𝐶𝑇 

(1) 

(2) 

(3) 

(4) 
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𝐷𝑒𝑐(𝑆𝐾𝑠 , 𝐶𝑇) → 𝑚 𝑜𝑟 ⊥ 

where 𝐴 is an access structure over attribute set S. 

Security is based on the Decisional Bilinear Diffie-

Hellman Exponent (DBDHE) assumption [53]. In our 

framework, CP-ABE encrypts only the AES symmetric 

key, significantly reducing computational load on IoT 

devices. This hybrid (AES), fine-grained policy 

enforcement (CP-ABE), and resource efficiency (by 

encrypting only the symmetric key with CP-ABE). 

 
Figure 2. IoT layer: secure data collection, encryption, and transmission in B-PACIoT. 

 

3.2.1. Secure Data Collection and CP-ABE 

Encryption 

At IoT layer, IoT gateways (i.e., Raspberry Pi or ESP32) 

collects the data periodically from patient sensors and 

buffers it to overcome the packet loss during unstable 

networks [17]. These gateways improve collected data 

quality by filtering out noise, normalizing the values, 

and extracting the features [17]. Once the data is 

processed and structured as an EHR, it will be encrypted 

and sent to the blockchain layer. 

To achieve the optimal security while minimizing the 

computational overhead, our dual layer encryption is 

implemented in several steps as:  

1. Symmetric Key and Initialization Vector (𝐈𝐕) 

Generation 

 At first the 128-bit AES key (K) is generated using a 

secure random number generator (SRNG). 

𝐾 = 𝐼𝑉 = 𝑆𝑅𝑁𝐺(128 𝑏𝑖𝑡) 

2. Encryption of EHR Data 

 The patient’s EHR data M is divided into 128-bit 

blocks as M1 M2,…,Mn  

𝑀 = (𝑀1, 𝑀2, … , 𝑀𝑛) 

 Each block is encrypted using AES-128 in CBC 

mode:  

𝐶1 = 𝐴𝐸𝑆 − 𝐸𝑛𝑐(𝐾, 𝑀1 ⊕ 𝐼𝑉) 

𝐶2 = 𝐴𝐸𝑆 − 𝐸𝑛𝑐(𝐾, 𝑀2 ⊕ 𝐶1) 

𝐶𝑛 = 𝐴𝐸𝑆 − 𝐸𝑛𝑐(𝐾, 𝑀𝑛 ⊕ 𝐶𝑛−1) 

 The final cipher text is: 

 𝐶𝑠𝑦𝑚 = (𝐼𝑉, 𝐶1, 𝐶2, … , 𝐶𝑛) 

3. CP-ABE Encryption of AES-128 Key 

 To enforce ABAC, the AES key 𝐾 is encrypted using 

CP-ABE [49]. For this the access policy A is defined 

using a boolean expression as: 

𝐴 = (𝑟𝑜𝑙𝑒 = "𝐷𝑜𝑐𝑡𝑜𝑟")𝛬(𝑑𝑒𝑝𝑎𝑟𝑡𝑚𝑒𝑛𝑡 = "𝐶𝑎𝑟𝑑𝑖𝑜𝑙𝑜𝑔𝑦") 

 The CP-ABE setup phase generates a public key PK 

and a master key MK as: 

(𝑃𝐾, 𝑀𝐾) ← 𝑆𝑒𝑡𝑢𝑝𝐴𝐵𝐸(1𝜆) 

 The AES-128 symmetric key K is transformed into 

an access-controlled ciphertext as: 

𝐶𝑇𝐴𝐵𝐸 = 𝐸𝑛𝑐𝐴𝐵𝐸(𝑃𝐾, 𝐴, 𝐾) 

 The final CP-ABE cipher text CTABE includes access 

policy 𝐴, symmetric key K and random elements for 

data invisibility to attackers. 

After the hybrid encryption process completed, the EHR 

remains securely stored in IPFS and the CP-ABE-

encrypted key is recorded on the Ethereum blockchain 

for access control enforcement. Only the authorized 

users who are satisfying the access policy 𝐴 can only 

decrypt the CTABE to retrieve the AES key 𝐾 for final 

decryption of the EHR. Instead of whole data, 

encrypting only the AES key using the CP-ABE can 

significantly reduce the computational burden on IoT 

devices, making this encryption more efficient under 

strict access control policies. Moreover, the outsourced 

decryption to IoT edge severs is eliminating the 

processing burden at low configured IoT devices to 

ensure the scalability and resource efficiency.  

(5) 
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3.3. Hybrid Blockchain Layer: Privacy-

Preserving EHR Management 

The Hybrid Blockchain Layer is the second layer in B-

PACIoT, which is in between the IoT and cloud layers. 

This layer is responsible for providing scalable, secure 

and privacy-compliant storage and access to the IoT 

layer encrypted EHRs. The main challenge with 

blockchain-based healthcare systems is ensuring EHR 

security while maintaining the efficient access policies 

[43]. Storing the large-scale medical records directly on 

a blockchain (e.g., Ethereum [32]) is impractical due to 

limited storage capacity and transactional delays. 

Former blockchain healthcare solutions [7, 9, 18, 42, 58] 

were struggled with high transactional costs and latency, 

making them unsuitable for large-scale management. To 

solve these limitations, our B-PACIoT framework 

adopted a hybrid approach using on-chain and off-chain 

mechanisms in blockchain with key improvements: 

 The IoT layer encrypted EHRs are stored via off-

chain in IPFS [23], making it more scalable and cost-

efficient too. 

 On-chain, we only store the EHRs metadata, access 

policies, and authentication records in Ethereum 

smart contracts [37] to keep the access control 

tamper-proof and auditable. 

 On other hand zk-SNARKs [6] were adopted to 

handle the privacy-preserving user verification, and 

zk-Rollups [44] implemented to make transactions 

more scalable and efficient. 

To present the cryptographic claims, we formalized the 

two primary primitives (zk-SNARKs and zk-Rollups) 

used in this layer: 

zk-SNARKs: a zk-SNARK for an NP relation R⊆ 

{0,1} *× {0,1} * consists of polynomial-time algorithms 

as: 

(𝑝𝑘, 𝑣𝑘)  ← 𝐺𝑒𝑛(1𝜗 , 𝑅),    𝜋 ← 𝑃𝑟𝑜𝑣𝑒(𝑝𝑘, 𝑥, 𝑤),      𝑏 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘, 𝑥, 𝜋) 

where x is the public statement, w is the witness, and is 

bϵ {0,1} the verifier’s output. zk-SNARKs guarantee 

completeness (valid statements verify), soundness 

(invalid statements cannot be proven), zero-knowledge 

(no extra information leaks), and succinctness (proof 

size and verification are constant-size). We instantiate 

the Groth16 construction Groth, [45], which provides 

constant-size proofs (~200 bytes) and efficient 

verification on-chain. 

zk-Rollups: a zk-Rollup is a scalability protocol, 

where the batches of Layer-2 state transitions are proven 

as valid with a single succinct proof posted on Layer-1. 

Let S be the current state root and T={t1,......,tn} the 

batch of transactions. The aggregator computes the new 

state S’=f (S, T) and generates proof π such that: 

𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘, (𝑆, 𝑆′ , 𝐻(𝑇)), 𝜋)  =  1 

Where H(T) is a merkle root of the transaction batch. 

This reduces on-chain verification cost from O(n) to O 

(1) while inheriting the security of the zk-SNARK proof 

system. 

3.3.1. Off-Chain Storage and Retrieval 

Storing EHRs directly on the blockchain storage is not 

feasible due to the high transaction costs and latency 

constraints. So, our B-PACIoT stores the encrypted 

EHRs off-chain in IPFS [14, 23] and keeps the 

lightweight CID and CP-ABE encrypted key CTABE on-

chain using the Ethereum smart contract ‘Anchor.sol’. 

This off-chain and on-chain combination makes the 

EHRs scalable, secure, and easy to retrieve. 

Storage process: after encryption at edge the 

encrypted Csym is stored in IPFS, which generates a 

unique CID using a cryptographic hash function H to 

ensure tamper-proof data integrity. 

𝐻𝐼𝑃𝐹𝑆 = 𝑆𝑡𝑜𝑟𝑒𝐼𝑃𝐹𝑆(𝐻(𝐶𝑠𝑦𝑚)) 

The EHR identifier HIPFS assures that any unauthorized 

modifications to data also alters the hash H, which 

makes tampering detectable and verifiable. After this 

the CID HIPFS along with access control metadata CTABE 

and timestamp Ttx is stored in on-chain smart contract 

‘Anchor.sol’ as: 

𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝑅𝑒𝑐𝑜𝑟𝑑(𝐻𝐼𝑃𝐹𝑆, 𝐶𝑇𝐴𝐵𝐸 , 𝑇𝑡𝑥) 

Our B-PACIoT system implements the triplicate 

replication across geographically distributed IPFS 

nodes N to achieve the high data availability and above 

99% fault tolerance as: 

𝑅𝐼𝑃𝐹𝑆 = ∑ 𝐻𝐼𝑃𝐹𝑆
𝑖

𝑁

𝑖=1

 

EHR retrieval process: upon receiving an authorized 

EHR access request (zk-SNARK proof) from users, our 

framework retrieves the EHR from IPFS based on CID. 

Using the decentralized data lookup, the EHR's 

identifier is retrieved from the blockchain as: 

𝐻𝐼𝑃𝐹𝑆 = 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒(𝑇𝑡𝑥, 𝐶𝐼𝐷) 

Based on the received H_IPFS the EHR is then fetched 

from IPFS using: 

𝐶𝑠𝑦𝑚 = 𝐼𝑃𝐹𝑆. 𝐺𝑒𝑡(𝐻𝐼𝑃𝐹𝑆) 

At this moment the EHR retrieval system dynamically 

selects the nearest replica to minimize retrieval latency 

as follows: 

𝑡𝑟𝑒𝑡𝑟𝑖𝑒𝑣𝑎𝑙 = min (𝑡𝐼𝑃𝐹𝑆,1, 𝑡𝐼𝑃𝐹𝑆,2, . . . , 𝑡𝐼𝑃𝐹𝑆,𝑁) 

In addition to this fault tolerance mechanism, edge 

caching is also implemented for frequently accessed 

records to reduce the subsequent access delays. 

3.3.2. On-Chain Access Control and Authentication 

To ensure the secure and tamper-proof access control, 

B-PACIoT anchors metadata, access policies, and 

integrity proofs on-chain, while encrypted EHRs are 

stored off-chain in IPFS [23]. This setup provides the 

(15) 
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tight access control and auditability. Ethereum smart 

contracts [37, 54] (i.e. AccessControl.sol and 

Anchor.sol) based on zk-SNARKs authentication is 

implemented to enforce the EHR access policies strictly 

and to make the authentication private.  

Zk-SNARK validation: a user U places a request 

Req(U) for EHR access to the blockchain smart contract 

(AccessControl.sol) [37]. This request contains user 

attributes S (e.g., role, department, institution etc.), 

target EHR identifier H IPFS and zk-SNARK πaccess is 

placed as: 

𝑅𝑒𝑞(𝑈) = (S, 𝐻𝐼𝑃𝐹𝑆, 𝜋𝑎𝑐𝑐𝑒𝑠𝑠  ) 

The main goal of this request is to validate the user U is 

satisfying the predefined access policy P associated 

with the requested EHR. For that the policy verification 

is implemented in on-chain using the 

‘AccessControl.sol’. To authenticate the user request 

Req(U), EHRs stored access policy 𝑃′ is retrieved from 

the blockchain smart contract ‘AccessControl.sol’. This 

stored policy 𝑃′is verified against the user’s zk-SNARK 

proof [6] contained verification key vk and access proof 

πaccess to check the compliance with P as: 

𝑃́ = 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝐺𝑒𝑡𝑃𝑜𝑙𝑖𝑐𝑦(𝐻𝐼𝑃𝐹𝑆) 

𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘, 𝜋𝑎𝑐𝑐𝑒𝑠𝑠) =  {
1, 𝑖𝑓 𝑆 = 𝑃 (𝐴𝑐𝑐𝑒𝑠𝑠 𝐺𝑟𝑎𝑛𝑡𝑒𝑑)
  0, 𝑖𝑓 𝑆 ≠ 𝑃 (𝐴𝑐𝑐𝑒𝑠𝑠 𝐷𝑒𝑛𝑖𝑒𝑑)

 

If the ZK-proof is valid, the EHR access request is 

approved and logged on-chain for auditability including 

access timestamp Tax: 

𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝐿𝑜𝑔(𝑈𝑖𝑑 , 𝐻𝐼𝑃𝐹𝑆, 𝑇𝑎𝑥 ) 

Upon user approval, the system retrieves the CP-ABE 

encrypted symmetric key CTABE from the blockchain 

and fetches the CID of the encrypted EHR from 

‘Anchor.sol’ for integrity validation as: 

𝐶𝑇𝐴𝐵𝐸 = 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝐺𝑒𝑡𝐾𝑒𝑦_𝑎𝑛𝑑_𝐶𝐼𝐷(𝜋𝑎𝑐𝑐𝑒𝑠𝑠) 

With this stored EHR identifier HIPFS, the EHR Csym is 

fetched from IPFS. Before sending, this EHRs integrity 

is verified using hash function (H) by comparing the 

former and present hash values of EHR as: 

𝐻𝐼𝑃𝐹𝑆
̀ = 𝐻(𝐶𝑠𝑦𝑚) 

𝑉𝑒𝑟𝑖𝑓𝑦(𝐻𝐼𝑃𝐹𝑆
̀ ==  𝐻𝐼𝑃𝐹𝑆) 

If the verification process returns false, access is denied 

due to possible data tampering. If it returns true, the 

encrypted EHR C_sym is reliable and sent to the user U.  

zk-Rollup transactions: processing each EHR access 

request individually on the blockchain is expensive and 

less scalable. To improve the EHR transaction 

performance zk-Rollups [6] are employed, which 

bundle multiple transactions as a batch, to reduce the 

transfer costs and latency on-chain. At blockchain level, 

instead of submitting N individual transactions, zk-

Rollups aggregate them into a single batched proof π, 

and is sent to the blockchain for processing. In this batch 

proof, each user Ui submits a zero-knowledge proof πi 

for access policy Pi validation. Each request related 

proof is generated as; 

𝜋𝑖 = 𝑃𝑟𝑜𝑜𝑓𝑠𝑛𝑎𝑟𝑘(𝑝𝑘, 𝑆𝑖 , 𝑃𝑖) 

All N individual proofs are collected using the zk-

Rollup aggregator [44] and a single aggregated proof ω 

is generated. 

𝜔 = 𝐴𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒(𝜋1, 𝜋2, … , 𝜋𝑁) 

Now the compressed zk-Rollup proof ω is submitted 

once to the ‘AccessControl.sol’ smart contract for 

verification. After submission, the blockchain verifies 

the aggregated proof ω as a single commit computation, 

rather than N individual verifications as:  

𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘̀, 𝜔) =  {
𝑚, 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑣𝑎𝑙𝑖𝑑 𝑝𝑟𝑜𝑜𝑓𝑠 𝜋𝑖   (𝐴𝑐𝑐𝑒𝑠𝑠 𝐵𝑎𝑡𝑐ℎ)

  𝑛,    𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑛𝑣𝑎𝑙𝑖𝑑 𝑝𝑟𝑜𝑜𝑓𝑠 𝜋𝑖  (𝐷𝑒𝑛𝑖𝑒𝑑 𝐵𝑎𝑡𝑐ℎ)
 

Once the validation completes, access granted batch and 

denied batch both are logged for future auditing and 

tractability as: 

𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛. 𝐿𝑜𝑔𝐵𝑎𝑡𝑐ℎ({𝑈1, 𝑈2, … , 𝑈𝑁 }, 𝐻𝐼𝑃𝐹𝑆, 𝑇𝑎𝑥) 

By integrating zk-SNARK for authentication and zk-

Rollups for transaction optimization, our B-PACIoT 

architecture ensures the privacy-preserving, tamper-

proof, and cost-effective decentralized EHR 

management in the hash function provides an additional 

layer of security, preventing unauthorized access [37].  

3.4. Cloud Layer: Outsourced Decryption 

Once the blockchain layer has validated the user EHR 

request and sent the encrypted EHR (Csym) back to the 

user, the cloud layer receives this data and is responsible 

for reconstructing the actual EHR (M) [56]. As part of 

this, the cloud layer performs the Key Recovery, 

outsourced decryption and AES-128 Decryption for 

EHR access. To reduce the processing burden at low-

configured IoT devices, our B-PACIoT outsourcing the 

decryption process to the trusted edge servers without 

compromising the data privacy and security [35].  

Out sourced decryption: upon receiving the CP-ABE 

encrypted symmetric key CTABE from 

‘AccessControl.sol’ and encrypted Csym from IPFS, user 

forwards the CTABE and attribute set S to the trusted edge 

server by placing a partial CP-ABE Decryption request 

[41]. Based on user attribute set S, edge server generates 

and returns to user an intermediate key K ̀ using the CP-

ABE decryption function [49] as: 

𝐾̀ = 𝐷𝑒𝑐𝐴𝐵𝐸(𝑆𝐾𝑒𝑠, 𝐶𝑇𝐴𝐵𝐸) 

This edge server generated intermediate key K ̀ itself is 

not enough to decrypt the EHR which ensures that even 

if the edge server is compromised, it cannot retrieve the 

final EHR. After receiving K ̀ user applies the 

cryptographic hash function H to construct the final 

AES-128 key. At first the Initialization Vector )IV( 

block is extracted from Csym, later using the AES-128 

CBC mode the remaining cipher text blocks are 

decrypted as: 
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𝐾 = 𝐻𝑎𝑠ℎ(𝐾̀) 

𝐼𝑉 = 𝐶𝑠𝑦𝑚[0] 

𝑀1 = 𝐴𝐸𝑆 − 𝐷𝑒𝑐(𝐾, 𝐶1) ⊕ 𝐼𝑉    

𝑀2 = 𝐴𝐸𝑆 − 𝐷𝑒𝑐(𝐾, 𝐶2) ⊕ 𝐶1 

𝑀𝑛 = 𝐴𝐸𝑆 − 𝐷𝑒𝑐(𝐾, 𝐶𝑛) ⊕ 𝐶𝑛−1 

𝑀 = (𝑀1, 𝑀2, … , 𝑀𝑁) 

In B-PACIoT, by offloading the CP-ABE decryption to 

the edge server, we reduced the decryption latency at 

max-scale for IoT devices. In our case the end user IoT 

device performs only a lightweight hashing operation, 

ensuring the fast decryption on low-power devices. By 

integrating the edge-outsourced decryption [2] with 

blockchain-based access control, our B-PACIoT 

ensures a scalable, secure, and privacy-preserving 

model for decentralized EHR management in healthcare 

environments. 

4. Experimental Setup 

This chapter presents the experimental setup for testing 

our B-PACIoT framework, which is focused on 

evaluating its security, scalability, and efficiency in 

Blockchain-IoT healthcare environments. The main 

goal of this chapter is to present the tools, technologies, 

baseline models, metrics and implementation details in 

detail.  

4.1. Tools and Technologies 

To implement the B-PACIoT prototypes for testing, 

several tools and technologies were used to ensure the 

accuracy, reproducibility, and seamless integration to 

mimic the real-world blockchain-IoT healthcare 

applications. 

 IoT data simulation: the PhysioNet MIT-BIH 

Arrhythmia dataset [33] offering realistic ECG 

signals, and Synthetic Data Vault (SDV) [56] 

generated synthetic medical data is used to design the 

IoT model dataset to simulate the real-life 

experiments. 

 Blockchain and Smart contracts: for blockchain setup 

Ethereum [32] used as foundation, with Ganache to 

simulate a local blockchain network. Solidity is used 

for writing the smart contracts (.sol), and Web3.py 

[37] assists in contracts deployment to ensure the 

secure blockchain communications. 

 Decentralized storage: IPFS is used for off-chain 

storage of encrypted EHRs. The ‘ipfshttpclient’ 

library enables the interaction with IPFS nodes [23] 

for secure and scalable EHR storing and retrieval 

operations.  

 Performance monitoring: python’s performance 

monitoring functions are used for accurately tracking 

the performance metrics such as latency and 

processing times. 

reproducibility and benchmarking environment: to 

ensure the full reproducibility and transparency, all 

experiments were conducted on a workstation equipped 

with an Intel Xeon Silver 4310 CPU @ 2.10 GHz (16 

cores), 32 GB DDR4 RAM, NVIDIA RTX A5000 GPU 

(8 GB), and a 1 TB NVMe SSD, connected via a 1 Gbps 

fiber network. The system ran ubuntu 22.04 LTS. The 

blockchain layer was implemented using Ethereum geth 

v1.12.0, with Solidity compiler v0.8.19 for smart 

contracts. IPFS Kubo v0.20.0 was used for 

decentralized storage, and Hyperledger Caliper v0.5.0 

was configured to benchmark blockchain performance. 

Benchmarking scripts were developed in Python 3.11 

and Node.js v18.17, using Web3.py v6.6.1 for 

blockchain interactions and charm-crypto v0.50 for CP-

ABE and cryptographic operations. All performance 

tests were executed in a controlled private Ethereum 

network with 10 validator nodes simulated on Ganache, 

and IPFS nodes were deployed locally for consistent 

network latency. The PhysioNet MIT-BIH Arrhythmia 

dataset [33] was preprocessed into encrypted JSON files 

of size 128 KB to emulate realistic EHR records. Each 

experiment was repeated 30 times, and results are 

reported as mean±standard deviation (SD) unless 

otherwise stated. Configuration files and testing scripts 

are available upon request to enable independent 

verification.  

In addition to the simulated environment described in 

this chapter, a real-world deployment of the B-PACIoT 

framework was conducted on the ethereum sepolia 

testnet [31] to validate zk-Rollup performance under 

actual blockchain network conditions. The 

methodology and results of this deployment are 

presented in section 5.5. 

4.2. Performance Metrics and Evaluation 

Strategy 

The experiments are conducted using a 3-fold (k=3) 

testing model to ensure statistical reliability. For each 

metric, the values are reported as mean±SD over 30 

independent runs, providing a quantitative measure of 

performance consistency. In addition, 95% confidence 

intervals were calculated for key results such as latency, 

throughput, and transaction cost to strengthen 

reproducibility. To evaluate the B-PACIoT's 

performance at different levels appropriate metrics [35] 

are used: 

 Cryptographic performance: to evaluate the 

cryptographic performance, the encryption time (tenc) 

and decryption time (tdec) are measured as: 

𝑡𝑒𝑛𝑐 = 𝑓(𝐴𝐸𝑆 − 128) + 𝑓(𝐶𝑃 − 𝐴𝐵𝐸) 

𝑡𝑑𝑒𝑐 = 𝑓(𝐶𝑃 − 𝐴𝐵𝐸𝑜𝑢𝑡𝑠𝑜𝑢𝑟𝑐𝑒 + 𝐴𝐸𝑆 − 128𝑙𝑜𝑐𝑎𝑙) 

In addition to them, the zk-SNARK proof generation [6] 

and verification time is also evaluated in same manner.  

 Blockchain Performance: the transaction latency 
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(tlat) is measured for blockchain transactions, with zk-

Rollups as:  

      𝑡𝑙𝑎𝑡 = 𝑡𝑧𝑘−𝑟𝑜𝑙𝑙 𝑢𝑝 𝑏𝑎𝑡𝑐ℎ + 𝑡𝐸𝑡ℎ𝑒𝑟𝑒𝑢𝑚 𝑐𝑜𝑚𝑚𝑖𝑡 

The throughput (TTPS) is calculated as: 

𝑇𝑇𝑃𝑆 =  
𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑠 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑

𝑡𝑡𝑒𝑠𝑡 𝑑𝑢𝑟𝑎𝑡𝑖𝑜𝑛
 

 Decentralized Storage and Retrieval 

Performance: the retrieval time (tret-time) is measured 

for the EHRs stored in IPFS based on their size SEHR 

and blockchain network BNetwork and network latency 

tlat as: 

𝑡𝑟𝑒𝑡−𝑡𝑖𝑚𝑒 =  
𝑆𝐸𝐻𝑅

𝐵𝑁𝑒𝑡𝑤𝑜𝑟𝑘
+ 𝑡𝑙𝑎𝑡𝑒𝑛𝑐𝑦 

Similarly, the storage efficiency (Seff) is also 

evaluated to highlight the advantages of off-chain 

IPFS storage: 

𝑆𝑒𝑓𝑓 = 1 − 
𝑂𝑛 − 𝑐ℎ𝑎𝑖𝑛 𝑠𝑡𝑜𝑟𝑎𝑔𝑒 𝑐𝑜𝑠𝑡

𝑇𝑜𝑡𝑎𝑙 𝑑𝑎𝑡𝑎 𝑠𝑡𝑜𝑟𝑎𝑔𝑒 𝑐𝑜𝑠𝑡
 

 System-Level Metrics: the energy consumption 

(EIOT) for IoT devices is calculated as: 

𝐸𝐼𝑂𝑇 = 𝑃𝐶𝑃𝑈 × 𝑡𝑒𝑛𝑐𝑟𝑦𝑝𝑡 + 𝑃𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡 × 𝑡𝑢𝑝𝑙𝑜𝑎𝑑 

4.3. Baseline Models for Comparison 

For comprehensive evaluation of our B-PACIoT 

modules performance, they are compared against 

several recent baseline models across blockchain-based 

EHR systems, access control models, cryptographic 

protocols, and decentralized storage.  

 Blockchain-Based EHR Systems: B-PACIoT’s 

performance is compared against the similar 

counterparts like HealthChain [21], an Ethereum-

based system with on-chain metadata anchoring; 

EdgeMediChain [2], a hybrid blockchain based 

model which is using the RBAC access control; 

FHIR_E [54], a blockchain model for hospital level 

EHR exchange using FHIR integration; and DITrust 

Chain [1], which is a decentralized trust inference 

model for secured healthcare IoT.  

 Access Control Models: our framework access 

control capabilities are evaluated against ERBAC 

(RBAC) [41], a role-based access control model; 

AC-ABAC [13], an attribute-based access control 

model; PAFR-ABE [30], an RBAC model with 

blockchain; MKP-ABE [51], a lightweight ABE 

system; and ANSI-RBAC [25], a hybrid ABAC-

RBAC model with context-aware policies support. 

 Decentralized Storage Solutions: our B-PACIoT’s 

decentralized storage efficiency and scalability are 

verified with the similar blockchain supportive 

platforms like filecoin [19], storj [29], arweave 

permaweb [15], and Sia Skynet [5]. 

 Cryptographic Protocols: for our framework’s 

cryptographic performance comparison, we selected 

the HealthChain [21], which uses AES-256 

encryption; BBNSF (RP2-RSA) [28], a RSA-based 

public-private key approach; CloudSec [22], which 

uses post-quantum encryption (Kyber-512); MKFHE 

(TFHE-128) [55], a multi-key fully homomorphic 

encryption model; and IoTHealth (CP-ABE+ECC) 

[49], a lightweight mechanism for ECC-based CP-

ABE key management. 

5. Comparative Analysis and Results 

Discussion 

In this chapter, we present the detailed evaluation of the 

B-PACIoT framework performance by comparing 

against the leading solutions in blockchain-based EHR 

systems, access control models, decentralized storage 

systems, and cryptographic protocols. The evaluation 

utilizes the key performance metrics for evaluations 

including latency, throughput, storage efficiency, fault 

tolerance, and cryptographic efficiency. By using these 

metrics, we thoroughly describe the B-PACIoT’s 

progress in IoT-based healthcare systems. In addition to 

performance benchmarking, our evaluation integrates 

quantitative security validation, including formal 

verification of smart contracts, collusion resistance 

simulations, and CP-ABE revocation tests, to ensure 

comprehensive assessment of the framework’s 

robustness. All performance evaluations presented in 

this chapter were conducted in the benchmarking 

environment described in section 4.1. The experiments 

simulate 10,000 IoT devices based on PhysioNet MIT-

BIH arrhythmia dataset [33] to generate the patient data 

very similar to real life IoT devices and also allows for 

a robust evaluation of B-PACIoT’s capabilities. 

Security Goals and Adversarial Model 

To provide a clear understanding for the security claims 

of B-PACIoT, we first define its primary security goals 

and the adversarial model under which these goals are 

evaluated. This ensures that the subsequent comparative 

results are interpreted in the context of explicit 

assumptions and threat boundaries. 

Security goals: the B-PACIoT framework is designed 

to meet the following core security objectives in IoT-

driven blockchain healthcare environments: 

1. Confidentialit  : ensure that EHRs remain accessible 

only to authorized entities by employing AES-128 

for symmetric encryption and CP-ABE for fine-

grained access control. 

2. Integrity: guarantee that stored and transmitted EHR 

data cannot be modified and undetected, under the 

Ethereum-anchored hashes, IPFS Content Identifiers, 

and automated rollback protection. 

3. Availability: maintain uninterrupted access to EHR 

data, even under node failures or storage disruptions, 

through IPFS triplicate replication and decentralized 

fault tolerance mechanisms. 

4. Privacy-Preserving Authentication: validate user 

(43) 

(44) 

(47) 

(46) 

(45) 
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access requests via zk-SNARK proofs, ensuring that 

authentication can be performed without revealing 

sensitive attributes. 

5. Scalability and Efficiency: sustain high transaction 

throughput and low latency under adversarial 

conditions using zk-Rollup batching to minimize 

blockchain congestion. 

Adversarial model: we adopt a strong adversary model, 

assuming that attackers may have the following 

capabilities: 

 Network-Level Control: the adversary can 

intercept, modify, or inject packets between IoT 

devices, blockchain nodes, and storage endpoints. 

 Storage-Level Manipulation: attackers can 

compromise IPFS nodes, alter or delete stored EHR 

chunks, and spoof CIDs to redirect retrievals. 

 Access Control Exploits: adversaries may attempt to 

bypass CP-ABE policies via attribute collusion, 

spoofing, or privilege escalation. 

 Cryptographic Attack Attempts: the adversary 

may try to brute-force AES keys, manipulate zk-

SNARK verification steps, or inject fraudulent 

blockchain transactions. 

We followed the Dolev-Yao model [13] for 

communication security, in which the adversary 

controls the network but cannot break cryptographic 

primitives without exploiting implementation flaws. All 

cryptographic schemes used (AES-128, CP-ABE, zk-

SNARKs) are assumed to be secure under their 

respective hardness assumptions, such as the Decisional 

Bilinear Diffie-Hellman (DBDH) assumption [53] for 

CP-ABE and the knowledge-of-exponent assumption 

for zk-SNARKs [45]. 

5.1. Comparison with Blockchain-Based EHR 

Systems 

The main aim of the Blockchain-based EHR 

frameworks is offering the security, decentralized 

storage and tamper-proof EHR data access. To assess 

the B-PACIoT’s performance over existing benchmark 

models, we selected four baseline models are: 

HealthChain [21], EdgeMediChain [2], FHIR_E [54], 

and DITrust Chain [1]. 

Our B-PACIoT optimizes the scalability in hybrid 

blockchain structure with zk-Rollups [44] to batch every 

100 transactions into a single proof, which dramatically 

reduces the congestion and transaction time. This 

technique leads to faster EHR access and improves the 

scalability. Our IPFS decentralized storage [23] with 

triplicate replication causes to mitigate the on-chain 

storage burden and fault tolerance. Table 3 provides a 

comparison of the mean performance metrics for B-

PACIoT and competing systems. 

Table 3. Comparative analysis of Blockchain-Based EHR frameworks based on performance, scalability, and fault tolerance. 

Frame work Latency (ms) Throughput (TPS) Storage reduction Scalability (devices) Fault tolerance (%) 

B-PACIoT 210 ±15 1,150 ±45 89% 8,500+ 99.8 ±0.1 

Health chain 1,850 ±120 (-1,640) 25 ±3 (-1,125) 45% (-44%) 1,200 (-7,300) 98.5 ±0.3 (-1.3%) 

Edge medi chain 1,200 ±90 (-990) 40 ±5 (-1,110) 65% (-24%) 3,000 (-5,500) 97.2 ±0.5 (-2.6%) 

FHIR_E 980 ±75 (-770) 75 ±7 (-1,075) 72% (-17%) 4,500 (-4,000) 98.1 ±0.4 (-1.7%) 

DITrust chain 1,450 ±100 (-1,240) 60 ±6 (-1,090) 68% (-21%) 2,700 (-5,800) 97.5 ±0.5 (-2.3%) 

 

The results from Table 3 presets that our B-PACIoT 

achieved considerable improvements in the key 

performance metrics like transaction latency and 

throughput, with a mean latency of 210 ms, which is 

much lower than the counterparts like HealthChain 

(1,850 ms), EdgeMediChain (1,200 ms), FHIR_E (980 

ms), and DITrust Chain (1,450 ms). B-PACIoT’s 

throughput of 1,150 TPS also surpassed all baseline 

models, including HealthChain (25 TPS), 

EdgeMediChain (40 TPS), FHIR_E (75 TPS), and 

DITrust Chain (60 TPS). These improvements are 

achieved due to the adoption of zk-Rollup batching 

process, which moderates the blockchain congestion 

and improves the request processing speed. 

In terms of HER storage efficiency and transactions 

scalability, our B-PACIoT is superior to others by 

reducing the storage overhead by around 89%, which 

outperforms HealthChain (45%), EdgeMediChain 

(65%), FHIR_E (72%), and DITrust Chain (68%). 

Moreover, our B-PACIoT is having the capability to 

handle 8,500 concurrent devices, which is well beyond 

the limits of HealthChain (1,200 devices) and 

EdgeMediChain (3,000 devices). Out sourced edge 

server decryption and hybrid blockchain with off-chain 

and on-chain techniques reduced the resource quantity 

for each EHR access request processing, which 

indirectly increased the concurrent processing 

capability of B-PACIoT.  

By offloading the EHR storage to IPFS triplicate 

replicas, B-PACIoT eliminated the blockchain bloat 

while ensuring the decentralized and secure access. Due 

to the IPFS replicas, B-PACIoT outshines in fault 

tolerance and data availability by achieving 99.8% 

uptime, which is surpassing the HealthChain (98.5%), 

EdgeMediChain (97.2%), FHIR_E (98.1%), and 

DITrust Chain (97.5%). Our IPFS model ensures the 

continuous access to EHRs, even under regional node 

failures. Figure 3 visualizing the B-PACIoT’s 

performance improvements in latency, throughput, and 

fault tolerance. 
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Figure 3. Latency, throughput, and fault tolerance comparison across blockchain-based EHR models. 

5.2. Comparison with Access Control Models 

In blockchain based IoT healthcare systems, access 

control mechanisms play a critical role for secure and 

efficient management EHRs. To evaluate the 

performance of our B-PACIoT’s CP-ABE based access 

control, we selected five standard and advanced access 

control models are: ERBAC (RBAC) [41], AC-ABAC 

[13], PAFR-ABE [30], MKP-ABE [51], and ANSI-

RBAC [25].  

Traditional access control mechanisms like ABAC 

and RBAC are struggling due to inflexible policy 

enforcement, high computational overhead, and limited 

adaptability in dynamic healthcare settings. Our B-

PACIoT follows standard granularity in enforcing the 

attribute-based policies, which leads to achieve high 

granularity (95%) when compared to its counterparts 

within 60%-85% range. Outsourced decryption 

technique at edge servers reduced the on-device 

computation and latency. Similarly proposed zk-

SNARK based EHR request authorization mechanism 

providing privacy-preserving access verification, in 

compliance to GDPR’s data minimization requirements 

[46]. Table 4 presents the comparison of the granularity, 

computational overhead, and flexibility of B-PACIoT 

against the counterpart access control models. 

Table 4. Comparative analysis of access control models based on 
granularity, computational overhead, and flexibility. 

Model 
Granularity 

(%) 

Computational 

overhead (ms) 
Flexibility (%) 

B-PACIoT (CP-ABE) 95 ±3 12 ±2 90 ±5 

ERBAC (RBAC) 60 ±5 120 ±15 50 ±8 

AC-ABAC (ABAC) 80 ±4 85 ±10 70 ±6 

PAFR-ABE 65 ±6 110 ±12 55 ±7 

MKP-ABE 75 ±5 90 ±8 65 ±5 

ANSI-RBAC 85 ±4 70 ±6 80 ±5 

 

 

Figure 4. Latency, throughput, and fault tolerance comparison across blockchain-based EHR models. 
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Regarding to the computational overhead, our B-

PACIoT achieved considerable average authentication 

latency of just 12 ms, when the other baseline models 

like AC-ABAC (85 ms) and PAFR-ABE (110 ms) are 

struggling. Traditional models like ERBAC experience 

much higher latency (120 ms) due to their hierarchical 

and complex policy validation. 

In terms of flexibility, B-PACIoT reaches 90% of 

adaptability rate, which hits that it is highly suitable for 

HIPAA and GDPR regulations. In contrary to the 

traditional static RBAC models (e.g., ERBAC: 50%), 

our B-PACIoT dynamically adjusts the attribute-based 

access policies in real time to support the changes in 

policies. All of these improvements of B-PACIoT in 

access control are depicted in Figure 4 to highlight its 

effectiveness. 

5.3. Comparison with Decentralized Storage 

Solutions 

In blockchain based IoT healthcare systems, efficient 

and scalable decentralized storage is a prominent 

strategy to manage the large-scale EHRs. Due to 

expensive storage and processing, former on-chain 

storage models are suffering from retrieval latency and 

low fault tolerance. Our hybrid blockchain model with 

on-chain and off-chain storage mechanism alleviates 

this burden at considerable rate. To assess the 

effectiveness of the B-PACIoT adopted IPFS based 

storage performance, we selected the benchmark 

distributed storage platforms, such as Filecoin [19], 

Storj [29], Arweave Permaweb [15], Sia Skynet [5], 

IPFS Cluster [23] and AWS S3 [39]. 

Based on the quantitative comparison results 

presented in table 5, B-PACIoT took very less retrieval 

time 320 ms for a 5MB file compared to the baseline 

models Filecoin (540 ms) and Storj (800 ms). With its 

triplicate replication strategy, our B-PACIoT ensures 

99.8% fault tolerance, which guarantees the EHR access 

even under some node failures. Additionally, B-

PACIoT provides affordable HER storage cost at ~$12 

per TB per month, which is 33% cheaper than the other 

baseline models like filecoin (~$18) and AWS S3 

(~$40). 

Table 5. Comparative analysis of decentralized storage solutions 
based on retrieval time, fault tolerance, and cost efficiency. 

Storage model 
Retrieval time 

(ms) 

Fault tolerance 

(%) 

Cost 

($/TB/month) 

B-PACIoT 

(IPFS) 
320 ±25 99.8 ±0.1 12 ±1 

Filecoin  540 ±40 98.5 ±0.3 18 ±2 

Storj  800 ±60 97.2 ±0.5 24 ±3 

Arweave 

permaweb  
450 ±35 98.5 ±0.2 30 ±4 

Sia skynet  650 ±50 97.2 ±0.4 15 ±1 

IPFS cluster 380 ±30 99.0 ±0.2 14 ±1 

AWS S3*  220 ±15 99.95 ±0.05 40 ±5 

 

 

Figure 5. Performance comparison of decentralized storage models in terms of retrieval time, fault tolerance, and cost. 

The findings demonstrate that our proposed B-

PACIoT is the most efficient decentralized storage 

framework for blockchain IoT healthcare. This 

framework is offering a robust combination of retrieval 

speed, fault tolerance, and cost-efficiency in EHR 

management. Figure 5 highlights the decentralized 

storage security improvements with different baselines 

and metrics. 

 

5.4. Comparison with Cryptographic Protocols 

In decentralized Blockchain-IoT healthcare, secure 

encryption and key management are essential for 

protecting EHRs throughout the framework. Our B-

PACIoT has combined AES-128 with CP-ABE for 

encryption to enrich data security and access control. To 

evaluate our B-PACIoT’s hybrid AES-128+CP-ABE 

encryption model performance, we selected five 
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advanced cryptographic protocols are: HealthChain 

[21], BBNSF (RP2-RSA) [28], CloudSec (Kyber-512) 

[22], MKFHE (TFHE-128) [55], and IoTHealth (CP-

ABE+ECC) [49].  

While comparison, B-PACIoT achieved 4.2ms 

encryption time per MB, which is better than AES-256 

(10.5 ms) and RP2-RSA (52 ms). Similarly, its 

decryption latency is 6.8 ms, which is lower than the 

CloudSec (18 ms) and FHE-128 (120 ms). Moreover, 

our framework’s hardware-accelerated cryptographic 

processing leads to 55% lower energy consumption 

(0.8mJ/MB) compared to AES-256 (1.8mJ/MB), 

making it suitable for low-power IoT medical devices. 

These results are summarized in Table 6, which presents 

the comparison of encryption/decryption time, key size, 

security level, and energy consumption. 

Table 6. Comparative analysis of cryptographic protocols based on 

encryption/decryption time, key size, security level, and energy 
consumption. 

z 

Encrypt 

time 

(ms) 

Decrypt 

time 

(ms) 

Key size 

(bits) 

Security 

level 

(NIST) 

Energy 

consume 

(mJ/MB) 

B-PACIoT 

(AES-128+CP-

ABE) 

4.2±0.3 6.8±0.5 

128 

(AES)/256 
(CP-ABE) 

Level 3 0.8±0.1 

HealthChain 

(AES-256)  
10.5±0.8 9.1±0.6 256 Level 2 1.8±0.2 

BBNSF (RP2-

RSA)  
52±4 48±3 2048 Level 1 2.7±0.3 

CloudSec 

(Kyber-512)  
8.1±0.5 18±1.2 512 Level 3 1.2±0.1 

MKFHE 

(TFHE-128) 
220±15 120±10 128 Level 3 5.5±0.5 

IoTHealth (CP-

ABE+ECC)  
15±1.2 22±1.8 256 Level 1 2.1±0.2 

 

 

Figure 6. Performance evaluation of cryptographic protocols in terms of processing speed, security, and energy efficiency. 

The cryptographic performance results presented in 

Table 5 stated that, our B-PACIoT's hybrid encryption 

(AES-128+CP-ABE) provides fast encryption and 

decryption speeds that the baseline models such as AES-

256 and RSA-2048. It’s hardware accelerated 

implementation significantly reduced the energy 

consumption, which makes it well suitable for IoT 

healthcare environments with limited resources. Figure 

6 is demonstrating the cryptographic efficiency of B-

PACIoT using graph-based visuals for detailed 

presentation of improvements.  

5.5. Real-World Deployment and Performance 

Benchmarking 

To complement the simulated evaluation and strengthen 

the external validity of our results, we conducted a pilot 

deployment of the B-PACIoT framework on the 

ethereum sepolia testnet [31]. This real-world test aimed 

to empirically evaluate the effectiveness of zk-Rollup 

integration in reducing blockchain transaction execution 

costs and latency under live network conditions. 

Table 7. Transaction execution cost and latency: simulated vs real-

world deployment. 

Transaction 

type 
Environment 

Avg. execution 

cost (gas units) 

±SD 

Latency 

(s) ±SD 

Reduction vs. 

standard on-

chain (%) 

Standard On-

Chain 

Simulated 
(ganache) 

725,400±3,210 25.8±1.2 — 

zk-Rollup 

(Batch of 100) 

Simulated 

(ganache) 
58,320±1,140 3.9±0.4 91.90% 

Standard On-

Chain 

Ethereum 

sepolia 
739,800±3,540 28.6±1.7 — 

zk-Rollup 

(Batch of 100) 

Ethereum 

sepolia 
56,240±1,320 4.3±0.5 92.40% 

The deployment involved compiling and deploying 

the smart contracts responsible for policy enforcement 

and zk-Rollup aggregation using solidity v0.8.19, with 

deployment and interaction managed via Hardhat 

v2.17.1 and Infura Application Programming Interface 

(API) endpoints. Rollup aggregation batched 100 EHR 
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transactions per proof, and all aggregated proofs were 

submitted to the Ethereum network for on-chain 

verification. Transaction execution costs (measured in 

ethereum gas units, a standard measure of on-chain 

computational cost) and latency were recorded directly 

from Etherscan and Infura transaction reports. Table 7 

presents a side-by-side comparison of simulated 

(ganache [37]) and real-world (ethereum sepolia [31]) 

results for standard on-chain transactions versus zk-

Rollup batched transactions. 

The real-world deployment results align closely with 

the simulated performance, demonstrating that zk-

Rollup batching achieves substantial reductions in both 

execution cost and transaction latency under actual 

Ethereum network conditions. Specifically, transaction 

execution cost was reduced by 92.4% on the testnet 

compared to standard on-chain transactions, while 

latency improved by 84.9%. Slight increases in both 

metrics compared to the simulated environment were 

observed due to network propagation delays and 

transient congestion in the testnet. These results validate 

that the scalability and efficiency benefits of the B-

PACIoT framework translate effectively from 

controlled simulations to real-world blockchain 

environments, supporting its readiness for production-

grade IoT healthcare deployments. 

The total results presented in this chapter sections are 

highlighting the B-PACIoT’s performance against the 

corresponding baseline models. In terms of performance 

comparison our framework recorded the considerable 

gains in reducing latency, improving throughput, 

enhancing storage efficiency, and optimizing 

cryptographic operations. The use of outsourced 

decryption, zk-Snark authentication, zk-Rollups batch 

submission, CP-ABE-based access control, and IPFS-

based decentralized storage ensures that our framework 

is secure, scalable, energy-efficient and compatible to 

the standard regulations like GDPR and HIPAA [46]. 

Finally, our B-PACIoT framework with efficient 

encryption, storage and integrity of EHR data made it as 

a reliable solution for future decentralized healthcare 

environments. 

6. Security Evaluation and Dversarial 

Attack Resistance 

The another aim of this chapter is to focus on evaluating 

the B-PACIoT’s resistance against several adversarial 

attacks and security challenges [17, 27, 48] in 

blockchain IoT healthcare systems. The evaluation 

presents the attack vectors, mitigation approaches, and 

security validation processes to prove the resilience of 

the proposed framework in protecting the EHRs. As part 

of this assessment, we conduct the adversarial 

simulations, resilience evaluations, and regulatory 

compliance verification, to demonstrate our 

framework's strength and reliability in real-world 

healthcare scenarios. To ensure reproducibility of the 

security evaluation results, all attack simulations, 

formal verification tests, and comparative assessments 

were conducted in the same hardware and software 

environment detailed in section 4.1. 

6.1. Overview of Adversarial Threats 

B-PACIoT operates in dynamic blockchain based IoT 

healthcare environment, where the adversarial threats 

pose major risk to the EHRs confidentiality, integrity, 

and availability [17]. As this framework is designed to 

manage the sensitive EHR data, protecting this sensitive 

data from unauthorized access and data tampering is 

essential. To evaluate B-PACIoT’s adversarial attack 

resistance, the threats are divided into four key 

categories are: 

1. Network-Level Attacks: exploit the communication 

vulnerabilities to intercept, manipulate, or disrupt the 

EHR transmissions [47] in framework. 

2. Data Integrity Attacks: target the cryptographic 

security flaws and attack to modify the stored EHR 

data [54]. 

3. Access Control Exploits: bypass the authentication 

mechanisms to gain the unauthorized access [36] to 

sensitive EHR data. 

4. Storage Layer Attacks: attack the decentralized 

storage infrastructures for negatively affecting the 

EHR data availability and retrieval [23]. 

6.1.1. Attack Simulation and Evaluation Tools 

In order to evaluate the B-PACIoT’s security defence 

capabilities systematically, we selected a set of attack 

simulation tools such as metasploit [48], MHDDoS 

[40], hyperledger caliper [27], python hashlib [4], 

charm-crypto [11], hydra [12] and IPFS-API [50] to 

generate different categories of attacks. Based on their 

ability in generating real-life adversarial attacks and 

supporting the performance evaluation, we selected 

these simulation tools. To measure the attack resistance 

capabilities of models, several standard metrics [35] 

including packet interception rates, tampering detection 

rates, unauthorized access rates, and retrieval failures 

are selected. Table 8 presents the overview of the attack 

categories, simulation tools, evaluation metrics and 

their attack generation methods.  

In addition to these adversarial simulations, all 

Ethereum smart contracts deployed in the Blockchain 

Layer were subjected to formal verification using 

mythril, oyente, slither, and echidna [37, 54]. These 

tools analyzed both bytecode and solidity source code 

to detect the vulnerabilities [37] such as reentrancy, 

integer overflow/underflow, unprotected self-destruct 

calls, and improper access control modifiers. Echidna’s 

property-based fuzzing generated over 50,000 

adversarial test cases, achieving 96.8% branch coverage 

and detecting zero exploitable vulnerabilities in the 

finalized contracts. This formal verification 
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complements the attack simulations by ensuring that B-

PACIoT’s on-chain logic is provably secure against a 

wide range of blockchain-specific threats. 

The adversarial security model of B-PACIoT 

assumes that the selected attack tools are highly capable 

and have the full control over the network 

communication, compromised IoT devices or 

blockchain nodes, and knowledge of cryptographic 

vulnerabilities. In addition, the attackers may try for the 

collusion-based privilege attacks, in which they 

combine the multiple attributes to override the access 

control policies [20] and tamper EHR data. These 

assumptions guarantee that our B-PACIoT is tested 

rigorously against the realistic blockchain IoT attack 

scenarios. 

Table 8. Attack simulation tools, evaluation metrics, and generation methods for B-PACIoT security assessment. 

Attack category Tool Purpose Evaluation metrics Attack generation method 

Network-level attacks 

Metasploit  
Simulates MITM and 

eavesdropping attacks 
Packet interception rate (%) 

ARP Spoofing, SSL 

stripping 

MHDDoS  DDoS mitigation using zk-Rollups Network latency, DDoS impact 
Configurable botnet attack 

simulation 

Data integrity attacks 
Hyperledger caliper  

Simulates blockchain hash 
tampering 

Hash validation Accuracy 
Smart contract 
modifications 

Python hashlib  Alters EHR cryptographic hashes Tampering detection, EHR Data loss risk Custom python scripts 

Access control exploits 

Charm-crypto  Tests CP-ABE collusion resistance 
CP-ABE Enforcement, Unauth decryption 

success rate 

Manipulates attribute 

policies 

Hydra  
Evaluates brute-force 

authentication attacks 
Privilege escalation Rate 

Built-in brute-force 

dictionary attack 

Storage layer attacks IPFS-API  
Simulate node compromise, 

Deletion attack and CID spoofing 
Retrieval failure rate, Storage failure rate, data 

availability rate 
API-based adversarial 

injection 

 

6.2. Evaluation of Network-Level Attacks 

Network-level attacks [47] are a major concern for the 

IoT-driven healthcare infrastructures, which mainly 

threatens the secure communications, EHR data 

integrity, and system performance. B-PACIoT mitigates 

these threats through proposed AES-128 encryption for 

secure transmissions, zk-Rollups to manage congestion, 

and CP-ABE authentication to prevent unauthorized 

access. To evaluate the B-PACIoT’s network attack 

resistance, we conducted the simulations of MITM 

attacks [17], DDoS flooding, and ARP poisoning [48]. 

The attack resistance performance was compared 

against the baseline EHR systems are FHIR_E [54] and 

HealthChain [21].  

Simulated Attacks 

 MITM Attack: adversaries tries to intercept the 

encrypted EHR transmissions between IoT devices 

and blockchain nodes using ARP spoofing [35] 

technique. 

 DDoS Flooding: generates a flood of High-volume 

fraudulent transactions to overload blockchain 

validation nodes [17]. 

 ARP Poisoning: by modifying the ARP tables, the 

attackers try to redirect the blockchain transactions to 

rogue nodes [48]. 

Performance Evaluation Metrics 

The network security performance of B-PACIoT was 

evaluated based on these metrics [35] are:  

 Latency (ms): measures the delay introduced in EHR 

request processing due to the adversarial attacks. 

 Packet Interception Rate (%): measures the 

percentage of EHR transmissions intercepted while 

MITM and ARP poisoning attacks. 

 DDoS Impact on Throughput (%): calculates the 

blockchain transaction performance degradation 

caused by network congestion attacks. 

The network level attack simulation results were 

presented in Table 9, in which B-PACIoT's performance 

compared against FHIR_E and HealthChain using 

performance metrics. 

Table 9. Performance evaluation of network-level 

attacks in B-PACIoT. 

Metric Model MITM attack 
DDoS 

flooding 
ARP poisoning 

Latency 

(ms) 

FHIR_E  20.4 ± 1.8 45.6 ± 2.1 18.7 ± 1.5 

B-PACIoT 2.1 ± 0.5 5.2 ± 1.0 3.2 ± 0.7 

Mitigation (%) 89.7 ± 1.2 88.6 ± 1.3 82.9 ± 1.1 

Packet 

interception 

(%) 

FHIR_E  73.2 ± 2.2 - 62.9 ± 2.0 

B-PACIoT 0.5 ± 0.1 - 1.2 ± 0.3 

Mitigation (%) 99.3 ± 0.8 - 98.1 ± 0.9 

DDoS 

impact 

(%) 

HealthChain  - 82.4 ± 2.5 - 

B-PACIoT - 4.8 ± 0.9 - 

Mitigation (%) - 94.2 ± 1.4 - 

Table 9 results presenting that, our B-PACIoT 

framework outperformed the baseline models and 

displayed the notable improvements in mitigating the 

network-level attacks, by using its hybrid encryption, 

zk-Rollup-based transaction batching, and CP-ABE 

authentication. Our framework reduced the packet 

interception rates to 0.5% during MITM attacks and 

recorded 99.3% mitigation rate, which is a significant 

improvement over FHIR_E [54], with 73.2% 

interception rate. In this scenario, our framework’s 

AES-128+CP-ABE encryption assured that the 

intercepted AES-128 encrypted packets cannot be 

decrypted without satisfying the CP-ABE authorization. 

When encountered with DDoS attacks [13], our B-

PACIoT reduced the throughput to 4.8%, which is 

94.2% less than the HealthChain (82.4%) model. zk-
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Rollup technology used in framework aggregated 100 

transactions as a batch to reduce the blockchain network 

congestion and increase the processing speed. These 

techniques helped to maintain the stability and 

performance even under the fraudulent attacks. Our 

framework effectively detected the ARP poisoning and 

reduced the packet interception to 1.2%, which is 98.1% 

better than the FHIR_E’s 62.9%. The discussed network 

attack results are illustrated in Figure 7, which 

highlights the effectiveness of B-PACIoT in mitigating 

network-level attacks. 

 

Figure 7. Network-level attack mitigation across metrics. 

6.3. Evaluation of Data Integrity Attacks 

Maintaining the data integrity in blockchain-based IoT 

healthcare systems is essential to prevent the EHR data 

from unauthorized changes, ledger consistency, and risk 

of data loss. Our B-PACIoT improves the EHR integrity 

by using the Ethereum hash anchors [37] to resist the 

tampering, IPFS CID verification for secure distributed 

storage, and CP-ABE encryption for precise access 

control. To evaluate the robustness of B-PACIoT, the 

attack simulations of blockchain hash tampering, IPFS 

storage corruption, and unauthorized hash injections 

were carried out [4, 27], and their results were compared 

with the EdgeMediChain [2], DITrust Chain [1], and 

FHIR_E [54]. 

Simulated Attacks 

 Blockchain Hash Tampering: adversaries tries to 

alter the cryptographic hashes stored on Ethereum 

[27] to manipulate the ledger entries. 

 IPFS Storage Corruption: attackers try to 

maliciously change the encrypted EHRs stored in 

IPFS to compromise the CID verification [23]. 

 Unauthorized Hash Injection: attackers inject the 

fraudulent cryptographic hashes to manipulate EHR 

records [4]. 

Performance Evaluation Metrics 

The data integrity protection of our framework was 

assessed using three core security metrics are: 

 Tampering Detection Rate (%): measures the 

system's ability to detect and prevent blockchain 

metadata alterations. 

 Hash Validation Accuracy (%): evaluates how 

reliably the EHR cryptographic hashes are verified. 

 EHR Data Loss Risk (%): quantifies the possibility 

of data corruption or loss due to the adversarial 

attacks. 

The results obtained from the data integrity attacks are 

detailed in Table 10, which compares B-PACIoT's 

performance against baseline models.  

Table 10. B-PACIoT’s data integrity protection performance. 

Metric Model Blockchain hash tampering IPFS storage corruption Unauthorized hash injection 

Tampering detection rate (%) 

Edgemedichain  78.5 ± 2.1 76.3 ± 2.4 80.1 ± 2.0 

B-PACIoT 98.7 ± 1.5 97.5 ± 1.8 98.0 ± 1.6 

Improvement (%) 25.7 ± 1.2 27.8 ± 1.3 22.3 ± 1.1 

Hash validation accuracy (%) 

DITrust chain 85.2 ± 1.9 82.5 ± 2.2 83.7 ± 2.0 

B-PACIoT 99.2 ± 1.3 98.6 ± 1.5 99.1 ± 1.4 

Improvement (%) 16.4 ± 1.0 19.5 ± 1.2 18.4 ± 1.1 

EHR data loss risk (%) 

FHIR_E  6.5 ± 0.8 7.2 ± 0.9 5.9 ± 0.7 

B-PACIoT 0.5 ± 0.2 0.9 ± 0.3 0.6 ± 0.2 

Reduction (%) 92.3 ± 1.0 87.5 ± 1.1 89.8 ± 1.2 

 

Figure 8. Comparative analysis of data integrity protection metrics. 
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Results and Discussion 

Our B-PACIoT has recorded 98.7% blockchain hash 

tampering rate, by surpassing its counterpart 

EdgeMediChain (78.5%). The improvement in hash 

tampering rate was achieved due to the use of Ethereum-

anchored hashes, which ensure the tamper-proof 

metadata integrity. In addition, the inbuilt automated 

rollback protection mechanism inevitably identifies and 

reverses the unauthorized changes, to maintain the 

ledger consistency. The framework also achieved 

99.2% accuracy in hash validation is indicating its 

ability to prevent the EHRs from unauthorized 

modifications. Additionally, the risk of data loss in 

EHRs has been reduced to 0.5%, representing 92.3% 

improvement over its baseline model FHIR_E [21] with 

6.5% risk of data loss. IPFS storage system with 

triplicate EHR replications is assuring the EHR 

availability in all conditions even under regional node 

failures. These results are depicted in Figure 8 above, 

which illustrates the B-PACIoT's performance in 

protecting the data integrity. 

6.4. Evaluation of Access Control Exploits 

Access control is a key component in blockchain based 

IoT healthcare systems. It assures that only the 

authorized users can access EHRs by preventing the 

attackers from unauthorized privilege escalation and 

key manipulation. Our framework enhanced the access 

control security by employing the CP-ABE encryption, 

zk-SNARK authentication [6], and fine-grained policy 

enforcement. We conducted the simulations for 

verifying the framework’s resilience against spoofing, 

collusion, and privilege escalation attacks, whose 

results are compared with the baseline models such as 

MediChain-ABAC [13], SecureMed-RBAC [41], and 

IoT-ABE [49]. 

Simulated Attacks 

 Spoofing Attack: unauthorized individuals mimic as 

approved healthcare workers and try to decrypt EHRs 

encrypted with CP-ABE encryption [11].  

 Collusion Attack: attackers combine several 

compromised attributes to overrule the CP-ABE 

policies [49]. 

 Privilege Escalation: adversaries attempt to gain the 

more permissions beyond their assigned roles [20]. 

Performance Evaluation Metrics 

The security effectiveness of B-PACIoT's access 

control mechanisms was assessed using these three 

metrics are: 

 Unauthorized Access Rate (%): measures how 

frequently the adversaries successfully bypass the 

authentication. 

 Privilege Escalation Rate (%): evaluates the 

percentage of unauthorized role upgrades achieved 

by the attackers. 

 CP-ABE Policy Enforcement (%): assesses how 

effectively ABE restricts the unauthorized 

decryption. 

To further strengthen this evaluation, collusion 

resistance was quantitatively tested using charm-crypto. 

Adversaries were provisioned with up to three partial 

attribute sets from a total of 50 possible attribute 

combinations and initiated 10,000 decryption attempts 

under simulated collusion. B-PACIoT successfully 

blocked 99.4% of these attempts, with the remaining 

0.6% detected and logged for forensic analysis. 

We also assessed CP-ABE revocation capability by 

simulating 1,000 real-time revocation events, where 

user attributes or keys were removed following policy 

updates or detected compromises. The mean 

propagation time for updated CP-ABE policies across 

blockchain nodes was 3.4 seconds, with zero successful 

unauthorized decryptions post-revocation. In 

comparison, the IoT-ABE baseline recorded a 12.7-

second delay and a 3.2% unauthorized access rate after 

revocation, underscoring B-PACIoT’s rapid and secure 

revocation handling. 

The quantitative results from the formal verification, 

collusion resistance, and CP-ABE revocation 

simulations are summarized in Table 11, providing a 

direct comparison between B-PACIoT and the best-

performing baseline models. 

Table 11. Security simulation results. 

Test scenario 
Tool/method 

used 
Metric 

B-

PACIoT 

result 

Best baseline 

result 

Smart 

contract 

verification 

Mythril, oyente, 

slither, echidna 

Vulnerabilities 

found 
0 

2 

(EdgeMediChain) 

Collusion 

resistance 
Charm-crypto Block rate (%) 99.4 96.8 (IoT-ABE) 

CP-ABE 

revocation 

Charm-crypto + 
blockchain 

propagation test 

Mean revocation 

latency (s) 
3.4 12.7 (IoT-ABE) 

CP-ABE 

revocation 
Same as above 

Unauthorized 
access post-

revocation (%) 

0 3.2 (IoT-ABE) 

Similarly, the results of the access control attacks are 

detailed in Table 12, which compares the B-PACIoT's 

performance against the selected baseline models. 

In access control attack simulations, our B-PACIoT 

shown considerable improvements because of its CP-

ABE-based framework and zk-SNARK based 

authentication. Our framework mitigated the 

unauthorized access rate to just 0.3%, which is 90.6% 

improvement over the MediChain-ABAC with 3.2%. 

Our CP-ABE encryption made improvement possible 

by assuring that only the authorized users with valid 

attributes set could decrypt the EHRs, while zk-SNARK 

authentication also contributed for privacy-preserving 

user verification without exposing their credentials.  

On other hand the privilege escalation rate dropped 
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to 0.5%, which is 91.0% improvement compared to the 

SecureMed-RBAC with 5.6% escalation rate. The 

dynamic role validation mechanism of B-PACIoT 

prevented the attackers from gaining excessive 

permissions to access EHRs beyond their scope, even 

under access policies misconfiguration. The graphical 

views presented in Figure 9 showcase the B-PACIoT’s 

effectiveness in dealing with sophisticated access 

control threats. 

Table 12. B-PACIoT’s access control security performance. 

Metric Model Spoofing attack Collusion attack Privilege escalation 

Unauthorized access rate (%) 

MediChain-ABAC  3.2 ± 1.1 7.1 ± 1.3 - 

B-PACIoT 0.3 ± 0.1 0.8 ± 0.2 - 

Mitigation (%) 90.6 ± 1.2 88.7 ± 1.3 - 

Privilege escalation rate (%) 

SecureMed-RBAC  - - 5.6 ± 1.2 

B-PACIoT - - 0.5 ± 0.1 

Mitigation (%) - - 91.0 ± 1.4 

CP-ABE policy enforcement (%) 

IoT-ABE  85.2 ± 1.5 82.5 ± 1.6 80.1 ± 1.4 

B-PACIoT 98.0 ± 1.5 97.0 ± 1.4 96.0 ± 1.3 

Improvement (%) 15.0 ± 1.1 17.6 ± 1.3 19.8 ± 1.2 

 

Figure 9. Access control mitigation effectiveness across attack scenarios. 

6.5. Evaluation of Storage Layer Attacks 

In decentralized healthcare systems like B-PACIoT, 

Storage layer attacks [9, 17] can considerably impact on 

data integrity, reliability, and long-term availability. To 

address these risks, our framework utilizes the 

redundant storage methods, CID validation, and 

decentralized fault tolerance mechanisms. To assess the 

resistance capability of storage layer attacks, B-PACIoT 

was compared with alternatives like Storj [29], IPFS 

Cluster [5], and Filecoin [19]. 

Simulated Attacks 

 CID Spoofing: attackers try to modify the stored 

CIDs to redirect the retrieval requests to tampered or 

unauthorized EHRs [26]. 

 IPFS Node Compromise: adversaries attempt to 

take the control on decentralized storage nodes for 

adversarial manipulations [23]. 

 Data Deletion Attack: malicious actors try to 

remove the EHR files from IPFS to test redundant 

storage protocols [40]. 

Performance Evaluation Metrics 

The storage security of B-PACIoT was evaluated across 

three critical metrics are: 

 Storage Failure Rate (%): measures the probability 

of data retrieval failures due to the adversarial 

manipulations. 

 Retrieval Delay (ms): evaluates how quickly the 

EHRs are retrieved under attack conditions. 

 Data Availability Rate (%): assesses how 

effectively the EHRs remain accessible during the 

storage disruptions. 

The storage layer attack simulation results are detailed 

in Table 13, which presents the B-PACIoT's 

performance against alternative storage models. 

Table 13. B-PACIoT’s storage security performance. 

Metric Model 
CID 

spoofing 

IPFS node 

compromise 

Data 

deletion 

attack 

Storage 

failure 

rate (%) 

Storj  3.0 ± 1.2 4.5 ± 1.4 2.9 ± 1.1 

B-PACIoT 0.3 ± 0.1 0.5 ± 0.2 0.2 ± 0.1 

Mitigation (%) 90.0 ± 1.3 88.9 ± 1.5 93.1 ± 1.2 

Retrieval 

delay (ms) 

IPFS cluster  28.5 ± 2.3 35.8 ± 2.7 26.1 ± 2.1 

B-PACIoT 5.2 ± 1.1 6.4 ± 1.3 4.5 ± 1.0 

Reduction (%) 81.8 ± 1.4 82.1 ± 1.6 82.8 ± 1.3 

Data 

availability 

rate (%) 

Filecoin  80.0 ± 1.4 79.5 ± 1.5 82.3 ± 1.3 

B-PACIoT 97.0 ± 1.3 96.0 ± 1.5 98.0 ± 1.2 

Improvement (%) 21.3 ± 1.1 20.7 ± 1.3 19.1 ± 1.0 

Results and Discussion 

While conducting the storage layer attack simulations, 
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B-PACIoT demonstrated impressive advancements in 

storage security and retrieval efficiency. It also 

outperformed the alternative models in performance due 

to its robust triplicate replication strategy and CID 

validation mechanism. Simulation results shown that 

our framework reduced storage failure rates to 0.3%, 

which is 90.0% improvement over storj’s 3.0% failure 

rate. The triplicate replication distribution strategy 

across nodes assured that no data was lost, even the node 

fails to respond.  

Similarly, the retrieval delays were also optimized to 

5.2 ms, which is 81.8% improvement from the 28.5 ms 

delay of IPFS Cluster. As part of IPFS distribute 

management strategy [23], B-PACIoT distributes the 

EHRs across multiple geographic locations to reduce 

the bottlenecks and improving load balancing. 

Additionally, our framework maintained 97.0% data 

availability rate, which is better than Filecoin (80.0%) 

remained the data accessible under data disruptions. 

Figure 10 presents the differences between our B-

PACIoT and other models in terms of storage layer 

attacks using respective metrics. 

 
Figure 10. Storage security enhancement: failure prevention, retrieval efficiency, and availability. 

The results presented in this chapter highlights that 

our B-PACIoT is offering the impressive resilience 

against the adversarial attacks, outperforming the 

baseline models in areas like latency reduction, 

tampering prevention, unauthorized access control, and 

decentralized storage reliability. With the integration of 

AES-128 encryption, zk-Rollups [6], CP-ABE-based 

access control, and IPFS-based decentralized storage, 

the B-PACIoT guarantees strong EHR protection in 

blockchain based IoT healthcare environments. These 

findings emphasize that our B-PACIoT is a suitable 

future-proof solution for secure and scalable EHR data 

management. 

6.6. Comparative Evaluation Using Accuracy, 

Precision, Recall, and F1-Score 

At final we conducted the comparative evaluation for 

holistic evaluation of our B-PACIoT performance in 

detecting and resisting the real-world operational 

scenarios such as access control policy enforcement, 

user authentication, and attack detection and mitigation. 

The experiments were conducted using four-fold testing 

method, where each fold tested with 1000 test cases 

including legitimate and adverse cases. The purpose of 

this test is to check the potentiality of each framework 

in assuring that only authorized users allowed to access 

and retrieve the EHRs without compromising the 

privacy and data integrity under several attack 

scenarios. We used Metasploit tool to simulate the 

attack vectors such as spoofing, data tampering, and 

unauthorized access attempts. Similarly, Open 

Worldwide Application Security Project Zed Attack 

Proxy )OWASP ZAP( used for generating the web-

based vulnerabilities during EHR access transactions. 

These tools generated test cases were tested against the 

prominent existing frameworks are HealthChain [21], 

FHIR_E [54], DITrust Chain [1] and our B-PACIoT. At 

each fold level the test results are measured using 

accuracy, precision, recall and Fi-score metrics and the 

mean results of them also presented (see Table 14). 

Table 14. Comparative analysis of accuracy, precision, recall, and 

F1-Score across 4-fold simulations. 

Framework Fold 
Accuracy 

(%) 

Precision 

(%) 

Recall 

 (%) 

F1-score 

(%) 

B-PACIoT 

Fold-1 91.8 92.7 90.6 91.4 

Fold-2 94.5 95.2 92.8 94.0 

Fold-3 96.1 96.4 94.3 95.1 

Fold-4 95.3 94.9 93.7 94.6 

Mean 94.4 94.8 92.9 93.8 

HealthChain 

 

Fold-1 85.7 87.4 84.1 85.6 

Fold-2 89.3 90.1 86.7 88.2 

Fold-3 91.1 91.6 89.3 90.4 

Fold-4 88.5 89.7 87.1 88.4 

Mean 88.7 89.7 86.8 88.2 

FHIR_E 

 

Fold-1 83.2 85.0 81.7 82.9 

Fold-2 85.5 86.4 83.9 84.7 

Fold-3 82.3 84.2 80.1 81.8 

Fold-4 82.5 84.0 80.8 82.1 

Mean 83.4 84.9 81.6 82.9 

DITrust 

chain 

 

Fold-1 86.1 87.8 84.3 85.9 

Fold-2 90.4 89.5 87.0 88.2 

Fold-3 81.4 82.7 80.0 81.3 

Fold-4 87.3 88.6 85.1 86.6 

Mean 86.3 87.2 84.1 85.5 
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These comparative results are emphasizing that our 

B-PACIoT significantly outperformer the selected 

baseline models in all folds across all metrics. The high 

mean accuracy of 94.4% of B-PACIoT with 93.8% of 

F1-score indicating the superiority of our model in 

handling the authorized and unauthorized activities 

across access control and attack detection use cases. On 

other hand, the HealthChain and DITrust Chain 

frameworks also showed reasonable performance but 

they were limited by their relatively rigid access models 

and lack of privacy-preserving authentication 

mechanisms. Although interoperable, the FHIR_E 

showed the weakest performance in this case, due to its 

static access control and higher reliance on centralized 

components. Our framework remained at the top level 

as it has the robust and hybrid fine-grained access 

control, which is implemented through the integration 

of Edge-Assisted AES-128 Encryption, CP-ABE with 

dynamic smart contracts, zk-SNARKs-based 

authentication, zk-Rollups for scalability and 

decentralized off-chain IPFS storage. 

 
Figure 11. Evaluation of accuracy, precision, recall, and F1-score over 4-fold simulations for B-PACIoT and baselines. 

The fold-wise comparative bar chart (see Figure 11) 

is visually presenting the performance of all four 

frameworks across four evaluation metrics presented in 

Table 14. Each subplot of this main graph highlights the 

individual fold results along with the mean value for 

each framework, which is offering a clear view of 

consistency and variation in performance.  

The comparative analysis results in all dimension are 

confirming that our B-PACIoT’s architecture is not only 

technically robust but also practically deployable in 

real-world and resource constrained IoT healthcare 

environments. Our framework provides a unified IoT 

driven blockchain healthcare EHR management 

solution that is accurate, privacy-preserving, efficient, 

and scalable, which is offering clear advantages over 

former frameworks of healthcare. 

6.7. Regulatory Compliance Mapping to GDPR 

and HIPAA 

Ensuring the compliance with established healthcare 

privacy regulations is critical for any EHR management 

system. The B-PACIoT framework was designed with 

explicit alignment to the European Union’s GDPR and 

the United States HIPAA. Table 15 presents a mapping 

between the core architectural components of B-

PACIoT and the relevant GDPR/HIPAA provisions, 

followed by a discussion of how these features enable 

legal compliance. 

The mapping demonstrates that each B-PACIoT 

layer not only serves a technical function but also 

supports compliance with legally mandated privacy and 

auditability requirements. 

GDPR alignment: features such as CP-ABE-based 

fine-grained access control and revocation mechanisms 

directly address rights to access, erasure, and objection, 

while zk-SNARK authentication supports privacy by 

design. Immutable blockchain logs provide evidence for 

audit trails, fulfilling integrity and confidentiality 

obligations. 

HIPAA alignment: the hybrid blockchain 

architecture, combined with decentralized encrypted 

storage, enforces the HIPAA Security and Privacy Rules 

by ensuring confidentiality, integrity, and availability of 

protected health information (PHI). Unique 

identification through zk-SNARK proofs, combined 

with continuous auditing, meets HIPAA’s access 

control and incident response requirements. 
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By explicitly mapping technical controls to legal 

provisions, B-PACIoT bridges the gap between cyber 

security architecture and regulatory compliance, 

ensuring that performance gains do not come at the 

expense of legal readiness. 

Table 15. Mapping of B-PACIoT components to GDPR and HIPAA requirements. 

B-PACIoT 

layer/component 
Relevant GDPR clauses Relevant HIPAA rules Compliance mechanism in B-PACIoT 

Blockchain layer (hybrid 
chain, immutable logs) 

Art. 5(1) (f)-Integrity and 

confidentiality; Art. 30-Records of 

processing 

Security Rule §164.312(b)-
Audit controls 

Immutable transaction records for all EHR access events; on-
chain proof logs for non-repudiation and auditability. 

zk-SNARK verification 
Art. 25-Data protection by design; 

Art. 32-Security of processing 

Security Rule §164.312(a)(2)(i)-

Unique user identification 

Privacy-preserving authentication without revealing personal 

identifiers; ensures only authorized proofs are verified. 

zk-Rollup aggregator Art. 5(1)(c)-Data minimization 
Security Rule §164.306(a)-
General security standards 

Batches transaction proofs, reducing on-chain exposure of 
personal health data. 

Access control layer (CP-

ABE) 

Art. 15-Right of access; Art. 17-

Right to erasure 

Privacy Rule §164.524-Access 

of individuals to PHI 

Fine-grained, attribute-based decryption ensures patients and 

authorized clinicians can access records, while revocation 

enforces erasure rights. 

CP-ABE revocation 

mechanism 

Art. 17-Right to erasure; Art. 21-

Right to object 

Security Rule §164.312(a)(1)-

Access control 

Revocation policies ensure that access keys can be 

invalidated instantly upon request or role change. 

Storage layer (IPFS with 
replication) 

Art. 5(1) (e)-Storage limitation; 
Art. 32-Security of processing 

Security Rule §164.310(d)(2)-
Device/media controls 

Decentralized off-chain storage with triplicate replication for 
fault tolerance; encrypted at rest to prevent data leaks. 

Audit and monitoring 

subsystem 
Art. 33-Breach notification 

Security Rule §164.308(a)(6)-

Security incident procedures 

Automated breach detection triggers real-time alerts and logs 

incident details for reporting. 

 

7. Conclusions and Future Works 

The B-PACIoT framework is a transformative approach 

in blockchain-based IoT healthcare systems, designed to 

tackle the EHR management limitations such as 

security, scalability, and efficiency. By combining the 

AES-128+CP-ABE encryption, outsourced edge 

decryption, zk-SNARK-based authentication, and zk-

Rollup-based transaction batching, our B-PACIoT 

framework assures the scalable and secure EHR 

management data while satisfying the privacy 

regulations such as GDPR and HIPAA. Extensive 

experiments compared the B-PACIoT’s performance 

with existing blockchain-based EHR systems, to prove 

the framework efficiency in EHR tampering prevention, 

access control, and storage management. In addition, 

security evaluation experiments showcased the B-

PACIoT resistance against various adversarial attacks, 

including blockchain hash tampering, IPFS storage 

corruption, and unauthorized access. From results, our 

framework’s IPFS-based decentralized storage 

mechanism reduces the on-chain storage costs by 89%, 

and making it scalable for large scale EHR management 

applications. With a throughput of 1,150 TPS, mean 

latency of 210 ms, and 99.8% fault tolerance, our B-

PACIoT outperforms the existing blockchain-based 

EHR systems. The framework’s edge-assisted 

decryption helps to reduce the computational burden at 

low configured IoT devices and assures the energy-

efficient and low-latency operations. 

Future research can explore the efficient post-

quantum cryptographic techniques to enhance CP-ABE 

security against the quantum attacks. Focusing on zk-

Rollups optimization for faster batch processing and 

managing the failed requests in batch can improve the 

scalability and reduce the transaction costs. 

Additionally, federated learning integration with 

decentralized medical data analysis can enhance privacy 

while enabling AI-driven insights. 
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