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Abstract: The convenience and high data storage capacity of Quick Response (QR) codes have contributed to the ubiquity of
these codes in this era of advanced technological advancement. However, there have been growing security concerns in the
application of QR codes for communicating private data. Therefore, the current study proposed a secure Bilinear Zooming
Steganography Quick Response Code (BZSQRC) algorithm that can manipulate QR code images by encoding a secret message
using a secure Least Significant Bit (LSB) algorithm. The Peak Signal-to-Noise Ratio (PSNR) of the BZSQRC algorithm was
6.5% higher than that of the conventional LSB two-bit technique, which indicated enhanced steganographic image quality. An
average noise reduction evaluation yielded a mean squared error as low as 0.0025. The proposed algorithm effectively
compressed the module size of the QR code before embedding, which allowed QR codes with different module sizes in this study
to be embedded into the same area. This study successfully demonstrated that the developed BZSQRC algorithm enhanced the
PSNR and retained the readability and robustness of the QR code. It is recommended for future research to further augment the
security layer by integrating secret keys and encryption.
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1. Introduction Greek root words of steganos (“covered” or

The practicality and high data storage capacity of Quick
Response (QR) codes have contributed to their
extensive application in daily routines [41]. QR codes
can be read and transmitted publicly using smartphones,
but the current QR code solutions are associated with
critical security concerns related to user privacy [3, 24,
55, 59]. Although QR codes serve as a necessary and
powerful means to deal with product counterfeiting
based on recent wireless technology advancements [11],
the integrity of these codes remains in question.
Scanning tools (e.g., barcode, smartphone, and
tablet) are utilised to promptly decode the QR codes that
come with encoding and decoding criteria. Hence, the
authenticity of the QR codes can only be established by
manipulating the codes and embedding the essential
information. There have been studies on digital image
ownership or embedding secret messages into digital
images for concealing sensitive information, but
steganography methods based on traditional media are
preferred over immediate embedding or QR-code
safeguarding [18, 22, 23, 28, 29, 32, 38].
Steganography, which is derived from the ancient

“protected”) and graphei (“writing”), refers to “covered
writing” [40]. Essentially, the foundational method of
steganography consists of cover medium, confidential
information, and the embedding process. Digital
steganography method is capable of dealing with
information in different forms of digital media,
including text, audio, images, and videos.

The secure Least Significant Bit (LSB) approach is
regarded as the most basic steganographic technique
when it comes to utilising the QR code images [33].
This approach involves the substitution of the secret
information bit with the least important piece of
container files [9]. Unlike the original approach, a
modified version of the LSB pixel or bit-planes has been
increasingly utilised in today’s steganographic
techniques. Optimised payload and enhanced visual
quality and undetectability based on the simplicity of
LSB embedding concurrently have propelled the
development and expansion of these techniques [23].
Furthermore, in order to enhance the security level of
the LSB approach, numerous prior studies integrated it
with random parameters, Advanced Encryption
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Standard (AES) compression method, and encryption
algorithms Rivest-Shamir-Adleman (RSA) and elliptic
curve cryptography encryption [9, 33, 40].

Conventional QR code scanners should not be able to
detect the embedded data, which makes the
effectiveness of steganography highly crucial.
Achieving this necessitates seamless incorporation of
data in advanced algorithms without any visible
artefacts or distortions [58]. However, when cameras
are utilised to print and scan QR codes, frequency
domain QR code steganography [17, 53] is susceptible
to distortion issues. The excessive complexities of other
approaches using homomorphic encryption [36] or
stego-crypto techniques [34] have made them not
practical for real-time use. Despite the improved
robustness, spatial domain methods and QR error
correction embedding possess limited data capacity.
Additionally, the open nature of QR code scanning
comes with security risks, especially when sensitive
information are involved [49].

In view of the above, the current study proposed a
secure Bilinear Zooming Steganography Quick
Response Code (BZSQRC) algorithm that can
manipulate QR code images by encoding a secret
message using a secure LSB algorithm. Unlike
frequency-based methods, the proposed BZ method
does not introduce scanning distortion and even
improves image manipulation. Its combination with
LSB in this study served to introduce secure and
lightweight data embedding, making it highly practical
for real-time use. The proposed method introduced data
embedding in a less detectable manner, optimising
payload and strengthening confidentiality. More
importantly, the proposed method in this study served to
maintain the visual and functional integrity of QR
codes, making it highly applicable for secure
transactions, identity verification, and other sensitive
applications.

The following sections review related literature,
describe the methodology adopted in this study, and
present and discuss the obtained results, conclusion, and
recommendations for future research.

2. Related Works

Prior studies employed different image processing
techniques, such as Discrete Wavelet Transform (DWT)
[32, 36], Discrete Cosine Transform (DCT) [17], and
the Discrete Fourier Transform (DFT) [17, 53], to assess
the security of QR codes. These techniques involve
converting QR code images into frequency domain and
incorporating watermarks into the unique variables of
these QR code images. The conventional techniques do
not cater for printed QR codes on printed materials (e.g.,
posters or hard paper), as the scanning environment of
cameras may distort the resulting QR code images.
Mittal et al. [36] employed the DWT technique for
the steganography process to enhance the encryption

layer. The Nth Degree Truncated Polynomial Ring Unit
(NTRU) homomorphic encryption algorithm was
utilised to encrypt the client’s data. Through this
encryption technique, QR codes and cover pictures were
utilised to prevent attackers from reading the data.

In another study, QR codes were proposed as vessels
for hidden data, and the DWT technique was utilised to
break down the cover image into frequency components
for discreet data embedding [32]. The data embedding
process was directed by machine learning, particularly
Recurrent Neural Networks (RNNs), for enhanced
imperceptibility and durability, which ensured the close
resemblance of the stego image to the original data
without compromising the precision of data extraction.

Meanwhile, Mathivanan and Balaji Ganesh [34]
regarded QR codes as the first-level encryption
procedure and employed the stego-crypto technique.
The process then involved substituting the dynamic bit
approach as part of the second-level security by
embedding individual QR codes into the colour image
components of Red (R), Green (G), and Blue (B) prior
to their integration with a randomisation function for
added security.

Besides that, Sun., et al.’s [49] JSteg steganography
method for embedding and extracting QR codes was
found effective against noise attacks and facilitated the
retrieval of QR codes after they were destroyed. The
study further noted the prospects of correctly
embedding and retrieving every QR code image
generated by various input data information.

A novel type of colour QR code, specifically known
as the Halftone Multifunctional Colour QR (HMC-QR)
code, was proposed in one of the prior studies [23]. This
technique was reported to have the capacity to integrate
multiple types of information into a single QR code,
combining both hidden (for traceability and anti-
counterfeiting  information) and  visible  (for
advertisements or public queries).

Another prior study attempted to incorporate hybrid
halftone dots into QR codes [22], which allowed the
scanning of these dots that were invisible to the human
eye from a distance. Amplitude Modulation (AM) dots
represented the black modules of the QR codes, whereas
Frequency Modulation (FM) dots represented the white
modules of the QR codes. The study described the
substantial dependence of both methods on the precise
control of the dot area percentages. QR codes may be
unreadable if the balancing appeared to be off. In other
words, any minor printing errors or variations in the
printing process can result in critical usability issues.

Apart from that, there have been studies on blind QR
code steganographic approaches based on error
correction capability [15, 17, 53, 54, 56]. These prior
studies addressed the correction properties of QR codes
and enhanced the QR module to embed secret messages.
In most cases, a standard scanning device is first utilised
to read the QR code data content from recently
generated QR codes. Secret messages can then be
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extracted by authenticated recipients from these tagged
QR codes. However, the maximum payload of the secret
messages equals to the error tolerance of the QR codes
although this proposed scheme is applicable to standard
mobile and scanning devices. Addressing that, Luo et al.
[31] proposed a method to increase the payload of
embeddable secrets. The study assessed QR codes as
containers and payload encoding within the QR codes
and found a high PSNR and successful decoding of the
QR codes.

With the expanding landscape of Artificial
Intelligence (Al), the integration of these technologies
into QR code steganography has also been explored in
numerous studies. For instance, one of these studies [57]
introduced a novel approach of concealing information
without perceptibly modifying the images, but the
proposed methodology was found to be susceptible to
image blurriness, require superior image quality and
computational requirements, and involve system
complexity. Taking the case of utilising machine
learning models like RNNSs, significant computational
power is required, especially during the training phase
using techniques like Back Propagation Through Time
(BPTT) [32]. Higher computational cost may result in
time-consuming preparation, causing delays for real-
time applications like online communication or
surveillance. This poses a more critical limitation as
compared to simpler steganography methods.

In view of the above, this study observed a significant
research gap in protecting confidential information
when it comes to QR codes. It is highly challenging to
protect private data considering how QR code data
content can be easily scanned and retrieved using
barcode readers [15, 31, 54]. Moreover, traditional
image hiding or steganography methods display critical
drawbacks that require additional image processing
processors or computers compatible with real-time
scanning to directly retrieve QR codes. This has clearly
called for a secure QR code-based steganography
algorithm, which was addressed in this study by
integrating a BZ method in LSB, with the emphasis on
developing a novel secure approach of concealing
critical message within QR code images.

2.1. Background of Study
2.1.1. QR Code

Back in 1994, Denso-Wave, a Japanese business,
introduced the Two-Dimensional (2D) structure of QR
barcode concept, which initially served for inventory
control in the automotive component manufacturing
industry [36]. Today, there are dedicated application
programmes in most smartphone brands to scan QR
codes. Utilising QR codes to conceal the embedded
information is deemed suitable [54]. QR codes are
squares with black and white image blocks that are
presented in the black (or dark) module (represented as
“1”) and white (or bright) module (represented as “0”)

types. These codes possess minimal data, encoding text
in numeric, alphanumeric, bits, and Kanji character sets
[16]. Figures 1 and 2 show an example of a QR code and
its structure [6].

Figure 1. An example of a QR code. Reproduced with permission
from reference [6].

Definition

Quiet Zone

Format

Timing

Version

Position

Alignment

Data

a) QR Code structure.

b) Legend.

Figure 2. The structure of a QR code. Reproduced with permission
from reference [6].

A QR code consists of various key components, such
as the quiet zone, formatting information area, timing
pattern section, QR code version, position and
alignment patterns, and data section [6]. The quiet zone
facilitates the detection of symbols, while the vacant
region (white space) within the code plays a crucial role
for the scanning and interpretation of the QR code. The
formatting information area presents the mask pattern
and the error correction level employed, whereas the
timing pattern section displays a distinctive alternating
arrangement of black and white patterns, which
facilitate the identification of the central coordinating of
individual cells. Likewise, the central coordination of
the cell is rectified in instances of distortion or errors
within the cellular domain. The subsequent iterations of
QR codes also range from versions 1 to 40, with each
iteration exhibiting distinct cellular quantities and
arrangements.

The QR code image yields a fundamental and
significant pattern. The accurate placement of the QR
code is determined based on the positioning pattern.
Strategic placement of the pattern at its three corners
establishes the position, size, and angle of the QR code.
This phenomenon can be perceived in a full range of
directions, encompassing a complete 360-degree
circumference. The black and white cells within the QR
code are converted from the encoded data containing
binary values of “1” or “0”. QR code distortion
(particularly nonlinear distortions) is rectified through
an alignment pattern, and error correction is made by
augmenting the data with Reed-Solomon coding [47].
As for the current study, the structural components of a
QR code and its potential as a high-capacity payload for
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concealing steganographic information within an image
were examined.

2.1.2. Bilinear Zooming Interpolation

In the case of Bilinear Zooming (BZ) interpolation, the
nearest 2x2 neighbourhood of four nearest known pixel
values surrounding the unknown pixel is computed. The
weights are based on the relative distances between the
unknown pixel and its neighbours along the x- and y-
axes. The calculation of the final interpolated value
involves computing a weighted average of: 1) Top-left,
2) Top-right, 3) Bottom-left, and 4) Bottom-right pixels.
The row and the column of the resulting image are then
expanded by determining the average pixel value
between two pixels.

Assuming the pixel value at a point of (X, y)(X, y)(X,
y), located between the following four known pixel
values in a grid, foo=f(x1, Y1), fio=F(X2, Y1), foa=F(X1, Y2),
f11=f(X2, y2), as well as dx=(x-x1)/(X2-X1) and dy=(y-
y1)/(y2-y1), then the interpolated value f(x, y) is as
follows:

foy=(1-dx)(1-dy) foo+dx(1-dy) fio+(1-
dx)dyfor+dx-dy-fia

Overall, this method produces good-quality photos
and higher smoothness upon zooming [46]. When
uniform scaling (e.g., double enlargement) are
concerned, the process then simplifies to averaging four
surrounding pixel values, which enable efficient and
visually appealing image enlargement with enhanced
continuity and smoothness. As compared to the nearest-
neighbour interpolation, the BZ interpolation offers
smoother transitions and reduces pixels.

2.1.3. Image Steganography

Concealing one image within another image is
performed through image steganography. The cover
image in the image steganography field is manipulated,
ensuring the imperceptibility of the concealed
information. This technique differs from encryption, as
the process avoids suspicion [48]. LSB steganography
is a conventional technique of manipulating image
pixels [9]. The process identifies the lowest bit in a
binary number known as LSB. Fundamentally, it serves
to imperceptibly alter the LSB of pixels within the form
of an image, audio, or video file to the human eye or ear
but still can be detected with specialised software.

In LSB steganography, the LSB of pixels are
substituted with the secret message bits that need to be
concealed [37]. As the LSB have minor effect on the
colour of pixels, the difference is typically
imperceptible to the human eye. This allows concealing
substantial amounts of data within the image using
multiple bits in each pixel.

The simplicity and high embedding capacity are what
drive the popularity of the spatial domain for LSB
steganography [13, 26, 39, 45]. Its implementation and

capability of embedding large amounts of data are
generally straightforward as the pixel values of the
cover image are directly modified [8, 20]. However, it
should be noted that its simplicity leads to certain
drawbacks. Firstly, the embedded data are at risk of
minimal tampering or compression due to the inherently
fragile nature of the LSB modifications. Moreover, the
concealed data can be easily extracted or destroyed by
statistical or visual steganalysis attacks if there are
robust protective mechanisms. These drawbacks reflect
the technique’s lack of resilience, especially in hostile
environments involving data integrity and security [40].
Immamuddinkhan and Kanahasabapathys’ [25] method
employs bidirectional circular shifting in dual stego-
images to achieve reversible steganography. It maps
secret data to minimum shift values, optimized via
histogram-based transformations before pixel-pair
embedding. This achieves superior PSNR and perfect
reversibility, ensuring significantly higher image
fidelity than traditional spatial techniques. However, its
capacity is limited by the exclusion of pixels with high
or low intensities to avoid overflow and underflow, and
extraction is entirely dependent on the availability of
both dual stego-images and the specific histogram
transformation data.

Meanwhile [43] method integrates 6-D chaotic
encryption with Tabu search to optimize LSB
steganography. It achieves improved security via a
massive key space and fast processing. However, LSB
embedding remains statistically vulnerable to detection.
Nevertheless, high PSNR and entropy validate its
practical effectiveness.

There have been various recommendations proposed
to enhance the LSB steganography, including making
use of the transform domain like the DCT [12], DWT
[2, 44, 52], and DFT [4, 35]. As compared to spatial
techniques, these proposed techniques enhance data
robustness by manipulating the frequency components
of the image, making them less susceptible to detection
and attacks [20].

For instance, the Haar DWT, which was deemed
efficient in embedding concealed information, was
employed to deal with both cover and payload images
[50]. The technique combined the multiresolution
features of DWT. The study also incorporated the alpha
blending technique, where the alpha parameter served
as the scaling factor that regulated the combination of
cover and payload image elements. In another study, the
integration of DWT and bit-plane slicing method was
proposed, which involved breaking down the image into
eight different planes, each corresponding to a bit in the
pixel’s binary representation [19]. Through Elliptic
Curve Cryptography (ECC), the most significant bit
plane image was scrambled, yielding higher security
with smaller key sizes. The scrambled image was
embedded into the high-frequency sub-bands of the
carrier image, underscoring the substantial role of DWT
in the study.
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In another study, DWT was implemented to support
the generation of a strong hash that can withstand
various image processing attacks, such as scaling, low
pass filtering, Joint Photographic Experts Group (JPEG)
compression, rotation, noise addition, and median/mean
filtering [27]. The hashing technique was employed to
generate a hash sequence specifically for an image.
Besides that, Huffman encoding and image wavelet
hashing were employed for the coverless image
steganography approach.

Studies have presented evidence on the significant
advantages of Haar DWT in steganography. Its
capability for multiresolution analysis enables
substantial embedding capacity without compromising
visual fidelity [2, 7, 52]. Data embedding in the
frequency domain contributes to its robustness,
strengthening its resistance to compression and image-
processing attacks. Moreover, the integration of DWT
with other techniques like alpha blending, bit-plane
slicing, and image hashing ensures data integrity and
invisibility [19, 27, 50]. Besides that, its integration with
encryption algorithms like ECC further strengthens
payloads at minimal overhead [27]. These attributes
boost the efficacy of DWT for secure and high-
performance applications in steganography.

The [44] proposed a comparative methodology that
evaluates the LSB, DCT, and DWT techniques. LSB
possesses a considerable capacity; however, it is
inadequate in terms of resilience against alterations.
Concurrently, they integrate the method with DCT to
improve image quality, while DWT ensures optimal
security. Consequently, the choice of a technique is
contingent upon achieving a balance between payload
requirements and requisite robustness.

Therefore, the BZSQRC algorithm based on the
wavelet transform domain of the LSB algorithm was
employed in this study. The following section describes
the methodology adopted in this study to generate the
BZSQRC algorithm.

3. Methodology

As discussed, this study employed the BZ method in
LSB to embed essential information. The 2D barcode
(QR code) served as the matrix barcode trademark. The
secret message and input image in greyscale attributes
were defined as the QR code and cover image,
respectively. The embedding process of the proposed
BZSQRC algorithm is depicted in Figure 3. In this
process, QR codes were embedded into the processed
input images following the BZ resizing and verification,
wavelet transformation, and bit-plane slicing.

Compression
Embedding

ay —» B

BZ, resizing, verification

Secret Image

Input Image

Figure 3. The module size compression used in the proposed

BZSQRC algorithm.

Several input data types were encoded through these
QR codes. Various attributes could influence the data
storage capacity of these code symbols, such as
datatype, version (overall symbol dimension), and error
correction levels [10]. As shown in Table 1, there were
four error correction levels in the QR codes, which
indicated the percentages of codewords that could be
restored during any disruption. Through imaging
devices and repeated application of the Reed-Solomon
error correction method [10], the process ensued until
these image could be aptly interpreted. Meanwhile, the
block diagram of the proposed BZSQRC algorithm
(Figure 4) consisted of two main phases, which involved
the pre-processing process for the secret and input
images and the embedding process.

Table 1. Summary of the QR code symbol attributes.

Attribute Value
Input data Numeric, alphanumeric, and binary
Data type Mode and input character set
Version 1to0 40
Error correction |Low (7%), medium (15%), quartile (25%), and high
level (30%)

The framework was designed to embed a QR code as
secret message within a cover image by leveraging the
frequency-domain  transformation and  bit-level
embedding techniques. In the first phase, the input
image, which served as the carrier (cover image), was
processed. Through DWT, the input image was
decomposed into Low-Low (LL), Low-High (LH),
High-Low (HL), and high-high (HH) frequency sub-
bands, which enhanced the capacity for imperceptible
data hiding. Each of these sub-bands represented
different frequency components. DWT facilitated the
conversion of the input image from the spatial domain
to the frequency domain, which enabled embedding in
perceptually less sensitive regions (e.g., higher
frequencies) and resultantly, improved both invisibility
and robustness.

Input Image

Discrete Wavelet
Transform

[

QR Code
Size Verification

QR Code

— Phase 1

Sign Removal

Decompose
High-High (HH)
in Bit Plane

Crop & Compress

~—— -

‘ Embed lmage into LSB Bit Plane ‘ R
Compose Bit & Inverse Diserete Phase 2
Wave Transform
‘ Steganographic Images ‘

Figure 4. The block diagram of the proposed BZSQRC algorithm.




630 The International Arab Journal of Information Technology, Vol. 23, No. 4, July 2026

The process then ensued with sign removal. The
presence of positive or negative values (signs) for
wavelet coefficients may introduce noise-like behaviour
in the embedded data. The removal or normalisation of
the signs functioned to simplify the coefficient structure,
which ensured no abrupt artifacts in the embedded data,
resulting in reduced variability in bit patterns and
streamlined LSB embedding process. Following that,
crop and compress operations were employed. The
process ensured dimensional compatibility between the
input image and the secret image (through cropping) and
reduced redundancy and control data size (through
compression). This particular process was deemed
particularly crucial in the case of limited capacity of the
host image or for real-time or bandwidth-sensitive
applications.

At the same time, the secret image, which was
represented as a QR code, was subjected to its own
preprocessing pipeline. The process of QR code size
verification was augmented with the BZ interpolation to
ensure smooth transitions and minimal pixelation. In
other words, the structural integrity of the code was
retained for readability and accuracy upon extraction,
particularly after the compression and embedding
operations. The process then ensued with the
decomposition of the resized QR code via wavelet
analysis, which involved isolating the HH frequency
band containing fine details. The sub-band was further
broken down into bit planes for embedding.

All these processes conditioned the cover image to
accept the secret message with minimal perceptual
disturbance and maximised embedding efficiency. This
established the needed foundation for a high-quality
steganographic image synthesis in the next phase. In
particular, the second phase involved embedding the bit-
level representation of the secret image (typically a
high-frequency HH sub-band from a wavelet-
decomposed QR code) image into the LSB bit plane of
the host image’s transformed coefficients. This was
where the actual steganographic hiding took place. The
method achieved high level of imperceptibility by
targeting the LSB of the transformed coefficients.

This study specifically opted for the LSB plane for
its perceptual insignificance any changes to these bits
result in minimal (often imperceptible) distortion to the
visual quality of the image. This careful placement
ensured the needed balance between imperceptibility,
robustness, and payload capacity. Moreover, bit-level
embedding provided a structured pathway for later
retrieval, which supported the systematic bit-plane
removal during the extraction process.

The process then ensued with the reconstruction of
the full set of wavelet coefficients from the modified bit
planes containing both the original host data and the
embedded secret message. This process was crucial to
regenerate a coherent and analysable image structure.
The final spatial-domain image was subsequently
synthesised through the inverse discrete wavelet

transform (IDWT) (references).

Finally, all frequency-domain information, which
included the embedded data, were effectively
consolidated into a standard image format that visually
resembled the original input image. Through IDWT, the
stego image containing the encoded secret QR code
would be visually indistinguishable from the original
data and retain high visual fidelity. The following
subsections detail the embedding and extraction
processes.

3.1. Embedding Process

As illustrated in Figure 5, there were several steps
involved when it comes to embedding the secret
message within the QR code into a static image in this
study. The process begins with the cover image
undergoing (DWT), which decomposes it into four
frequency sub-bands, namely LL, LH, HL, and HH.
This decomposition enables selective embedding in
perceptually less sensitive regions, thereby preserving
overall visual quality.

BZSQRC Embedding Algorithm Pseudocode

1. deftext_to_binary():
2. Convert text to a binary string
3. return " join(format(ord(char), '08b') for char in text)

4. def embed_text_into_coefficients(text, coefficients, bit_len)

5.  embedded_text = text_to_binary(text)

6. text_len = len(embedded text)

7. iftext len > len(coefficients):

8 raise ValueError("Text too long to embed")

9. foriin range(text_len):

10. coefficients[i] = (coefficients[i] & ~1) | int(embedded _text[i])
11, return coefficients

12. def process_image(image):

13.  Convert image to grayscale if needed
14,  return grayscale image

15. def wavelet_transform(image):

16.  Perform 2D DWT on grayscale image
17.  return LL, LH, HL, HH

18. def embed_data(text, image):
19.  gray = process_image(image)
20. LL, LH, HL, HH = wavelet_transform(gray)

21 # Embed into approximation coefficients (LL)

22, LL_flat = LL.flatten()

23. LL embedded = embed text into coefficients(text, LL flat, len(LL flat))
2 LL_new = LL_embedded.reshape(LL.shape)

25.  return LL_new, LH, HL, HH

26. def inverse_wavelet(LL, LH, HL, HH):

27.  Reconstruct image using inverse DWT

28,  return reconstructed _image

29. def embed_pipeline(text, image):

30. LL new, LH, HL, HH = embed_data(text, image)

31. reconstructed_image = inverse_wavelet(LL_new, LH, HL, HH)

32.  return reconstructed_image

Figure 5. The pseudocode of the BZSQRC embedding algorithm.

In parallel, the secret message is encoded into a QR
code and pre-processed. This pre-processing stage
includes: 1) Validation of QR code dimensions, 2)
Removal of redundant quiet zones (typically four
modules from each boundary), and 3) Resizing using
BZ interpolation. The use of BZ interpolation is critical
to maintain structural fidelity of the QR code during
scaling, ensuring that its readability is not compromised
after embedding.
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Next, the processed QR code is also subjected to
wavelet decomposition, from which the HH sub-band is
extracted. This sub-band is then decomposed into eight
distinct bit-planes, allowing fine-grained control over
the embedding process at the binary level.

The embedding phase is performed in the HH sub-
band of the cover image, specifically targeting the LSB
plane. This choice is motivated by the need to minimize
perceptual distortion while maintaining sufficient
capacity. The embedding is executed by replacing the
LSBs of the cover image’s HH coefficients with
corresponding bits from the QR code bit-planes.
Additionally, the embedding follows a defined offset
strategy, ensuring spatial consistency and avoiding
structural clustering that could raise suspicion or
degrade robustness.

After embedding, the modified HH sub-band is
recombined with the unchanged LL, LH, and HL sub-
bands. Finally, the (IDWT) is applied to reconstruct the
stego image, which visually resembles the original
cover image while securely containing the embedded
QR code.

Overall, in the embedding process a dual-domain
processing approach which we combining spatial
precision (bit-plane substitution) and frequency-domain
robustness (wavelet decomposition) in order to achieve
a balance between imperceptibility, capacity, and
structural integrity of the hidden QR code.

3.2. Extraction Process

As depicted in Figure 6, the extraction process aimed to
ensure the accurate retrieval of the embedded QR code
from the stego image without compromising the
structural integrity and readability of the secret message.
In the extraction process, the hidden message was
separated from the steganographic image. Imaging
devices, such as barcode scanners and smartphones,
would be able to read the inverted information in its
textual or data format. Through DWT, the stego image
was decomposed into LL, LH, HL, and HH frequency
sub-bands. Following that, the HH sub-band containing
the embedded information was isolated for further

analysis.
0 1100 =] [=]
DWT
0 0101
L 0000
Inver:
Stego Image \\i:l:lzl Secre lQR( ode

Transform

Extraction

Figure 6. Extraction process of the BZSQRC algorithm.

For consistency, the previously sign normalisation
was reversed by referencing a stored or regenerated sign
matrix, thereby restoring the original coefficient
polarity where necessary. The HH sub-band was
decomposed into bit-planes and LSB plane, which was
where the secret message was embedded. It should be
noted that the extraction process started from the
predefined embedding offset.

Through the reassembled bits, the wavelet-domain
representation of the QR code’s HH sub-band was
reconstructed prior to being subjected to the inverse
wavelet transform for the regeneration of the spatial-
domain QR code. In the case where resizing was
involved during embedding, the extracted QR code
would be resized to its original dimensions through the
inverse BZ (or simply interpreted at its resized scale,
depending on the application requirements). Following
that, standard decoding procedures were applied on the
final QR code for the retrieval of the secret message.

4. Results and Discussion

Through an objective quality measure (PSNR), the
proposed BZSQRC algorithm in this study was
validated for different QR code versions with various
dimensions and volume of retained information [51].
The number of characters encoded by a QR code would
influence the QR code version and the data type. Table
2 summarises the maximum storage capacity values for
different data types at the maximum QR code level
(version 40, low error correction level). Meanwhile, the
recorded PSNR values for the original and
steganographic versions of three different images (in
correspondence to the test cover images in Figure 7) are
summarised in Table 3.

Table 2. Summary of the QR code storage capacity values (at max.).

Translation :
Input Characters capacity | Bits/char The possible set of
(max.) characters
(max. char)
. 0,1,23,4,5,6,7,
Numeric 7089 23,664 3.3 8 and 9
. A-Z, 0-9, space, $,
Alphanumeric. 4296 25,776 55 %, +. - * . [ and -
. 1SO8859-1 (Latin-1)
Binary/Byte 2953 23,624 8 and AsCll
Kanji characters
Kanji 1817 29,072 13 from Shift JIS X
0208

LI isEes

Figure 7. The test cover images.

Table 3. Summary of PSNR values.

Image (512x512) A B C
QR code version V1 V20 V40 V1 V20 V40 V1 V20 V40
QR code size 84x84 | 388 x 388 708 x 708 84 x 84 388 x 388 708 x 708 84 x 84 388 x 388 708 x 708
PSNR (dB) 71.38 59.48 54.33 7111 59.42 54.32 71.44 59.46 54.31

The proposed BZSQRC algorithm recorded higher

PSNR with greater QR code storage capacity. The
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results in Table 3 further demonstrated the correlations
between PSNR and the version (size) of the embedded
secret message. Furthermore, these QR code versions
were validated using the default error correction level
(level L) and a module size of 4x4 bits: a) version 1
(V1), b) version 20 (V20), and c) version 40 (V40). The
sizes of the secret message in binary form for these QR
code versions were 136 bits (version 1), 6,864 bits
(version 20), and 23,624 bits (version 40).

4.1. Advantages

The compression of the module size of the QR code
prior to embedding was one of the key advantages of the
proposed BZSQRC algorithm. This advantage allowed
the embedding of QR codes with different module sizes
into the same area. In this study, the comparison of the
proposed algorithm with other steganographic tools in
Xiong et al. [55], Hung et al. [24] and Bala Krishana
and Dugar [11] revealed the ease of modification for
embedding into additional sub-images or bit planes for
the case of the proposed BZSQRC algorithm, which
enhanced its embedding capacity. The QR code in this
study was embedded into the seventh and eighth bit
planes of LDWT sub-images (HH, HL, and LH). The
comparison results in terms of PSNR and embedding
capacity are presented in Table 4.

Table 4. Comparison of PSNR and embedding capacity values with
prior studies.

Image/Size Proposed BZSQRC| Chenet | Luoet | Linet

algorithm al. [14] | al. [31] |al. [30]
A PSNR [dB] 50.24 37.23 38.8 | 377
Capacity [Kbits] 141.744 09.947 | 66.064 [129.791

Referring to Table 4, the proposed BZSQRC
algorithm (version 40 with low error correction level)
achieved an embedding capacity of 141,744 bits and
attained PSNR of 50.24 dB between the cover and
steganographic images (A). This study’s proposed
algorithm clearly demonstrated superior PSNR
outcomes as compared to other verified tools with
similar or higher embedding capacity characteristics.
The significance of steganographic communication was
retained given the aim of steganography to attain high
capacity for embedding essential information at high
level of imperceptibility. This observation demonstrated
capacity (the number of secret bits that could be hidden
per pixel in the cover image) as a key criterion of

a) QR code data: 1101
Version: 10
Size: 290 pxx290 px.

b) QR code data: 1101
Version: 20
Size: 330 pxx330 px

Figure 8. The QR codes of versions 10, 20, 30, and 40 as cover images.

¢) QR code data: 1101

performance measurement, which can be calculated as
follows [20]:

Capacity =

(total number of bits embedded into image

) (bits/pixel) (1)

total number of pixels on image

Meanwhile, a high PSNR value implies minimal
difference between the original and resulting images.
The obtained results demonstrated PSNR as another key
criterion of performance measurement in terms of the
imperceptibility of a steganographic image. After all, it
is challenging for the human eye to discern the original
and steganographic images in the case of PSNR
exceeding 35 dB [5]. With that, PSNR for eight-bit
images can be calculated as follows [20]:

2552
PSNR = 101log;, <W> 2)
where MSE denotes the mean square error between the
cover and steganographic images, and MSE is computed
as follows [20]:

1 w H ,
MSE = 37— Hzizlz]_=1(1ij— I'y) (3)

where W denotes the image width (pixels); H denotes
the image length (pixels); i denotes the image row; j
denotes the image column; l;; denotes the pixel value of
the cover image; I’ denotes the pixel value of the
steganographic image.

Accordingly, the increasing resemblance of
steganographic image to the cover image would reduce
MSE and subsequently increase PSNR [5, 21, 48].

The effectiveness of the proposed BZSQRC
algorithm was examined in several tests, which included
the utilisation of four QR code images (Figure 8). The
dataset for image processing was retrieved from an
online data set centre on the Kaggle platform [42]. QR
code images of versions 1 to 4 were retrieved from this
particular platform, with each containing QR code data
of four random digits [1]. The study proceeded to
evaluating PSNR and MSE in reference to the same
secret message in Alajmi et al. study [6], which utilised
the following embedded information: “Scan to RSVP
for our event: June 15, 2024, Location: Quack Avenue
79 Florida”. The obtained results of the proposed
BZSQRC algorithm and LSB two-bit method are
summarised in Table 5.

d) QR code data: 1101
Version: 40
Size: 410 pxx410 px

Version: 30
Size: 370 pxx370 px
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Table 5. Summary results of PSNR and MSE values.

Stego image PSNR \ MSE
Method LSB two-bit| BZSQRC |LSB two-bit| BZSQRC
method algorithm method algorithm
QR code V1 73.974 81.251 0.00444 0.00072
QR code V2 75.097 79.106 0.00342 0.00120
QR code V3 76.090 80.099 0.00273 0.00095
QR code V4 76.982 81.100 0.00222 0.00096
Average 755 80.4 0.0032 0.0025

Meanwhile, the results of PSNR and MSE are
illustrated in Figures 9 and 10, respectively. This study’s
proposed BZSQRC algorithm recorded higher PSNR
and substantially lower MSE than that of the LSB two-
bit method.

PSNR

80
78
76
o
72

L5SB 2 Bits BZQRC Algorithm

HPSNR

Figure 9. The PSNR evaluation results.

0.0035

MSE

0.002
0.0025
0.002
0.0015
0.001
0.0005
0

LSB 2 Bits BZQRC Algorithm

B MSE

Figure 10. The MSE evaluation results.

4.2. Remarks

This study tested the validity of the steganographic
image containing a QR code. For the detection of the
QR code data from the steganographic image, different

QR code scanner applications for an Android
smartphone were considered. The search for the most
highly rated application was conducted back in August
2024. QR code scanner, which recorded the highest user
rating (a score of above 4.5), was selected.

How different scanning software and applications
identified and interpreted QR codes concealed using the
proposed BZSQRC algorithm in this study was
examined using the following outcomes:

1) Yes (indicated by ““/”) for successful detection and
reading of the QR code.

2) No (indicated by “X”) for the failure to detect and
read the QR code.

This study employed the following steganographic
image detection techniques for the validation of the QR
code data:

1) QR and barcode scanners can read standard QR
codes, including QR codes embedded in images with
minor modifications.

2) QR code scanner and scanner app are specifically
designed to detect and decode QR codes, including
QR codes embedded within images using
steganography techniques.

3) QR and barcode readers are similar to general QR
and barcode scanners.

4) QR scanner or barcode scanner typically provides
robust QR code detection capabilities, making it
likely to read the steganographic QR codes.

5) Google lens possesses advanced image recognition
capabilities and can detect and read QR codes
embedded within images.

The results of the QR code analysis are summarised in
Table 6. The proposed BZSQRC algorithm contained
separate inputs of QR code data and embedded
information. Despite that, with the utilisation of any QR
code scanner, the QR code data were successfully
retrieved without any failure.

Table 6. Summary of the QR code data validity analysis.

Steganographic image detection OR code V1

Steganographic | Steganographic |Steganographic| Steganographic

QR code V2 QR code V3 QR code V4

QR and barcode scanners /

/ / /

QR code scanner and scanner app

QR and barcode readers

~|~|~|~

QR scanner or barcode scanner

~| ||~
~| ||~
~~|~|~

Google Lens

4.3. Limitations

There were several limitations to the proposed
BZSQRC algorithm in this study. Firstly, the BZ
process may lead to data loss or image quality loss when
it comes to zooming in on QR codes, which may affect
the readability and robustness of the QR codes.
Secondly, scaling up the size of the QR code may cause
blurring and pixelation. This may affect its effectiveness
and robustness due to the wrong extraction of LSB data
or the incorrect hiding of steganographic information.

Lastly, the proposed BZSQRC algorithm did not
incorporate any security mechanism, which potentially
increase the susceptibility of the LSB data or
steganographic content to detection by adversaries or
automated algorithms.

5. Conclusions

Through the BZ technique to manipulate QR code
images, a novel BZSQRC algorithm was successfully
developed and validated in this study. A secure LSB
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algorithm was utilised to enclose the secret message
within a QR code, while DWT was employed to
incorporated the image. In the proposed algorithm, the
secret message served as the payload for the
steganographic process. The QR code image was
utilised as a cover medium to conceal the payload of the
BZSQRC algorithm when it comes to generating QR
steganographic images. Analysis revealed that the
proposed BZSQRC algorithm performed better in terms
of PSNR, which was about 6.5% higher than that of the
LSB two-bit method, suggesting the effectiveness of the
former in enhancing the steganographic image quality.
Additionally, the proposed algorithm displayed low
average noise reduction, with MSE of as low as 0.0025.
Moreover, the proposed BZSQRC algorithm separated
the QR code image from the secret message through the
inverse process. These results confirmed the validity of
the QR code if scanned. It is recommended for future
research to make use of a secret key and an encryption
layer to enhance the security of the proposed BZSQRC
algorithm.
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