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Abstract: In today’s distributed computing paradigm, achieving resilience against unpredictable faults is still a challenging 

task. Several state-of-the-art fault tolerance algorithms are static and rule-based, lacking the ability to foresee future events. 

This work investigates a novel self-healing framework that employs Long Short-Term Memory (LSTM) networks for fault 

prediction and a Q-learning-based Reinforcement Learning (RL) methodology for adaptive fault recovery. In this paper, we 

model the recovery decision process as a Markov Decision Process (MDP) whereby the framework learns the best actions to 

take autonomously from the system state transitions, as well as any feedback received. A high-fidelity simulation environment 

was utilized to inject realistic errors so that we could rigorously evaluate the model’s performance. The comparative 

experimental results demonstrate significant improvements in accuracy (96.3%) and Mean Time to Recovery (MTTR) (34 sec) 

as well as improved availability (97.2%) compared to baseline and state-of-the-art models. This work highlights the opportunity 

for hybrid Artificial Intelligence (AI) models to promote resilience in cloud-edge distributed systems. The modular design of this 

framework also presents learning opportunities for deploying as a lesson plan in courses that focus on both distributed systems 

and intelligent automation in computer science curricula. 
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1. Introduction 

The increasing prevalence and utilization of distributed 

systems in a variety of critical use cases (including 

cloud computing and the Internet of Things(IoT) for 

Industrial purposes) has created an urgent demand for 

an effective fault tolerance approach to ensure 

continued service availability for organizations [34, 35, 

40]. As modern infrastructures are growing in 

complexity and heterogeneity, traditional rule-based 

recovery strategies are becoming increasingly 

inadequate due to their static behavior and limited 

opportunity to adapt to dynamic fault situations. 

Intelligent fault tolerance systems, which leverage 

Machine Learning (ML) and Reinforcement Learning 

(RL), provide an optimistic framework to overcome that 

challenge. Recent research has investigated the 

employment of Long Short-Term Memory (LSTM) and 

Gated Recurrent Unit (GRU) deep learning models for 

fault prediction, primarily based on their temporal 

learning capabilities. Q-learning and deep q-networks  

 
have been successful in developing constantly learning 

autonomous recovery decisions by modeling the system 

responses to fault events, representing a long-term 

future probabilistic model of the response using the 

Markov Decision Process (MDP) framework [27, 30, 

36]. However, most existing solutions make use of 

either predictive or reactive intelligence by themselves 

and therefore are limited in recovery time and scalability. 

In order to address these limitations, this paper presents 

a hybrid ai-based fault tolerance framework that 

combines the long-term data inference ability of LSTM 

with the online action selection power of Q-learning. 

Rather than simply predicting future faults as done in 

previous approaches, our new framework uses LSTM 

for a model of a fault’s location and the Q-learning agent 

for a high-level model of a fault’s cancellation action 

with respect to the long-term performance of the system. 

We benchmark our system within a high-fidelity 

simulation that incorporates realistic workload patterns 

obtained from Google and Azure traces by Reiss et al. 

[28] and compare it to other state-of-the-art models, 
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including GRU+Q-learning by Heda and Sahare [19] 

and Deep Q-Network+ Long Short-Term Memory 

(LSTM+DQN) by Zhang et al. [47] and Choe et al. [12]. 

The research has advanced us toward self-healing 

systems in distributed environments, but they also offer 

a pathway for computer science students to explore AI-

based resilience approaches. Predictive analytics and 

reinforcement learning-based intelligent and scalable 

fault management systems are being developed from the 

substance provided by these architectures. This 

intelligent and scalable fault management system is 

implemented through the use of a feedback-aware loop. 

2. Literature Review 

Fault tolerance in distributed systems has been studied 

by researchers since early years. One of the reasons 

researchers have focused on fault tolerance in 

distributed systems is that resources are distributed, and 

services must always be available according to 

Coulouris et al. [14]. People have had to employ 

replication, checkpoint-restart, and heartbeat in some 

way to restore a node or service that failed. These 

procedures support basic fault tolerance but potentially 

utilize unnecessary resources and are only suited for 

static edge and cloud systems proposed by Xiao et al. 

[42] and Amin et al. [5]. AI has revolutionized the 

process of problem-solving. We have used supervised 

learning methods and ML models to detect problems 

and guess when they will be found based on system 

metrics and logs suggested by Gogineni [17]. In a cloud 

environment, Shah and Patel [33] used random forest 

and support vector machines to correctly identify 

different types of faults. Zhang et al. [46] showed that 

LSTM networks could model temporal dependencies in 

system logs to identify hidden faults before they happen. 

That said, a supervised model can’t learn about a new 

kind of fault or how to fix it on its own. Researchers 

have started to investigate RL [41] to deal with 

adaptability, in particular with regard to maintaining 

service availability through fault recovery; RL agents 

learn fault recovery action sequences through 

interaction with the environment with feedback 

provided through rewards. Yang et al. [43] described a 

Q-learning-based recovery model that selected 

mitigation actions while keeping the recovery goals 

based on performance metrics for the containerized 

workload being considered while showing minimizing 

the degradation downtime and performance instability. 

Abdel Aziz et al. [1] also utilized an RL approach, with 

a (DQN) to deal with service failures in an edge 

computing scenario; however, training time and 

convergence caused practical limitations on use. Hybrid 

AI models are emerging as a way of combining multiple 

learning paradigms to improve fault detection and 

recovery. A recent example is the work of Yang et al. 

[44] combining an ensemble of supervised classifiers 

and deep RL to create and implement a self-healing 

service network. When compared to just using 

supervised or RL-based models, this architecture did a 

better job of meeting Service Level Agreements (SLAs) 

and getting things back to normal faster. Even though 

hybrid learning approaches seem to be promising, there 

haven’t been many research projects that have looked at 

this in a complete way to deal with fault prediction and 

recovery in a single, continuous, modular framework 

that is ready for real-time and the problems of 

distributed computing environments. At the same time, 

research on fault tolerance has moved to educational 

uses, such as creating smart fault injection tools that 

mimic learning environments to teach system 

dependability and AI integration as used by Berman et 

al. [9]. These systems can help computer science 

students learn by doing by combining theory with real-

world experience in resilient distributed systems and 

machine learning deployment. In conclusion, there are a 

LOT of AI-based fault tolerance frameworks, but not a 

lot of research has been done on a full, self-healing 

framework that includes prediction, adaptive recovery, 

and teaching value for fault mitigation used by Kambala 

[20] and Pasham [25]. This study builds on these 

advances by using a hybrid AI-based architecture that 

uses supervised learning to find faults early and 

reinforcement learning to adapt recovery. This work 

makes both resilient computing and education better. 

2.1. Fault Prediction Models 

Defect prediction in supervised learning is usually 

approached as a classification problem, whereby the 

state of the system at a point in time is represented as a 

feature vector by Sen et al. [32]. Each feature vector is 

associated with a label that indicates when a fault 

occurred and the type of fault (if relevant). One of the 

most common machine learning approaches for this 

problem is RF; it has been recognized for its ensemble 

methodology and high level of accuracy [29]. RF builds 

predictions based on a large number of individual 

decision trees built against unique subsets of the data. 

Thus, the final probability of a fault is based on the 

average of all of the trees. In other words, it integrates 

different decision patterns and decreases over fitting. At 

time t, the state of the system is expressed as a feature 

vector xt, and the fault label yt is from a set of classes. 

The fault probability trading off RF is: 

𝑃(𝑌𝑡 =  𝑘 | 𝑋𝑡)  =  (1/𝑇)  ∗  𝛴 ℎ𝑡(𝑋𝑡)  

That is i=1 to T 

where ht is the prediction of the i-th tree from the 

ensemble size T. At time t, the state of the system 

represented by a feature vector defines a classification 

of fault label. The Random Forest algorithm computes 

fault probability as the average prediction from all the 

decision trees in the ensemble. 

Unlike RF, (LSTMs networks) are a type of deep 

learning that run on sequential data, or data that comes 

(1) 
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in order. LSTMs have a hidden state that changes over 

time. LSTMs can learn patterns and relationships in a 

series of vectors over time as elements are processed. At 

each time step, the model creates a new hidden state by 

combining the current input and the last hidden state. 

Then, the model representation goes through a fully-

connected layer followed by a sigmoid activation 

function to create a probability of fault. LSTMs have 

many useful features such as the ability to remember 

and utilize information from the past. This ability can be 

paramount in systems where past performance has some 

effect on faults. RF and LSTMs are powerful and useful 

approaches for classifying a fault prior to when it occurs 

but have different strengths. Random Forests uses 

ensemble-learning of static or fixed data, while LSTMs 

use sequential modeling to capture changes occurring 

over time [26].  

In LSTM networks, the hidden state is updated using 

both the current input as well as the previous hidden 

state. This would update the hidden state at time t in the 

LSTM networks. The updated hidden state is informed 

by the LSTM’s internal parameters that learn the 

temporal structure of the sequential input. In regard to 

fault prediction, the updated hidden state reflects the 

system’s behavior including the most recent and 

previous states. A dense layer with a sigmoid activation 

function will generate a probability score and then 

produce the likelihood of the fault. 

2.2. Fault Scoring and Anomaly Detection 

Autoencoders are a very effective method for 

conducting fault scoring and, to an extent, anomaly 

detection, which enables us to identify system faults 

without needing labeled data [24]. Autoencoders learn 

to reconstruct normal system behavior through how they 

learn to compress input feature vectors [6, 7]. During 

inference, the autoencoder attempts to reconstruct 

incoming data, and then it looks at the difference 

between its reconstruction and the input. This difference 

is the reconstruction error, which is used as the anomaly 

score for that time stamp as suggested by Torabi et al. 

[38]. If the reconstruction error is large, it could mean 

the input is very different from what is normal. The 

system will also require us to check for faults by setting 

a threshold. If the anomaly score is above the threshold, 

it is labeled a fault; if it is below the threshold, it is 

considered ‘normal’. This is particularly useful when 

faults are rare or are not well defined. It allows the 

model to learn and find that aberrant behavior simply by 

looking for changes from the learned normal behavior, 

which is highly flexible and efficient in terms of data. 

Autoencoders compute a reconstruction-based 

anomaly score as: 
 𝑆(𝑥𝑡) =  (𝑥𝑡 − 𝑥̂𝑡)2 

With a threshold τ: 

Fault=1 if S(xt)>τ;otherwise, Fault=0 

2.3. Reinforcement Learning for Fault Recovery 

RL models the system as an MDP, where each state 

shows how the system is doing, actions show possible 

recovery steps, and rewards show how well those 

actions worked. This makes it a flexible way to recover 

from faults. The objective is to identify the best policy 

that permits the system to improve while keeping both 

long-term risks and long-term costs low. Q-learning is a 

common RL technique that updates the value of a state-

action pair, also referred to as the Q-value, based on the 

reward received and the rewards perceived to be accrued 

in the future [16]. The update rule updates the Q-value 

based on the reward perceived and the maximum future 

expected Q-value of the next state by using a learning 

rate and discount factor. This enables the system to 

slowly optimize actions over time to achieve successful 

recovery. Q-learning is suited to real-world fault 

recovery tasks because it uses experience-based 

learning and does not require a model of the 

environment [13]. RL is particularly appropriate for 

real-world fault recovery applications because it is 

based on learning from experience and does not require 

knowledge of the environment. 

2.4. System Reliability and Downtime Metrics 

To assess the efficiency and dependability of critical 

infrastructure, one needs to assess system reliability and 

downtime statistics [15]. There are many ways to 

evaluate system reliability and operational performance. 

One of the most critical metrics is system availability, 

derived from system uptime. This metric is calculated 

using the ratio of Mean Time to Failure (MTTF) divided 

by MTTF+ Mean Time to Repair (MTTR). Therefore, 

improving either the MTTF or decreasing the MTTR 

will improve system availability. Availability denotes 

how much time a system is running, where lower 

MTTRs become critical for maintaining multiple 

functions and being operational for the longest duration. 

Expected Downtime (ED) per month is another area that 

pertains to the effect of availability on operations. This 

simply tells you how long the system would be expected 

to be down during some period of time. A lower ED is 

preferable and can help organizations properly plan for 

downtime while maximizing operational uptime. To 

calculate ED, you take the unavailability (1-availability) 

and multiply it by the total time in the month. The use 

of these metrics can assist organizations in identifying 

how effective they are at establishing fault tolerance and 

directing better planning of maintenance and resource 

allocation. 

System availability A is calculated using: 

𝐴 =  𝑀𝑇𝑇𝐹 / (𝑀𝑇𝑇𝐹 +  𝑀𝑇𝑇𝑅) 

(ED)per month is: 

𝐸𝐷 =  (1 −  𝐴) ×  𝑇𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒 

 

(2) 
(3) 

(4) 
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2.5. System State Representation 

Let the system state at time t be represented as: 

𝑋𝑡 = [𝐶𝑃𝑈𝑡, 𝑀𝑒𝑚𝑜𝑟𝑦𝑡, 𝐷𝑖𝑠𝑘𝑡, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦𝑡, 𝐸𝑟𝑟𝑜𝑟 𝑅𝑎𝑡𝑒𝑡, . . . ] ∈  ℝ𝑛  

The telemetry information present in this vector reflects 

important features of a distributed computer network. 

To have a foundation for monitoring, troubleshooting, 

and performing predictive maintenance for distributed 

information technology infrastructures, it is necessary to 

have a complete understanding of the state of the 

distributed system at any point in time (t) [4]. Therefore, 

all telemetry data needed to compute the state of that 

distributed system must be included in the vector (xt) 

where xt is the set of required telemetry data points at 

time t. These telemetry data points will include all of the 

telemetry metrics such as Central Processing Unit (CPU) 

utilization, memory utilization, disk I/O activity, 

network latency, error rates etc. All telemetry metrics 

are collected from numerous independent nodes 

throughout the distributed infrastructure and combined 

into the n-dimensional vector xt ∈ Rn, where n is the 

total number of different telemetry metrics (as 

previously noted). Additionally, the value to the 

engineer is having this structured representation of 

telemetry metrics, since machine learning uses time and 

error patterns in the data to generate accurate error 

predictions, diagnose errors and assist in predicting 

when a failure might occur in the Information 

Technology (IT) infrastructure. Furthermore, data 

conveys an all-encompassing picture of operational 

health by permitting the fusion of multiple concurrent 

behaviors of the system alongside each other into one 

vector. Such data representations are useful not only for 

reactive diagnostic processes, but they also form the 

basis for many proactive behaviors such as optimizing 

resource utilization, self-healing, and intelligent 

orchestration in complex, real-time computing system 

as suggested by Syed and Anazagasty [37] and Sekar 

and Aquilanz [31]. 

2.6. Fault Prediction Using LSTM 

LSTM networks are suitable for predicting faults due to 

their ability to model how data evolves through time 

[48]. The approach processes the system state vector at 

time t and the previous hidden state to create a new 

hidden representation Ht from the learnable weights θ. 

The hidden state contains information about the current 

discrete state of the system and cumulative trends from 

prior states, which can reveal additional details about 

potentially emergent faults. The predicted fault 

probability, Yt, is produced when the hidden 

representation, Ht, is placed through an output layer 

with a sigmoid or softmax activation using weights Wo 

and bias bo. The output has a value between 0and1 

indicating the likelihood of a fault occurring at this state 

in time. The model is trained to minimize the binary 

cross-entropy loss which punishes faults based on the 

true labels against the output probabilities; this allows 

the LSTM to differentiate between different time-

dependent features, giving it an edge in identifying 

faults within dynamic systems in an online approach. 

The temporal behavior of system states is modeled 

using LSTM: 

𝐻𝑡 =  𝐿𝑆𝑇𝑀(𝑋𝑡, 𝐻{𝑡 − 1};  𝜃) 

𝑌𝑡 =  𝜎(𝑊𝑜 ∗  𝐻𝑡 +  𝑏𝑜) 

Where:𝑌^𝑡 ∈  [0,1]: 

Predicted probability of fault,σ: sigmoid or softmax 

function,Wo, bo: 

output weights and bias Loss function (binary cross-

entropy):  

𝐿𝑆𝑇𝑀 = −∑ [𝑌𝑡 𝑙𝑜𝑔(𝑌𝑡) + (1 − 𝑌𝑡) 𝑙𝑜𝑔(1– 𝑌^𝑡)] 

2.7. Fault Score and Risk Level  

A fault risk score as the output of the prediction model: 

𝑅𝑡 =  𝑌𝑡 ×  𝜔𝑖𝑚𝑝𝑎𝑐𝑡 

where ωimpact is a weight based on node criticality. 

Fault scoring and risk assessment provide a numeric 

value to potential impact, which helps system managers 

make good decisions [45]. A machine-machine learning 

or deep learning model provides us with the predicted 

fault probability Yt, which we then use to find the fault 

risk score for time t, which we will maintain is called Rt. 

We use a impact weight Wimpact to scale this 

probability to account for how important the affected 

node or subsystem is to the overall architecture. Nodes 

that provide significant value by supporting key services 

or operations will have more significant weights 

assigned them. Therefore, if a fault is less likely to occur 

but is essential to the success of the business, we should 

ensure that the very small probabilities trigger the 

appropriate alerts and mitigation strategies. Risk Type 

(Rt) utilizes likelihood and potential impact, which 

together create a much more realistic risk assessment 

than just considering the probability of occurrence alone. 

This approach creates a prioritized listing of 

maintenance, remediation, and recovery activities; 

allowing an organization to conduct a planned resource 

allocation to reduce the downtime associated with 

resource-critical areas while promoting operational 

resiliency through being prepared for natural or 

mission-critical events. 

2.8. Reinforcement Learning-Based Recovery 

To define the environment using the MDP model:  

state space (S): A function of the state of the 

environment. Action space (A): a function of achievable 

actions. Reward function (R): a function that provides a 

performance-based measure of the expected outcome of 

an action taken in the environment. Discount factor (q): 

the relative importance of expected future rewards 

compared to immediate rewards. The recovery process 

(5) 

(6) 

(7) 

(8) 

(9) 
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modeled using RL-based methods is a method of 

recovery that allows a more flexible and independent 

approach to getting back on your feet following a 

failure-based event in a system. The recovery process is 

modeled using MDP, where the state space S represents 

the system’s possible conditions, while the action space 

A represents all possible recovery options available (for 

example, restart service, reallocate resources, and 

initiate failover processes). The reward function R 

measures the effectiveness of actions executed under the 

reward function R and motivates recovery plans that 

minimize downtime and return the system to a stable 

operating condition as soon as possible. The discount 

factor γ represents the importance of the future rewards 

relative to the immediate reward, allowing the user to 

reconcile between immediate fixes and long-term 

maintenance and health of the system. People often use 

Q-learning, a model-free RL method, to find the best 

way to recover [10]. It changes the Q-value of a state-

action pair by adding the immediate reward to the 

maximum expected future reward, which is then 

multiplied by the learning rate α. This process of 

repeating itself over time helps the agent figure out 

which actions are most useful in different types of faults. 

Q-learning is great for environments that are complex 

and always changing because it doesn’t need to know 

how the system works ahead of time. RL-based 

recovery makes systems more reliable by learning from 

interactions all the time. It also makes them more 

resilient and speeds up the time it takes to fix them. 

2.9. System Resilience Metrics 

Capacity indicators provide a numerical measure of the 

reliability and strength of critical infrastructure 

components [11]. An average time to failure MTTF 

indicates how much time it is expected that a particular 

system will be operational before it fails; conversely, 

MTTR represents the amount of down time to recover 

the system after a failure. The ratio of MTTF to the total 

of MTTF Including MTTR equals the available time. 

Therefore, the higher the availability, the higher the 

degree of time that a system will be operational with 

maximum reliability and the higher the percentage of 

time will be up and operational. swifter recovery. To 

assess how availability impacts operations, we can 

calculate the ED over a specified time duration T by 

multiplying the unavailability (1-A) by T. This metric 

allows organizations to assess outages frequency, 

develop maintenance schedules, and prioritize where to 

invest in fault tolerance methods. All of this results in 

improved operational continuity and happier users. ED 
over time T:  

𝐸𝐷 =  (1 −  𝐴)  ×  𝑇) 

2.10. Composite Optimization Objective  

The goal is to minimize fault impact and maximize 

availability:  

𝑚𝑖𝑛{𝜃, 𝜋}[𝐿𝑆𝑇𝑀 + 𝜆 × 𝐸𝜋[ ∑(1 − 𝐴𝑡)]] 

Where: θ: LSTM parameters, π: RL policy, and λ: trade-

off parameter between prediction and recovery. 

A combined optimization objective allows for 

integrating fault prediction and fault recovery into a 

single framework that optimally solves for both 

problems, while simultaneously improving the accuracy 

of fault detection and resilience of the overall system. In 

this case θ refers to the parameters of the (LSTM) 

network that is used to predict faults and π refers to the 

RL policy, which is used to identify the optimal actions 

taken to recover. The primary goal of this reward 

function is to minimize the loss of LSTM predictions, 

thereby providing an accurate identification of faults 

while also minimizing the overall system’s expected 

unavailability during the recovery process [49]. The 

‘unavailability’ term is the expected value of policy π of 

total availability shortfall (1-At) over time. The trade-off 

parameter λ indicates how well the predictions work 

with relation to how well recovery works. The 

mechanism itself ensures that faults are found quickly 

and rectified even faster by jointly optimizing these 

components which inherently reduces downtime, 

improves reliability, and maintains overall operational 

continuity in changing environments. 

3. System Architecture Model 

Resilient distributed computing system architecture is a 

tuple, S= (M, F, R, H, K), as seen in Figures 1 and 2. Each 

component is responsible for a splice to make the 

system resilient. The Monitoring module (M) receives 

and collects telemetry from all the distributed nodes. 

The Fault prediction engine F uses supervised learning 

to process this telemetry data and make predictions 

when the system will fail. The Recovery agent (R) uses 

reinforcement learning to explore and select the best 

recovery actions. The Healer engine (H) implements an 

actuator layer to recover the system to a stable state. The 

Knowledge base (K) collects, stores, and retrieves 

historical data, models, and policies to facilitate flexible 

and intelligent human decision making. 

 

Figure 1. System Architecture Model. 

Optimization Objective

Knowledge Base (K)

Healer Engin (H)

(Actuator Layer)

Recovery Agent (R)

(Reinforcement Learning)

Fault Prediction Engine (F)

(Supervised Learning)

Monitoring Module (M)

(10) 

(11) 
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3.1. Monitoring Module (M) 

The monitoring module (M) is the part of the system that 

receives information from distributed nodes in real-time 

and continuously monitors the operational status of all 

nodes in the system. When the monitoring module 

receives its first reading (X) at a certain time (t), it will 

send X back to you (within the range of R) and provide 

you with one or more key performance and/or health 

metrics for each node monitored by M, such as CPU 

load (utilization), memory consumed (usage), I/O 

activity (read/write), latency (data transfer delays due to 

network conditions), and failure rates or occurrences 

(total number of errors). This process integrates all the 

node-level measurements into one unifying telemetry 

vector (X) that is available for use in arriving at 

corrective action, in identifying anomalies or problems, 

and for predicting future failures. 

3.2. Fault Prediction Engine (F) 

Maps telemetry vector to a fault risk score using LSTM: 

𝑌𝑡 = 𝐹(𝑥{𝑡 − 𝑘: 𝑡}) = 𝜎(𝑊𝑜 · 𝐿𝑆𝑇𝑀(𝑥{𝑡 − 𝑘: 𝑡}) + 𝑏𝑜) 

Where: Y^ ∈ [0, 1]: 

fault probability, 𝑋𝑡 − 𝑘: 𝑡}: 

historical data window, and σ: activation function. 

The Fault prediction engine F turns a stream of 

telemetry data into a fault probability score, which 

makes it possible to find potential failures early.  

It takes a historical data window 𝑥{𝑡 − 𝑘: 𝑡}  that 

shows recent system states and runs it through an LSTM 

network to learn about patterns and temporal 

dependencies that show signs of faults. After the 

LSTM’s output goes through a fully connected layer 

with weights Wo and bias bo, it goes through an 

activation function σ, like sigmoid. The value Y^t that 

comes out is between 0and1 and shows the system’s 

predicted fault probability at time t. 

Given a historical data window  

X{t-k:t} = (x{t-k}, x{t-k+1}, …, xt 

The LSTM fault prediction model operates as follows: 

a) LSTM cell equations 

𝑖_𝜏 =  𝜎(𝑊_𝑖 𝑥_𝜏 +  𝑈_𝑖 ℎ_{𝜏 − 1}  +  𝑏_𝑖) 

𝑓_𝜏 =  𝜎(𝑊_𝑓 𝑥_𝜏 +  𝑈_𝑓 ℎ_{𝜏 − 1}  + 𝑏_𝑓) 

𝑜_𝜏 =  𝜎(𝑊_𝑜 𝑥_𝜏 +  𝑈_𝑜 ℎ_{𝜏 − 1}  +  𝑏_𝑜) 

ĝ_𝜏 =  𝑡𝑎𝑛ℎ(𝑊_𝑔 𝑥_𝜏 +  𝑈_𝑔 ℎ_{𝜏 − 1}  +  𝑏_𝑔) 

𝑐_𝜏 =  𝑓_𝜏 ⊙  𝑐_{𝜏 − 1} +  𝑖_𝜏 ⊙  ĝ_𝜏 

ℎ_𝜏 =  𝑜_𝜏 ⊙  𝑡𝑎𝑛ℎ(𝑐_𝜏) 

b) Fully connected output layer  

𝑧^𝑡 =  𝑉 ℎ_𝑡 +  𝑏_𝑓𝑐 

Ŷ^𝑡 =  𝜎(𝑧^𝑡) 

c) Training loss (binary cross-entropy) 

𝐿 =  −
1

𝑁
𝛴 [𝑦 log(Ŷ) + (1 −  𝑦) log(1 −  Ŷ)] 

d) Decision rule 

Fault Alarm= 1, if Ŷ^t ≥ τ 

           0, otherwise 

3.3. Recovery Agent (R)  

Given a fault prediction and system state st, select 

optimal action:  

𝐴𝑡 =  𝑅(𝑆𝑡)  =  𝑎𝑟𝑔𝑚𝑎𝑥 𝐴 𝑄(𝑆𝑡, 𝑎) 

The recovery agent (R) decides what the best corrective 

action is based on the current state of the system (St) and 

the predicted risk of a fault. It picks the action using 

reinforcement learning, more specifically Q-learning. At 

that point, the expected utility Q (St, a) is at its highest. 

We keep changing the Q-values, and the learning rate α 

controls how fast they change.  The discount factor γ 

makes sure that rewards are fair now and in the future. 

The reward Rt shows how well the action you chose 

worked to get the system back to normal. 

The recovery agent learns rules that make the system 

less likely to crash and more stable over time. 

3.4. Healer Engine (H) 

Recovery agents instruct healer engines on procedures 

to perform when they are instructed to assist with an 

incident. The recovery agent will perform all functions 

necessary to restore operation to normal conditions 

following this failure, such as restarting previously 

defined services; re-classifying a resource; of initiating 

pre-defined failover procedures or a combination of all 

methods; based on the current condition of the service 

St, and the decision that has been made on what method 

to use At. The Recovery Agent creates the next service 

condition St+1, which reflects how the Service looks 

after the recovery agent has completed its recovery step 

recovery plan. The Recovery agent executes recovery 

plans by interfacing with all components of the 

Technology that is being serviced. Performing these 

functions quickly, accurately and seamlessly will reduce 

service interruption time and enable the systems that 

comprise the service offering to remain operationally 

stable. The selected recovery action is added as the 

service is restored: 𝑆𝑡 + 1 = 𝐻 (𝑆𝑡, 𝐴𝑡) . When the 

recovery phase of service recovery is complete, the state 

transition function will update the service state to 

indicate successful completion of the recovery phase. 

3.5. Knowledge Base (K) 

The knowledge base K maintains an up-to-date 

recording of observations, annotation, prediction, 

subsequent actions taken on the observations, and the 

(21) 
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positive/negative results of those actions associated 

with each of those observations. Each period, the K will 

add a new record (as a tuple) to its continuously growing 

list of records, with the telemetry vector (Xt), the 

predicted fault label (Yt), the system state (St), the action 

taken (At), and the reward (Rt). The system will continue 

to log data indefinitely. The continuous logging of 

operational data into the K enables the ongoing 

accumulation of information about the performance of 

the system, and the K allows the real-time updating of 

the system model and for online learning to enhance 

reinforcement learning policies. With time, the records 

in the K will increase the accuracy of the system’s 

predictions, increase the efficiency of solutions, and 

improve the robustness of the system. 

3.6. Optimization Objective 

The objective of optimization is to find the ideal 

equilibrium between system availability and prediction 

performance. The task is to develop the best values for 

both the parameters of the LSTM, θ, and the 

reinforcement learning policy, π. The goal is to 

minimize the expected value of the sum of two parts: the 

prediction loss Lpred (Y^t, Yt), which predicts how 

accurately the model predicts faults, and an penalty term 

proportional to unavailability of the system (1-At). The 

trade-off term λ determines how much importance is 

placed on keeping the system running compared to 

making accurate predictions. This formulation ensures 

that faults are acted upon early and that the operational 

reliability has a good average level. 

In summary: minimize expected fault impact and 

maximize uptime: 

 

Figure 2. System architecture. 

3.7. Workflow 

The self-healing fault tolerance framework presented 

follows a structured AI-driven workflow consisting of 

sequential and feedback-based components as proposed 

by Vadisetty et al. [39]. The first step of the framework 

involves data collection where telemetry data is 

continuously collected from the nodes of a distributed 

system including; CPU usage, RAM status, disk disk 

Input/Output (I/O), and network latency. After the initial 

data collection of telemetry data from system nodes, the 

raw telemetry data will be sent to the data preprocessing 

module where it will be cleaned, normalized, and 

formatted in a consistent fashion ready for learning 

algorithms. When the data has been preprocessed, it is 

placed within the machine learning and fault prediction 

framework as input to the LSTM-based fault prediction 

model. This model is able to learn temporal patterns in 

system behavior and predicts faults before faults can 

happen. The output of the LSTM model is input to a 

fault detection module that verifies predictions and 

determines whether or not there are anomalies in the 

system.  

Once a fault has been confirmed to be present, the 

framework will trigger the Q-learning based policy 

optimization module, which will react to or respond to 

the fault by deciding the next best action (e.g., restarting 

services, reallocating resources, migrating tasks) by 

using a policy based on maximizing cumulative rewards 

for the related action while applying a MDP formulation. 

The action selected by the Q-learning module is then 

executed in the action execution unit, which works with 

the underlying system to execute the recovery steps. The 

framework also has a feedback loop capability that 

captures the system behavior after the action has taken 

place; this information is relayed back to both the LSTM 

model and the Q-learning model [22]. In this way, the 

framework is continuously learning and evolving to 

improve resilience, reduce MTTR, and improve system 

availability. Figure 3 shows the entire workflow of the 

proposed architecture, from gathering data and 

predicting faults to recovering on its own and evaluating 

the situation. It shows how the parts work together in a 

way that makes the system’s operating dynamics clear. 

 

Figure 3. Workflow diagram of self-healing fault tolerance system. 

4. Methodology 

4.1. Problem Definition 

This proposed fault-tolerance system provides self-

healing capabilities through the use of supervised 

learning for proactive detection and reinforcement 

learning for adaptive recovery from faults. The 

environment (distributed system) is characterized by a 

sequence of discrete time intervals (t) and is represented 
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as a changing environment. The telemetry vector  

𝑋𝑡 =  [𝑋𝑡^1, 𝑋𝑡^2, . . . , 𝑋𝑡^𝑛]  ∈ ℝ𝑛 

Represents the state taken at t, consisting of a list of 

metrics collected from the distributed nodes, including 

CPU Utilization, Memory Utilization, Disk I/O Activity, 

Network Latency, and Error Rate. 

4.2. Fault Prediction Using Supervised 

Learning 

Defining fault prediction as a binary classification task 

means the model is estimating the likelihood of a fault 

happening at some point in time t. The time-series 

window of k observations, (Xt-k:t) is fed into an LSTM 

network to learn from the temporal characteristics of the 

operation of the system with respect to faults. The 

hidden state, Ht, will be transformed into a probability 

Y t=σ (Wo Ht+bo). 
Using binary cross-entropy loss during training 

allows the LSTM model to learn the features of the data 

which allow it to predict when faults will occur. The 

prediction allows for the identification of emerging risks 

and for initiation of timely recovery measures. 

loss function (binary cross-entropy): 

𝐿𝑝𝑟𝑒𝑑 = −1/𝑇 ∑ [𝑌𝑡 𝑙𝑜𝑔(𝑌𝑡) + (1 − 𝑌𝑡) 𝑙𝑜𝑔(1– 𝑌^𝑡)] 

To use supervised learning to predict faults, think of the 

problem as a binary classification task. Yt=1 means that 

there is probably a problem at time t, and Yt=0 means 

that there isn’t. We get the input characteristics from a 

time-series window of size k, which we call Xt−k: t. An 

LSTM network processes data in order and finds 

temporal dependencies to make a hidden state (Ht). The 

output layer uses a sigmoid activation to figure out the 

fault probability. To find faults accurately, the binary 

cross-entropy loss function is used during model 

training to reduce prediction errors over T time steps. 

4.3. Autonomous Recovery Using 

Reinforcement Learning 

The adaptation to failure conditions relies upon 

Adaptive Fault Recovery through an MDP framework, 

which consists of states (S), actions (A), rewards (R) and 

a discount factor (γ). A Q-Learner agent learns the 

optimal recovery policy by directly interacting with its 

environment. The Q-value for each state-action pair (St, 

At) is updated according to:  

𝑄(𝑆𝑡, 𝐴𝑡) ← 𝑄(𝑆𝑡, 𝐴𝑡) + 𝛼[𝑅𝑡 + 𝛾 max _𝑎’ 𝑄(𝑆{𝑡 + 1}, 𝑎’) − 𝑄(𝑆𝑡, 𝐴𝑡)] 

The agent’s continuous activity and feedback on what 

worked or did not work should lead to an optimal 

recovery strategy, minimizing both recovery times and 

stabilizing of the system quickly. The reward function 

tells the learner what to do by giving+1 for a successful 

recovery, -1 for a failure, and 0 for a neutral outcome. 

This lets decisions be made in a way that adapts to the 

situation for quick fault recovery.  

4.4. Risk-Based Fault Trigger 

The composite risk score R can be calculated using the 

formula Yt⋅ωimpact, where Yt is the likelihood of fault 

occurrence and ωimpact is the severity of the fault. 

When the composite risk score exceeds a certain 

threshold (R>τ), recovery actions will be initiated based 

on the severity and likelihood of fault occurrence. The 

performance of the system will be evaluated using 

standard dependability metrics: prediction accuracy, 

MTTR (average time to recover), and 

A=MTTF/(MTTF+MTTR). The combined learning-

based method reduces the time required for recovery 

and increases the operational availability of the system, 

thus presenting a compact and effective means of self-

healing for distributed systems.  

4.5. System Availability and Evaluation Metrics 

The term “system availability” refers to the amount of 

time a system is up and running and able to do what it 

was designed to do [2, 3, 18]. How long the system 

works before it breaks down and how quickly it can be 

fixed after a problem are what determine it. The goal of 

performance optimization is to make sure that systems 

are always available and that faults can be accurately 

predicted. This means comparing how well recovery 

plans work with how accurate predictive models are. 

You can use a reinforcement learning policy to make 

decisions that change based on a trade-off parameter 

that puts both lowering prediction errors and lowering 

downtime first for better operational reliability. 

Objective Function:  

𝑚𝑖𝑛{𝜃, 𝜋} [𝐿 𝑝𝑟𝑒𝑑 + 𝜆 · 𝐸𝜋(1 − 𝐴𝑡)] 

Where: 

π: RL policy 

λ: Trade-off parameter 

5. Experimental Setup 

5.1. Simulation Environment 

To conduct our simulation of a distributed computing 

environment, we used a cloud simulator, CloudSim. In 

CloudSim, each virtual machine is defined in terms of 

its CPU capacity, the amount of memory assigned to it, 

the network bandwidth it is using, and the current 

workload (load). The system during its evaluation will 

model a failure rate for each of the virtual machines 

through a function based on its defined CPU capacity, 

memory size, network bandwidth and current workload 

(load); if this failure rate exceeds an established 

threshold for the virtual machine it is considered as a 

failure. The CloudSim (cloud computing framework) is 

physically distributed and therefore the design and 

implementation of this type of distributed computing is 

important for simulation purposes. All virtual machines 

share common characteristics that affect performance 

and reliability and durability of the virtual machine [21]. 

(23) 
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The failure rate is based on the combined characteristics 

of the CPU and memory and the workload of the virtual 

machine to create an overall model of a virtual 

machine’s reliability. In the simulation, controlled tests 

can also be conducted for the purpose of performance 

evaluation and evaluation of the effectiveness of various 

fault prediction and recovery strategies, and it provides 

a practical, yet flexible testing environment. 

5.2. Fault Injection and Recovery Scenarios 

Fault injection and recovery scenarios are designed to 

evaluate how well the system can deal with the various 

types of failures. There are three types of faults that are 

injected intentionally: hardware faults, network failures, 

and application-level failures. These managed failures 

behave like real operational failures, allowing for the 

thorough assessment of recovery options. There are a 

predetermined number of recovery actions that 

responsive to a planned fault or condition of the system. 

An adaptive reinforcement learning strategy derives the 

optimal action for a situation allowing faults to be 

managed in situationally based approach. This method 

makes sure that the system’s resilience is thoroughly 

tested and that the autonomous recovery mechanisms 

work to keep the service running. 

Recovery actions A= {A1, A2, ..., An} are applied based 

on the RL policy π: 

State transition: 

𝑆{𝑡 + 1}  =  𝜋(𝑆𝑡, 𝐴𝑡) 

5.3. Evaluation Metrics 

We use evaluation criteria to see how well fault 

prediction and recovery methods work. The accuracy of 

the predictions shows how often the model correctly 

finds fault events. This shows how reliable the system is 

at making predictions. MTTR tells you how long it 

usually takes to fix something after it break. It shows 

how well solutions for recovery work. System 

availability is a good general sign of how reliable the 

system is because it tells you how often it is working. 

The speed at which learned action-value estimates come 

together over time shows how well reinforcement 

learning works. This shows how flexible and stable the 

policy is when it comes to making the right decisions 

about how to deal with issues. 

Metrics include: 

1. Prediction accuracy: 

𝐴𝑐𝑐 = (𝛴 𝐼(𝑌𝑡 = 𝑌^𝑡))/𝑇 

2. Mean Time to Recovery (MTTR): 

𝑀𝑇𝑇𝑅 = (1/𝑁)𝛴 𝑅𝑒𝑐𝑜𝑣𝑒𝑟𝑦 𝑇𝑖𝑚𝑒 𝐼 

3. RL efficiency:  

𝛥𝑄𝑡 = |𝑄(𝑆𝑡, 𝐴𝑡) − 𝑄(𝑆𝑡, 𝐴𝑡) 𝑝𝑟𝑒𝑣 

5.4. Experimental Design 

The experimental design is broken up into three steps 

that happen one after the other to test the proposed 

framework. During training, the LSTM model learns 

patterns from telemetry data to improve the accuracy of 

fault predictions. At the same time, the Q-learning agent 

is trained on simulated fault events to come up with 

good ways to recover. The fault injection phase involves 

intentionally introducing hardware, network, and 

application faults so that the system can react on its own 

and activate its self-healing capabilities. The evaluation 

phase looks at key performance indicators like 

prediction accuracy, MTTR, system availability, and 

reinforcement learning convergence. 

It then compares these results to baseline methods to 

make sure that resilience and efficiency have improved. 

The experiment consists of three stages: 

1. Training Phase: LSTM trained on telemetry data Q-

learning trained on fault scenarios. 

2. Fault Injection Phase: Inject faults and observe 

response Trigger self-healing mechanisms. 

3. Evaluation Phase: 

Measure accuracy, MTTR, availability, and 

convergence compare with baseline methods. 

Table 1. Dataset description. 

Feature Description Range/Unit 

CPU usage Processor load on VM 0–100% 

Memory usage 
Memory consumed by 

services 
0–32 GB 

Disk I/O 
Disk input/output 

operations 
0–500 MB/s 

Network latency 
Time delay in data 

packets 
0–300 ms 

Error late 
System or application 

error frequency 
0–100 errors/hour 

In order to provide insight into the use of these 

datasets as the basis for the model, the use of Table 1 

shows a comprehensive overview of the types of 

datasets used for learning purposes. Each of the datasets 

describes a specific characteristic for evaluating the 

overall performance of the machine learning algorithm 

and the success rate of its ability to interpret information 

provided in the form of datasets, including: the 

processing power required for training and execution, 

the amount of RAM required to execute all aspects of 

the ML, how well the ML has performed with regard to 

storage operations, the speed of response by the ML to 

requests sent from the Internet, and the frequency of 

Errors within the ML. 

Table 2 lists the hyperparameters that define the rate 

of learning for both the LSTM fault predictor as well as 

the Q-learning recovery agent. hyperparameters 

determine how quickly an ML will learn, the degree to 

which the ML retains knowledge, the number of 

repetitions performed during training, and how far an 

agent will investigate prior to making decisions about a 

specific action. By setting these Hyperparameter values 

properly, the researcher will ensure that the ML model 

(27) 
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will converge and remain stable throughout training, 

and prediction and recovery operations will be 

performed effectively. 

Table 2. Model hyper parameters. 

Parameter Model component Value/Range 

Learning rate (α) Q-learning agent 0.01 

Discount factor (γ) Q-learning agent 0.9 

Batch size LSTM predictor 64 

Sequence length (k) LSTM predictor 10 

Epochs LSTM training 100 

Optimizer LSTM training Adam 

Activation function LSTM output layer Sigmoid 

Exploration rate (ε) Q-learning policy 0.1 (decaying) 

5.5. Technical Simulation Configurations 

The simulation environment was built using the 

CloudSim toolkit on a local server with the following 

specifications: 

1. Host Machine: Intel Core i7 (8th Gen), 16GB RAM, 

Ubuntu 20.04 LTS 

2. Virtual Machines: 10 VMs with varied capacities (2-

8 vCPUs, 4–32 GB RAM) 

3. Workload Generator: synthetic workload generator 

simulating distributed microservices traffic 

4. Fault Injection: periodic and random injection of 

CPU, memory, and network faults 

5. Simulation Time: 24 simulated hours (accelerated) 

6. Logging Frequency: every 10 seconds  

The infrastructure was configured to support concurrent 

training of the LSTM model using PyTorch and the Q-

learning agent via a custom Python environment. Model 

checkpoints and system logs were stored and utilized for 

further offline analysis. 

6. Results and Discussion 

The experimental assessment of the proposed 

framework was carried out in a simulated distributed 

environment with fault injection capabilities. The goal 

was to assess the capability of the hybrid AI-based 

model, which incorporates LSTM for fault prediction 

and Q-learning for recovery, to improve system 

availability and recovery latency. 

6.1. Data set 

Table 3 shows a combined fault tolerance dataset that 

includes system performance measures and fault labels 

that go with them. It combines CPU usage, memory 

usage, disk operations, network latency, and error rates 

to create realistic working conditions for training and 

testing models. 

Table 3. Synthetic fault tolerance dataset. 

CPU-usage (%) Memory-usage (GB) Disk-IO(MB/S) Network latency (MS) Error-rate (errors/HR) Fault-label 

67.45071 17.59742 109.4893 22.76577 5 1 

57.92604 15.69853 141.3289 54.18845 3 0 

69.71533 12.23852 102.4548 67.59183 5 1 

82.84545 9.412253 131.5223 136.6306 2 0 

56.4877 14.79289 36.38312 96.69659 2 0 

56.48795 13.57394 162.7976 39.93555 3 0 

83.68819 15.58077 150.0723 94.58109 3 0 

71.51152 14.54069 100.9747 33.58088 3 0 

52.95788 16.19821 189.5547 112.4807 8 0 

68.1384 9.859059 206.2542 65.86626 7 0 

53.04873 17.26958 53.54641 77.19091 7 0 

53.01405 12.7904 104.2365 119.7739 2 1 

63.62943 20.30104 103.8515 41.38509 6 0 

31.3008 9.243249 93.60581 38.08645 8 1 

34.12623 18.94386 199.7685 62.49202 6 0 

51.56569 12.79164 138.3704 111.1514 4 0 

44.80753 9.394328 134.1291 34.41962 4 0 

64.71371 10.06446 29.76826 0 4 0 

46.37964 10.71861 188.1251 66.46523 1 1 

 

6.2. Fault Prediction Performance 

The LSTM-based fault prediction model achieved high 

performance across all key evaluation metrics. On a test 

dataset of 10,000 telemetry sequences, the model 

yielded the following results: 

6.2.1. Input Representation 

Let xt∈ Rn be the feature vector at time step t, where each 

component xt
i represents a telemetry metric.  

Construct an input sequence of length k: 

𝑋{𝑡 − 𝑘 + 1: 𝑡} = [𝑥{𝑡 − 𝑘 + 1}, 𝑥{𝑡 − 𝑘 + 2}, … , 𝑥𝑡] ∈ ℝ{𝑘 × 𝑛} 

6.2.2. LSTM Cell Equations: 

Forget gate: 

𝐹𝑡 =  𝜎(𝑊 𝐹 𝑋𝑡 +  𝑈𝐹 𝐻𝑡 − 1}  +  𝐵𝑓) 

Input gate: 

𝐼𝑡 =  𝜎(𝑊𝑖 𝑋𝑡 +  𝑈𝑖 𝐻𝑡 − 1}  +  𝐵𝑖) 

Candidate cell state: 

𝐶^𝑡 =  𝑡𝑎𝑛ℎ(𝑊𝑐 𝑋𝑡 +  𝑈𝑐 𝐻𝑡 − 1}  +  𝐵𝑐) 

Update cell state:  

𝐶𝑡 =  𝐹𝑡 ∈  𝐶{𝑡 − 1}  +  𝐼𝑡 ∈  𝐶^𝑡 

Output gate:  

 𝑂𝑡 =  𝜎(𝑊𝑂 𝑋𝑡 +  𝑈𝑜 𝐻{𝑡 − 1}  +  𝐵𝑜) 

Hidden state:  
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 𝐻𝑡 =  𝑂𝑡 ∈ 𝑡𝑎𝑛ℎ(𝐶𝑡) 

6.2.3. Output Layer for Fault Prediction  

Final fault probability prediction:  

 𝑌^𝑡 = 𝜎(𝑊𝑦𝐻𝑡 + 𝐵𝑦) 

Where wy and by are the weights and bias of the output 

layer. 

6.2.4. Loss Function (Binary Cross-Entropy) 

Table 4 provides an overview of the performance 

attributes of the suggested system. Accuracy and 

precision demonstrate that the model is capable of 

accurately predicting and detecting defects. The model 

possesses an overall classification effectiveness which 

shows it to be a highly accurate and effective means of 

predicting defect detection. 

Table 4. Performance metrics. 

Metric Value 

Accuracy 96.3% 

Precision 95.1% 

Recall 

(sensitivity) 
94.7% 

F1-Score 94.9% 

AUC-ROC 0.97 

Accuracy 96.3% 

The improved recall and F1-score values indicate that 

the model is sensitive and reliable in identifying fault 

conditions before they happen. This performance is 

superior to the baseline static threshold-based anomaly 

detectors and RF models. 

6.2.5. Recovery Efficiency Using Q-Learning 

The Q-learning-based recovery agent demonstrated 

effective decision-making across different fault 

scenarios. Table 5 compares the MTTR and system 

availability for various approaches: 

Table 5. convergence and efficient metrics. 

Method MTTR (seconds) System availability (%) 

No recovery (baseline) 130 88.1 

Rule-based recovery 78 91.4 

Q-learning (proposed) 34 97.2 

The proposed method significantly reduced MTTR 

by over 56% compared to traditional rule-based 

systems. Moreover, the system availability increased to 

97.2%, demonstrating the benefit of intelligent, adaptive 

recovery policies in minimizing service disruption. 

6.3. Learning Convergence and Policy Stability 

The Q-learning agent showed rapid convergence, with 

average Q-value stabilizing after an estimated 2,500 

episodes. The convergence plot showed a steady 

decrease in loss, and variance confirming the learned 

recovery policy was stable. The exploration-

exploitation balance was ensured using ε-greedy policy 

enabled the agent to discover efficient strategies while 

minimizing the chance to over fit to specific types of 

fault types. 

Figure 4 This graph displays a comparison of the 

(MTTR) across three approaches for recovering a 

distributed system, including no recovery, rule-based 

Recovery and Q-Learning-based recovery. 

 

Figure 4. MTTR comparisons across recovery method. 

The term “MTTR” refers to the amount of time on 

average that it takes a system to recover and return to its 

normal operational status following a failure. In terms 

of MTTR, no recovery performed the poorest by 

exhibiting an overall MTTR of about 130 seconds-

meaning that when no automation is used to perform 

recovery functions, a system will experience extended 

periods in a degraded mode before recovery occurs.  

The application of corrective actions that are pre-

defined in a rules system achieved a notable 

improvement through the rule-based Recovery strategy, 

with an overall average MTTR of approximately 78 

seconds. 

In contrast, the use of Q-Learning recovered from 

failures in an overall average MTTR of approximately 

34 seconds. As stated above, this provides the most 

significant benefit since using reinforcement learning, 

Q-Learning produces automated learning and allows a 

system to find optimal solutions quickly and return to 

providing service much sooner than either of the other 

two methods. As a result, the comparison to each of the 

other methods demonstrates that adaptive intelligence 

using Q-Learning is the most effective means by which 

to minimize downtime and enhance the resiliency of a 

distributed computing environment. 

 

Figure 5. Q-Learning convergence curve showing average Q-value 

over episodes. 
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Figure 5 the depicted graph indicates that the Q-

learning agent has effectively acquired and stabilized 

the recovery policy and is therefore able to handle 

failures rapidly and efficiently in the distributed systems 

environment. 

 

Figure 6. Model accuracy. 

In Figure 6, the graph shows that while each ML 

type offers some level of accuracy improvement, the 

maximum improvement occurs when the two 

algorithms (LSTM+Q-Learning) are combined to 

obtain a single model which provides predictive and 

adaptive recovery capabilities. 

 

Figure 7. System availability of the Baseline, Rule-Based, and Proposed Hybrid AI systems. 

Figure 7 shows the availability of the Baseline, Rule-

Based, and Proposed Hybrid AI systems. It shows how 

adaptive recovery solutions have made things better. 

 

a) Precision. b) Recall. c) AUC-ROC. 

Figure 8. Performance matrices (precision, recall, and F1-score) of various models. 

Figure 8 shows the performance metrics-precision, recall, and F1-score-of a number of models so that we 
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can compare how well they all work. 
Figure 9 shows The illustration shows that there is a 

consistent improvement in performance across all key 

evaluation metrics from Random Forest to Long Short-

Term Memory to Q-learning. 
Increased precision →reductions in false positives. 

Increased Recall →increases in the number of correct 

detections of faults. 

Increased Area Under the Curve (AUC) and Receiver 

Operating Characteristic Curve (ROC)→improved 

classification abilities. 

  
a) Accuracy comparison. b) Mean Time to recovery (MTTR). 

  

c) System availability. d) F1-Score comparison. 

Figure 9. Performance degradation when either LSTM or Q-Learning is removed from the hybrid model. 

The findings above indicate that the hybrid model 

can predict faults more accurately, reliably, and robustly 

in real-time on a distributed system using Q Learning in 

addition to Random Forest and (LSTM) networks.  

Figure 10 shows a comparison of LSTM+Q-Learning, 

GRU+Q-Learning, LSTM+DQN, and GRU+DQN in 

terms of accuracy, MTTR, and availability. 

 

a) Accuracy (%). b) MTTR (%). c) Availability (%) 

Figure 10. Benchmark comparison chart LSTM+Q-learning GRU+Q-learning, LSTM+DQN, and GRU+DQN in terms of accuracy, MTTR, 

and availability.  
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It shows the best balance reached by the suggested 

combination.  
Figure 11 uses Google Cluster Trace data to compare 

five models based on accuracy, MTTR, and 

availability.This shows that the hybrid AI method is 

useful in real life. 

 

Figure 11. Google cluster trace, comparing five models in terms of accuracy, MTTR, and availability. 

Figure 12 looks at how different hyperparameters 

affect accuracy, MTTR, and availability. This shows that 

the hybrid model works well in terms of both robustness 

and sensitivity. 

 

Figure 12. Hyper parameters affect accuracy, MTTR, and availability, confirming the robustness and sensitivity of your hybrid AI model. 

7. Results and Discussion 

To test their self-healing fault tolerance framework, the 

researchers created a prototype that simulated a high-

fidelity environment and not a typical industrial-size 

dataset like google cluster trace or Microsoft Azure VM 

Trace [8]. This method has been chosen for various 

reasons. Some examples are listed below: 

Controlled fault injection: while the other two 

datasets mentioned are relatively large, they lack 

sufficient detail in terms of fine-grained labels and 

detailed logs of faults experienced and how the faults 

progressed over time. When using a simulator, we are 

able to add faults in a controlled manner such as through 

CPU overload, memory leaks, or Node failures, so we 

will be able to replicate the same conditions for 

measuring the performance of our system multiple times 

over. 
Real-time adaptation feedback: Regarding the hybrid 

AI model, specifically the reinforcement learning 

component, when the RL model interacts within a 

closed loop with a simulated environment, it learns how 

actions taken to recover from faults affect the simulated 

environment. The use of simulators allows for real-time 

observations to be made, whereas the use of static 

historical traces does not allow for any observation of 

time. 

The simulation framework allows for changing the 

configurations for cloud-edge topologies, the maximum 

limits of the resources assigned to a task will be defined 
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by the resource limits and task migration. (There are no 

such configurable features in public datasets such as the 

google cluster dataset). They all make the assumption 

that all datasets are structured to allow processing of 

multiple batches of large amounts of information 

simultaneously. Thus, many of the current statistical 

distributions and workload patterns used by the 

simulator have been generated using current research 

about job arrival rates Google, the average number of 

Virtual Machines (VM’s) lifetime (Azure), and others. 

By creating synthetic workload traces while ensuring 

realistic workloads, high quality trace simulation allows 

the use of these synthetic traces as a basis to test the true 

workloads worked under the same conditions [23]. The 

simulator is able to provide insight into the system’s 

performance under various configurations of setups and 

workload patterns. This enables us to conduct a 

controlled scalability test by systematically adjusting 

the nodes, fault frequency, and network latency, which 

is not possible when only using a set of fixed historical 

datasets. 

8. Comparison: Simulation vs. Real-World 

Trace Characteristics 

Utilizing high-fidelity simulations with actual trace data 

showcases the benefits and drawbacks of undertaking 

scientific experiments and forecasting potential failures 

and recoveries during investigation. High-fidelity 

simulation systems, especially those based on cloud 

simulators, give researchers the ability to manipulate all 

categories of fault conditions, through forced node 

failures or increased latency. This provides a solid 

foundation for testing a limited variety of cases, but is 

limited when utilizing real-world datasets, because of 

unforeseen dynamics that have very limited variability. 

Model changes can be made quickly and easily using 

simulated data. Therefore, by providing the immediate 

feedback, it makes learning much more interactive. 

However, real trace datasets are based solely on 

historical dataset provocations, which make performing 

experiments in the context of dynamic changes difficult. 

Different cloud-edge architecture configurations can be 

produced through modeling using simulation; real 

datasets, such as the Google cluster trace, are effective 

given the consistency of the production facility 

architecture. Simulated loads vary significantly relative 

to the types of tasks produced by statistical distributions; 

whereas, real datasets mimic true workloads. 

Simulations let users create labels and add detailed 

fault notes, which make it clear when labels are ready 

for supervised learning tasks. Because real-world traces 

don’t always have full fault labels, people often have to 

guess or do more preprocessing. Also, they use 

controlled variables that always give the same results; 

simulations make it much easier to do experiments over 

and over again. But in the real world, behavior is always 

different because the conditions that make things work 

change. Simulations make it easy to change the size of 

infrastructure and the amount of work it has to do for 

scalability testing. This produces a useful measure for 

displaying the amount of stress experienced under 

extreme situations. The difference is that real-world 

traces provide a more accurate representation of how 

things happen in the real world as they are real-world 

traces with records that are less than what can be 

simulated. While there is not as much simulation data 

available and the modeling distributions used were 

created from modeled distributions, these differences 

indicate that simulation data provides the best means for 

testing things in a controlled environment and creating 

new processes. 

To determine how effectively a particular process has 

been developed and is performing under real-world 

conditions, it is necessary to collect information from 

the real-world. 
Table 6 shows how the features of high-fidelity 

simulations compare to those of real trace datasets, such 

as the Google cluster.  

It focuses on differences in how faults are handled, 

how adaptable systems are, how flexible their 

topologies are, how variable their workloads are, and 

how well they can be scaled up. The difference shows 

the trade-off between having control over experiments 

in simulations and having real-world data that is 

accurate. 

Table 6: Comparison table between high-fidelity simulation and real-world traces (e.g., Google Cluster). 

Aspect High-fidelity simulation Real-world traces (E.G, google cluster) 

Fault type control Yes-Custom fault injection No-Faults are implicit and limited 

Real-time feedback loop Yes-Interactive learning and adaptation No-Static historical logs only 

Topology customization Yes-Supports varied cloud-edge setups Limited-Fixed data centre topology 

Workload flexibility 
Yes-Synthetic workloads mimicking real 

distributions 
Limited-Based on actual workloads only 

Label availability Full control- Labeling is user-defined Partial-lacks rich fault annotations 

Repeatability Yes-Controlled experimental design No-non-reproducible real-time behaviour 

Scalability testing Yes-Easily test on varying scale factors Limited-fixed scale in historical data 

Data volume and realism 
Moderate-Derived from real trace 

distributions 
High-real production-scale traces 

 

9. Conclusions 

In this research, we presented a self-healing fault 

tolerance framework for distributed computing 

environments that exploits a hybrid of LSTM networks 

for proactive fault forecasting and Q-learning for 
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adaptive recovery. The framework treats the recovery 

process as an MDP that allows planning to allow an 

autonomous process for dealing with failures in the 

system with minimal human input.  

The LSTM framework was very accurate, and the 

reinforcement learning agent reduced MTTR and 

increased system availability. 

Experimental evaluations on a simulated cloud-edge 

testbed showed that our hybrid model was a superior 

option compared to traditional recovery strategies and 

single-model paradigms in terms of effectiveness, 

adaptability, and system availability.  

The results provided evidence of the promised 

efficacy of shared predictive and adaptive AI models to 

foster resiliency in contemporary distributed systems. 

The framework also has educational possibilities and 

provides students with a learning model to view and 

adopt contextual intelligent fault tolerance in computer 

science, especially in courses regarding distributed 

systems, AI in operations, or resilience in cyber-

physical systems. Future work will include expanding 

the framework to support multi-agent reinforcement 

learning, federated learning for privacy-based training, 

and real-time delivery on industrial IoT platforms to 

better characterize the performance, scale, 

generalizability, and real-world utility of the framework. 
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